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About this manual

This manual describes information and settings that enables safe use of devices.

When connecting the machine to the network, use it in an environment protected by a firewall. We also rec-
ommend that you set a private IP address for the IP address of the machine.

Setting a private IP address only allows users on a local area network, such as an internal LAN, to access the
machine, preventing unauthorized access from outside.

If you need to use a global IP address, be sure to install the machine inside a firewall.
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1.1

1.2

Setting the IP Address Filtering

IP address filtering is a function that restricts the devices that can access the machine by the IP address.
Setting this function correctly allows you to restrict access from unauthorized devices.

The IP address filtering function of the machine can be set in the following two methods.

IP Address Filtering

Manually specify the range of IP addresses that allow or deny access.

Setting location: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IP Address Filtering]

1Tips

Set the IP addresses to be allowed or denied to suit your environment.

Quick IP Filtering

The range of IP addresses to allow access is automatically set based on the IP address and subnet mask set
in the machine.

Setting location: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [Quick IP Filtering]
Recommended settings: [Synchronize IP Address]/[Synchronize Subnet Mask] *

* Select either one to suit your environment.
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2.1

2.1.1

Setting the Encrypted Communication

We recommend that you use the following encrypted communication to prevent data eavesdropping, data
tampering, and session hijacking.

TLS encryption

We recommend that you configure the following settings to reduce the risk of vulnerabilities.

Setting location: [Utility] - [Administrator] - [Security] - [PKI Settings] - [Enable SSL Version]

Setting item Recommended setting
[Mode using SSL/TLS] [Admin. Mode and User Mode]

[SSL/TLS Version Setting] TLS1.2
TLS1.3 (IEEE802.1X incompatible)

[Encryption Strength] AES-256

The initial certificate is installed at the factory. If you need a different certificate, register a new one at the
following location.

Setting location: [Utility] - [Administrator] - [Security] - [PKI Settings] - [Device Certificate Setting]

Setting item Recommended setting

[Encryption Key Type] RSA-2048_SHA-256
ECDSA-256_SHA-256
ECDSA-384_SHA-384
ECDSA-521_SHA-384

The TLS encryption is supported for the following protocols and services. For details on the setting locations,
refer to the following sections.

° HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
° DPWS

° POP

° SMTP (Start TLS, SMTP over SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP Socket

HTTP (Web Connection)

If you enable [Enable SSL Version], the communication mode automatically switches to the TLS encrypted
communication (HTTPS).

WebDAVServer

Setting location: [Utility] - [Administrator] - [Network] - [WebDAV Settings] - [WebDAV Server Settings]
Setting item ‘ Recommended setting
[SSL Settings] | [SSL Only]
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213

2.1.5

21.7

2.1.8

IPP
Setting location: [Utility] - [Administrator] - [Network] - [HTTP Server Settings]
Setting item ‘ Recommended setting
[IPP-SSL Settings] ‘ [SSL Only]
OpenAPI
Setting location: [Utility] - [Administrator] - [Network] - [OpenAPI Setting] - [OpenAPI Setting]
Setting item ‘ Recommended setting
[SSL/Port Settings] | [SSL Only]
RemotePanel

Setting location: [Utility] - [Administrator] - [Network] - [Remote Panel Settings] - [Remote Panel Server Set-
tings]

Setting item ‘ Recommended setting
[Port No.(SSL)] | [50443]
1 Tips

If you enable [Enable SSL Version], the communication automatically switches to the TLS encrypted mode.
Specify a port number.

DPWS

Setting location: [Utility] - [Administrator] - [Network] - [DPWS Settings] - [DPWS Common Settings]
Setting item ‘ Recommended setting
[SSL Settings] \ ON

POP

Setting location: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail RX (POP)]
Setting item ‘ Recommended setting
[Enable SSL] \ ON

SMTP

Setting location: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail TX (SMTP)]
Setting item ‘ Recommended setting
[SSL/TLS Settings] \ [SMTP over SSL]

IEEE802.1X Auth

Setting location: [Utility] - [Administrator] - [Network] - [[EEE802.1X Authentication Setting] - [[IEEE802.1X Au-
thentication Setting] - [Supplicant Setting]

Setting item ‘ Recommended setting

[EAP-Type] \ Select [EAP-TLS], [EAP-TTLS], or [PEAP].
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2.1.10 LDAP
Setting location: [Utility] - [Administrator] - [Network] - [LDAP Setting] - [Setting Up LDAP]

Setting item ‘ Recommended setting

[Enable SSL] | ON

2.1.11  TCP Socket
Setting location: [Utility] - [Administrator] - [Network] - [TCP Socket Setting]

Setting item ‘ Recommended setting

[Use SSL/TLS] \ ON
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2.2 Other encryption

We recommend that you configure the following settings to reduce the risk of vulnerabilities. For details on
the settings for each function, refer to the following sections.

Function Recommended setting
SMBServer SMB Encryption, SMB Signature
SMBClient Kerberos Authentication

SNMP SNMPv3

IPsec IKEv2

S/MIME ON

2.2.1 SMBServer

Using the SMB encryption and SMB signature can reduce the following security risks.

° Eavesdropping: A malicious third party may intercept communications and steal personal or confiden-
tial information.

° Data tampering: There is a risk that communication contents may be tampered with by a Man-In-The-
Middle Attack (MITM).

° Spoofing: If authentication information is stolen, a third party may pose as a legitimate user to gain un-
authorized access.

° Information leakage: Unencrypted communications can be easily intercepted, especially on public Wi-
Fi networks, increasing the risk of personal information and credit card information being leaked.

SMB Encryption

Prerequisites

° Create a Public User Box. Also, configure the setting to automatically transfer files from the Public User
Box and save them in the SMB folder.

° Specify the password for the User Box.

Setting location: [Utility] - [Administrator] - [Box] - [User Box List]

Setting item Recommended setting
[SMB Communication En- [Encrypt]
cryption]
SMB Signature
Setting location: [Utility] - [Administrator] - [Network] - [SMB Setting] - [SMB Server Settings]
Setting item ‘ Recommended setting
[SMB security Signature [Required]
Setting]
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2.2.2

2.2.3

224

SMBClient

The Kerberos authentication uses strong encryption technology, significantly reducing the risk of credentials
being stolen during the authentication process. It also ensures data integrity, preventing data tampering be-
tween the sender and receiver as well as NTLM relay attacks.

Setting location: [Utility] - [Administrator] - [Network] - [SMB Setting] - [Client Setting]

Setting item ‘ Recommended setting
[SMB Authentication Set- [Kerberos]
ting]

SNMP

Set the encryption using SNMPV3. If the authentication setting is also added, you can further increase safety.
The security risks are about the same as with SMB.

Setting location: [Utility] - [Administrator] - [Network] - [SNMP Setting]

Setting item Recommended setting

[SNMP Setting] [SNMP v3(IP)]

[Encryption Algorithm] [AES-128]

[Authentication Method] Select [SHA-256], [SHA-384], or [SHA-512].

IPsec
Setting location: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IPsec] - [IPsec Setting]
[IKEv2]

Setting item Recommended setting

[Encryption Algorithm] [AES-CBC] ([256]/[192 and 256]/[All])

[Authentication Algorithm] [SHA-2] ([256]/[384)/[512)/[256 and 384]/[384 and 512]/[All]), [AES-XCBC]

[Diffie-Hellman Group] [Group 14], [Group 19]

[SA]

Setting item Recommended setting

[Encapsulation Mode] [Tunnel], [Transport]

[Security Protocol] [ESP]

[Key Exchange Method]

[IKEV2]

[Authentication Method]

[Digital Signature]

[ESP Encryption Algorithm]

[AES-GCM] ([256]/[192 and 256]/[All]), [AES-GCM-64] ([256]/[192 and
256)/[All]), [ENC_NULL_AES_GMAC] ([256]/[192 and 256)/[All)

[Perfect Forward Secrecy]

ON

[Diffie-Hellman Group(IKEv2)]
- [Priority1-4]

[Group 14], [Group 19]
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2.2.5 S/MIME

If you use the optional S/MIME when sending e-mail, you can encrypt the e-mail content to prevent eaves-
dropping and verify the sender's identity with an electronic signature. This is an effective measure against
spoofing and phishing scams.

Setting location: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [S/MIME]

Setting item Recommended setting
[Digital Signature] [Always add signature]
[Digital Signature Type] [SHA-256]

[Ed—]MaiI Text Encrypt. Meth- [AES-256]

o]
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3.1

3.2

3.3

3.4

Setting the Certificate Validation

When using the TLS encrypted communication to reduce the impact of man-in-the-middle attacks, we rec-
ommend that you use the certificate validation. For validation items, we recommend that you enable the cer-
tificate expiration date and chain at a minimum.

If an attempt is made to connect to a legacy environment that does not have a certificate validation function,
the risk of man-in-the-middle attacks increases. We recommend that you use it in a secure network environ-
ment.

The certificate validation on the MFP side is recommended in the following MFP client functions. For details
on the setting locations, refer to the following sections.

POP, SMTP (Start TLS/SMTP over SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

1 Tips

The certificate validation on the client side connected to the MFP is recommended in the following MFP serv-
er functions.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCP Socket

POP

Setting location: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail RX (POP)]
Setting item ‘ Recommended setting
[Certificate Verification Level | [Expiration Date]: ON
Settings] [Chain]: ON

SMTP

Setting location: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail TX (SMTP)]
Setting item ‘ Recommended setting
[Certificate Verification Level | [Expiration Date]: ON
Settings] [Chain]: ON

IEEE802.1X Auth

Setting location: [Utility] - [Administrator] - [Network] - [[EEE802.1X Authentication Setting] - [[EEE802.1X Au-
thentication Setting] - [Supplicant Setting]

Setting item ‘ Recommended setting
[Certificate Verification Level | [Expiration Date]: ON
Settings] [Chain]: ON

IPsec

Setting location: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IPsec] - [Enable IPsec]

Setting item ‘ Recommended setting

[Certificate Verification Level | [Expiration Date]: [Confirm]
Settings] [Chain]: [Confirm]

1 Tips

In [IPsec Setting], register items [IKE], [SA], [Peer], and [Protocol Setting] in advance.
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3.5

3.6

3.7

3.8

3.9

WebDAVClient

Setting location: [Utility] - [Administrator] - [Network] - [WebDAV Settings] - [WebDAV Client Settings]

Setting item ‘ Recommended setting
[Certificate Verification Level | [Expiration Date]: ON
Settings] [Chain]: ON
LDAP
Setting location: [Utility] - [Administrator] - [Network] - [LDAP Setting] - [Setting Up LDAP]
Setting item ‘ Recommended setting
[Certificate Verification Level | [Expiration Date]: ON
Settings] [Chain]: ON
DPWS
Setting location: [Utility] - [Administrator] - [Network] - [DPWS Settings] - [DPWS Common Settings]
Setting item ‘ Recommended setting
[Certificate Verification Level | [Expiration Date]: ON
Settings] [Chain]: ON
OpenAPI
Setting location: [Utility] - [Administrator] - [Network] - [OpenAPI Setting] - [OpenAPI Setting]
Setting item ‘ Recommended setting
[Certificate Verification Level | [Expiration Date]: ON
Settings] [Chain]: ON
RemotePanel

Setting location: [Utility] - [Administrator] - [Network] - [Remote Panel Settings] - [Remote Panel Client Set-
tings]

Setting item ‘ Recommended setting

[Certificate Verification Level | [Expiration Date]: ON
Settings] [Chain]: ON
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4 Additional Security Information
4.1 Recommendation of best practice

We recommend that the encryption algorithms to be used comply with the best practice settings recom-
mended in the EUCC Guidelines on Cryptography and SOGIS-Agreed-Cryptographic-Mechanisms.

Below is a list of the encryption algorithms and key lengths recommended by the EUCC Guidelines on Cryp-
tography and SOGIS-Agreed-Cryptographic-Mechanisms.

Iltem

Recommended setting

Encryption algorithms

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Encryption key length

1 Tips

RSA: 2048 bits or more
ECC: 256 bits or more
AES: 256 bits

For details, refer to the latest EUCC Guidelines on Cryptography and SOGIS-Agreed-Cryptographic-Mech-

anisms.

Recommendations for secure networked devices
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4.2

Precautions for communicating with legacy systems

The following protocols and versions are assumed to be used for communication with legacy systems.

Using legacy settings increases security risks, so please use them in a secure network environment.

Iltem Legacy settings

Protocol SLP
FTP
SMB (3.0 or earlier version, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: Depend on Server/OFF)
DPWS
TCPSocket

Encryption algorithms

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Encryption key length

IPsec legacy settings

RSA: 1024 bits or less
ECC: 160 bits or less
AES: 128 bits or less
DES: 56 bits

3DES: 112 bits

[IKEv1]
Setting item Legacy settings
[Encryption Algorithm] [DES-CBC]
[3DES-CBC]
[AES-CBC] ([128]/[192])/[128 and 192))
[Authentication Algorithm] Not used

[Diffie-Hellman Group]

[Group 1], [Group 2], [Group 5]

[IKEv2]
Setting item Legacy settings
[Encryption Algorithm] [DES-CBC]
[3DES-CBC]
[AES-CBC] ([128]/[192])/[128 and 192))
[Authentication Algorithm] Not used

[Diffie-Hellman Group]

[Group 1], [Group 2], [Group 5]

[SA]
Setting item Legacy settings
[Key Exchange Method] [IKEv1]

[Authentication Method]

[Digital Signature]

[ESP Encryption Algorithm]

[3DES-CBC] ([128]/[192]/[128 and 192))

[AES-CTR] ([128]/[192)/[128 and 192))

[AES-GCM] ([128]/[192)/[128 and 192))
[AES-GCM-64] ([128]/[192)/[128 and 192])
[ENC_NULL_AES_GMAC] ([128]/[192)/[128 and 192))

[Perfect Forward Secrecy]

ON

[Diffie-Hellman Group(IKEv1)]

[Group 1], [Group 2], [Group 5]
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4.3

Network interfaces and services available from factory shipment

Service Type Protocol Port Number
DHCP UDP 68
HTTP Server TCP 80
NETBIOS Name Service UDP 137
NETBIOS Datagram Service UDP 138
SNMP UDP 161
HTTP Server over SSL / IPP over SSL TCP 443
LPD Print TCP 515
DHCPv6 Client UbDP 546
IPP Print TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-tool) TCP 8091
RAW Print TCP 9100
RAW Print TCP 9112
RAW Print TCP 9113
RAW Print TCP 9114
RAW Print TCP 9115
RAW Print TCP 9116
OpenAPI TCP 50001

Recommendations for secure networked devices
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4.4 About input validation

For the number of characters to be input for network settings, etc., refer to each of the setting items in the
User’s Guide.

Depending on the encoding of the language, the maximum allowable input (data saved in the MFP) for items
that support multibyte characters may be three-times the number of characters.
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Informationen zu dieser Bedienungsanleitung

In dieser Bedienungsanleitung werden Informationen und Einstellungen beschrieben, die die sichere Nutzung
der Gerate ermdglichen.

Wenn Sie das System mit dem Netzwerk verbinden, achten Sie darauf, dass die Netzwerkumgebung mit
einer Firewall geschutzt wird. Wir empfehlen auBerdem, eine private IP-Adresse als IP-Adresse des Systems
festzulegen.

Durch die Festlegung einer privaten IP-Adresse wird der Zugriff auf das System auf Benutzer beschrankt, die
sich in einem lokalen Netzwerk, wie z. B. in einem internen LAN, befinden. Unbefugte externe Zugriffe werden
dadurch ausgeschlossen.

Wenn Sie eine globale IP-Adresse verwenden missen, installieren Sie das System unbedingt hinter einer
Firewall.
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E—
1 Einrichten der IP-Filterung

Mit der Funktion fur die IP-Filterung wird der Zugriff von Geréten auf das System basierend auf der IP-
Adresse reguliert. Mit der ordnungsgeméBen Einrichtung dieser Funktion kénnen Sie den Zugriff Giber nicht
autorisierte Geréate unterbinden.

Die Funktion fir die IP-Filterung des Systems kann anhand einer der folgenden beiden Methoden eingerichtet
werden.

1.1 IP-Filterung

Legen Sie manuell den Bereich der IP-Adressen fest, denen der Zugriff gewéhrt oder verweigert werden soll.

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [TCP/IP
Setting] (TCP/IP-Einstellung) - [IP Address Filtering] (IP-Filterung)

Tipps
Legen Sie die IP-Adressen fest, die innerhalb Ihrer Umgebung zugelassen oder gesperrt werden sollen.

1.2 Schnelle IP-Filterung

Der Bereich der IP-Adressen, denen der Zugriff gewahrt wird, wird automatisch basierend auf der im System
festgelegten IP-Adresse und Subnet-Maske definiert.

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [TCP/IP
Setting] (TCP/IP-Einstellung) - [Quick IP Filtering] (Schnelle IP-Filterung)

Empfohlene Einstellungen: [Synchronize IP Address)/[Synchronize Subnet Mask] (IP-Adresse synchroni-
sieren/Subnet-Maske synchronisieren) *

* Wéhlen Sie eine der Einstellungen entsprechend lhrer Umgebung aus.

Empfehlungen fir sichere Netzwerkgerate 3



2

2.1

2.1.1

2.1.2

Einrichten der verschlusselten Kommunikation

Wir empfehlen die Verwendung der im Folgenden beschriebenen verschlisselten Kommunikation, um das
Abhoren oder Manipulieren von Daten und das Session-Hijacking zu verhindern.

TLS-Verschliisselung

Wir empfehlen, die folgenden Einstellungen einzurichten, um die Gefahr von Schwachstellen zu verringern.

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Security] (Sicherheit) - [PKI Settings]
(PKI-Einstellungen) - [Enable SSL Version] (SSL-Version aktivieren)

Einstellungselement Empfohlene Einstellung

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Administratormodus und Benutzer-
(Modus mit SSL/TLS) modus)

[SSL/TLS Version Setting] TLS1.2

(SSL/TLS-Versions- TLS1.3 (inkompatibel mit IEEE802.1X)

einstellung)

[Encryption Strength] AES-256

(Verschl.starke)

Das Erstzertifikat wird werksseitig installiert. Wenn Sie ein anderes Zertifikat benétigen, registrieren Sie ein
neues Zertifikat anhand der folgenden Einstellung.

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Security] (Sicherheit) - [PKI Settings]
(PKI-Einstellungen) - [Device Certificate Setting] (Geratezertifikateinstellung)

Einstellungselement Empfohlene Einstellung
[Encryption Key Type] RSA-2048_SHA-256
(Verschl.schlisseltyp) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

Die TLS-Verschlisselung wird fur die folgenden Protokolle und Dienste unterstiutzt. Ausfuhrliche
Informationen zum Aufrufen der Einstellungselemente finden Sie in den folgenden Abschnitten.

. HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Start-TLS, SMTP over SSL)

IEEE802.1X-Auth. (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP-Socket

HTTP (Web Connection)

Wenn Sie die Option [Enable SSL Version] (SSL-Version aktivieren) aktivieren, wechselt der Kommunikations-
modus automatisch zur TLS-verschlisselten Kommunikation (HTTPS).

WebDAVServer

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [WebDAV
Settings] (WebDAV-Einstellungen) - [WebDAV Server Settings] (WebDAV-Servereinstellungen)

Einstellungselement ‘ Empfohlene Einstellung
[SSL-Einstell.] ‘ [Nur SSL]
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2.1.3

214

2.1.5

2.1.6

2.1.7

2.1.8

IPP

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [HTTP Server
Settings] (HTTP-Servereinstellungen)

Einstellungselement ‘ Empfohlene Einstellung
[IPP-SSL-Einstell.] ‘ [Nur SSL]
OpenAPI

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [OpenAPI
Setting] (OpenAPI-Einstellung) - [OpenAPI Setting] (OpenAPI-Einstellung)

Einstellungselement ‘ Empfohlene Einstellung
[SSL-/Port-Einstellungen] ‘ [Nur SSL]
RemotePanel

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [Remote
Panel Settings] (Remote Panel-Einstellungen) - [Remote Panel Server Settings] (Remote Panel-Server-
einstellungen)

Einstellungselement ‘ Empfohlene Einstellung
[Portnummer (SSL)] ‘ [50443]
Tipps

Wenn Sie die Option [Enable SSL Version] (SSL-Version aktivieren) aktivieren, wechselt die Kommunikation
automatisch zum TLS-verschlisselten Modus. Geben Sie eine Portnummer an.

DPWS

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [DPWS
Settings] (DPWS-Einstellungen) - [DPWS Common Settings] (Allgemeine DPWS-Einstellungen)

Einstellungselement ‘ Empfohlene Einstellung
[SSL-Einstell.] ‘ ON (EIN)
POP

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [E-mail
Setting] (E-Mail-Einstellung) - [E-mail RX (POP)] (E-Mail-Empfang [POP])

Einstellungselement ‘ Empfohlene Einstellung
[SSL aktivieren] ‘ ON (EIN)
SMTP

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Agministrator] - [Network] (Netzwerk) - [E-mail
Setting] (E-Mail-Einstellung) - [E-mail TX (SMTP)] (E-Mail-Ubertragung [SMTPY])

Einstellungselement ‘ Empfohlene Einstellung

[SSL/TLS-Einstellungen] ‘ [SMTP over SSL]
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2.1.9

2.1.10

2.1.11

IEEE802.1X-Auth.

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [[EEE802.1X
Authentication Setting] (IEEE802.1X-Authentifizierungseinstellung) - [[EEE802.1X Authentication Setting]
(IEEE802.1X-Authentifizierungseinstellung) - [Supplicant Setting] (Antragsteller-Einstellung)

Einstellungselement ‘ Empfohlene Einstellung
[EAP-Typ] ‘ Wahlen Sie [EAP-TLS], [EAP-TTLS] oder [PEAP].
LDAP

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [LDAP
Setting] (LDAP-Einstellung) - [Setting Up LDAP] (LDAP einrichten)

Einstellungselement ‘ Empfohlene Einstellung
[SSL aktivieren] ‘ ON (EIN)
TCP-Socket

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [TCP Socket
Setting] (TCP-Socket-Einstellung)

Einstellungselement ‘ Empfohlene Einstellung
[Use SSL/TLS] ON (EIN)
(SSL/TLS verwend.)
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2.2

2.21

Sonstige Verschliisselung

Wir empfehlen, die folgenden Einstellungen einzurichten, um die Gefahr von Schwachstellen zu verringern.
Ausfulhrliche Informationen zu den Einstellungen flr die einzelnen Funktionen finden Sie in den folgenden
Abschnitten.

Funktion Empfohlene Einstellung
SMBServer SMB Encryption (SMB-Verschlisselung), SMB Signature (SMB-Signatur)
SMBClient Kerberos Authentication (Kerberos-Authentifizierung)
SNMP SNMPv3
IPsec IKEv2
S/MIME ON (EIN)
SMBServer

Mit der SMB-Verschllsselung und der SMB-Signatur kénnen die folgenden Sicherheitsrisiken verringert
werden.

° AbhormaBnahmen: Béswillige Dritte kdnnen die Kommunikation abfangen und persénliche oder
vertrauliche Informationen stehlen.

° Datenmanipulation: Es besteht die Gefahr, dass Kommunikationsinhalte per Man-In-The-Middle-
Angriffen (MITM) manipuliert werden.

° Spoofing: Wenn Authentifizierungsinformationen gestohlen werden, kann sich ein Dritter als berech-
tigter Nutzer ausgeben, um unbefugten Zugriff zu erhalten.

° Datenlecks: Unverschlisselte Kommunikation kann leicht abgefangen werden, insbesondere in
offentlichen WLAN-Netzen. Dadurch steigt die Gefahr, dass personliche Informationen und Kredit-
karteninformationen in die falschen Hande geraten.

SMB-Verschliisselung

Voraussetzungen

° Erstellen Sie eine 6ffentliche Box. Richten Sie auBerdem die Einstellung ein, mit der Dateien automa-
tisch von der 6ffentlichen Box Uibertragen und im SMB-Ordner gespeichert werden.

. Geben Sie das Kennwort fiir die Relais-Box an.

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Box] - [User Box List] (Boxliste)

Einstellungselement ‘ Empfohlene Einstellung
[SMB-Kommunikationsver- [Verschl.]
schlissel.]

SMB-Signatur

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [SMB Setting]
(SMB-Einstellung) - [SMB Server Settings] (SMB-Servereinstellungen)

Einstellungselement Empfohlene Einstellung

[SMB security Signature [Erforderlich]
Setting] (Einstellung fir
SMB-Sicherheitssignatur)
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2.2.2

2.2.3

2.2.4

SMBClient

Die Kerberos-Authentifizierung verwendet eine starke Verschllisselungstechnologie, mit der die Gefahr, dass
Anmeldedaten wahrend des Authentifizierungsvorgangs gestohlen werden, signifikant verringert wird. Sie
stellt auBerdem die Datenintegritét sicher, verhindert die Manipulation von Daten zwischen Absender und
Empfanger und schitzt vor NTLM-Relay-Angriffen.

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [SMB Setting]
(SMB-Einstellung) - [Client Setting] (Client-Einstellung)

Einstellungselement ‘ Empfohlene Einstellung
[SMB-Authentifizierungs- [Kerberos]
einstellung]

SNMP

Legen Sie die Verschlisselung mit SNMPv3 fest. Wenn zuséatzlich die Authentifizierungseinstellung hinzu-
gefligt wird, kdnnen Sie die Sicherheit noch weiter erhdhen. Die Sicherheitsrisiken sind mit denen von SMB
vergleichbar.

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [SNMP
Setting] (SNMP-Einstellung)

Einstellungselement Empfohlene Einstellung

[SNMP Setting] [SNMP v3(IP)]

(SNMP-Einstellung)

[Encryption Algorithm] [AES-128]

(Verschlisselungs-

algorithmus)

[Authentication Method] Wabhlen Sie [SHA-256], [SHA-384] oder [SHA-512].
(Authentifizierungsverfahren)

IPsec

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [TCP/IP
Setting] (TCP/IP-Einstellung) - [IPsec] - [IPsec Setting] (IPsec-Einstellung)

[IKEv2]
Einstellungselement Empfohlene Einstellung
[Encryption Algorithm] [AES-CBC] ([256]/[192 und 256]/[Alle])
(Verschlusselungs-
algorithmus)

[Authentication Algorithm] [SHA-2] ([256]/[384]/[512]/[256 und 384]/[384 und 512]/[Alle]), [AES-
(Authentifizierungs- XCBC]

algorithmus)
[Diffie-Hellman-Gruppe] [Group 14] (Gruppe 14), [Group 19] (Gruppe 19)
[SA]
Einstellungselement Empfohlene Einstellung
[Kapselungsmodus] [Tunnel], [Transport]
[Sicherheitsprotokoll] [ESP]
[Key Exchange Method] [IKEv2]
(Methode fir den
Schllsselaustausch)
[Authentication Method] [Digitale Signatur]
(Authentifizierungsverfahren)
[ESP Encryption Algorithm] [AES-GCM] ([256]/[192 und 256]/[Alle]), [AES-GCM-64] ([256]/[192 und
(ESP-Verschlusselungs- 256)/[Alle]), [ENC_NULL_AES_GMAC] ([256]/[192 und 256]/[Alle])
algorithmus)
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Einstellungselement Empfohlene Einstellung

[Perfect Forward Secrecy] ON (EIN)

[Diffie-Hellman [Group 14] (Gruppe 14), [Group 19] (Gruppe 19)
Group(IKEv2)]

(Diffie-Hellman-Gruppe
[IKEV2]) - [Priority1-4]
(Prioritat 1-4)

2.2.5 S/MIME

Wenn Sie beim E-Mail-Versand die optionale S/MIME-Funktion verwenden, kdnnen Sie den Inhalt der E-Mail
verschlisseln, um ein Mitlesen durch Dritte zu verhindern und die Identitdt des Absenders mit einer elektro-
nischen Signatur zu verifizieren. Das ist eine wirkungsvolle MaBnahme gegen Spoofing und Phishing-Betrug.

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [E-mail
Setting] (E-Mail-Einstellung) - [S/MIME]

Einstellungselement Empfohlene Einstellung

[Digitale Signatur] [Always add signature] (Immer unterzeichnen)
[Typ der digitalen Signatur] [SHA-256]

[E-Mail-Text- [AES-256]

Verschliss.methode]
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3

3.1

3.2

3.3

Einrichten der Zertifikatvalidierung

Wenn Sie die TLS-verschlisselte Kommunikation verwenden, um die Auswirkungen von Man-In-The-Middle-
Angriffen zu verringern, empfehlen wir die Nutzung der Zertifikatvalidierung. Im Hinblick auf die Validierungs-
elemente empfehlen wir als Mindestanforderung, das Zertifikatsablaufdatum und die Zertifikatskette zu
aktivieren.

Wenn versucht wird, eine Verbindung zu einer Legacy-Umgebung herzustellen, die keine Funktion fir die
Zertifikatvalidierung bietet, steigt die Gefahr von Man-In-The-Middle-Angriffen. Wir empfehlen die Verwen-
dung in einer sicheren Netzwerkumgebung.

Die Zertifikatvalidierung auf der MFP-Seite wird fir die folgenden MFP-Client-Funktionen empfohlen. Aus-
fhrliche Informationen zum Aufrufen der Einstellungselemente finden Sie in den folgenden Abschnitten.
POP, SMTP (Start TLS/SMTP over SSL), IEEE802.1X Auth (EAP-TYP: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Tipps

Die Zertifikatvalidierung auf der Seite des mit dem MFP verbundenen Clients wird fur die folgenden MFP-
Serverfunktionen empfohlen.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCP-Socket

POP

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [E-mail
Setting] (E-Mail-Einstellung) - [E-mail RX (POP)] (E-Mail-Empfang [POP))

Einstellungselement ‘ Empfohlene Einstellung
[Zertifikatverifizierungs- ‘ [Expiration Date] (Ablaufdatum): ON (EIN)

einstellungen] [Kette]: ON (EIN)

SMTP

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Agministrator] - [Network] (Netzwerk) - [E-mail
Setting] (E-Mail-Einstellung) - [E-mail TX (SMTP)] (E-Mail-Ubertragung [SMTPY))

Einstellungselement ‘ Empfohlene Einstellung

[Zertifikatverifizierungs- [Expiration Date] (Ablaufdatum): ON (EIN)
einstellungen] [Kette]: ON (EIN)

IEEE802.1X-Auth.

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [[EEE802.1X
Authentication Setting] (IEEE802.1X-Authentifizierungseinstellung) - [[EEE802.1X Authentication Setting]
(IEEE802.1X-Authentifizierungseinstellung) - [Supplicant Setting] (Antragsteller-Einstellung)

Einstellungselement ‘ Empfohlene Einstellung

[Zertifikatverifizierungs- [Expiration Date] (Ablaufdatum): ON (EIN)
einstellungen] [Kette]: ON (EIN)
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3.4

3.5

3.6

3.7

3.8

IPsec

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [TCP/IP
Setting] (TCP/IP-Einstellung) - [IPsec] - [Enable IPsec] (IPsec aktivieren)

Einstellungselement ‘ Empfohlene Einstellung

[Zertifikatverifizierungs- [Expiration Date] (Ablaufdatum): [Confirm] (Bestatigen)
einstellungen] [Kette]: [Confirm] (Bestétigen)

Tipps
Registrieren Sie unter [IPsec Setting] (IPsec-Einstellung) vorab die Elemente [IKE], [SA], [Peer] und [Protocol
Setting] (Protokolleinstellung).

WebDAVClient

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [WebDAV
Settings] (WebDAV-Einstellungen) - [WebDAV Client Settings] (WebDAV-Client-Einstellungen)

Einstellungselement ‘ Empfohlene Einstellung

[Zertifikatverifizierungs- [Expiration Date] (Ablaufdatum): ON (EIN)
einstellungen] [Kette]: ON (EIN)

LDAP

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [LDAP
Setting] (LDAP-Einstellung) - [Setting Up LDAP] (LDAP einrichten)

Einstellungselement ‘ Empfohlene Einstellung

[Zertifikatverifizierungs- [Expiration Date] (Ablaufdatum): ON (EIN)
einstellungen] [Kette]: ON (EIN)

DPWS

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [DPWS
Settings] (DPWS-Einstellungen) - [DPWS Common Settings] (Allgemeine DPWS-Einstellungen)

Einstellungselement ‘ Empfohlene Einstellung

[Zertifikatverifizierungs- [Expiration Date] (Ablaufdatum): ON (EIN)
einstellungen] [Kette]: ON (EIN)

OpenAPI

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [OpenAPI
Setting] (OpenAPI-Einstellung) - [OpenAPI Setting] (OpenAPI-Einstellung)

Einstellungselement ‘ Empfohlene Einstellung

[Zertifikatverifizierungs- [Expiration Date] (Ablaufdatum): ON (EIN)
einstellungen] [Kette]: ON (EIN)
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3.9 RemotePanel

Aufrufen der Einstellung: [Utility] (Bedienerprogramm) - [Administrator] - [Network] (Netzwerk) - [Remote
Panel Settings] (Remote Panel-Einstellungen) - [Remote Panel Client Settings] (Remote Panel-Client-
Einstellungen)

Einstellungselement ‘ Empfohlene Einstellung

[Zertifikatverifizierungs- [Expiration Date] (Ablaufdatum): ON (EIN)
einstellungen] [Kette]: ON (EIN)
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4 Zusatzliche Sicherheitsinformationen

4.1 Empfehlung fur bewahrte Verfahren

Wir empfehlen, einen Verschlisselungsalgorithmus zu verwenden, der den Best-Practice-Einstellungen
entspricht, die in den EUCC Guidelines on Cryptography und in den SOGIS-Agreed-Cryptographic-

Mechanisms empfohlen werden.

Im Folgenden finden Sie eine Liste der Verschllsselungsalgorithmen und der Schlissellangen, die in den
EUCC Guidelines on Cryptography und in den SOGIS-Agreed-Cryptographic-Mechanisms empfohlen

werden.

Funktion

Empfohlene Einstellung

Verschlisselungs-
algorithmen

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

SchlUssellange

Tipps

RSA: 2048 Bit oder mehr
ECC: 256 Bit oder mehr
AES: 256 Bit

Ausflhrliche Informationen finden Sie in den aktuellen EUCC Guidelines on Cryptography und SOGIS-
Agreed-Cryptographic-Mechanisms.
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4.2

Hinweise zur Kommunikation mit Legacy-Systemen

Die folgenden Protokolle und Versionen werden vorzugsweise fur die Kommunikation mit Legacy-Systemen

verwendet.

Die Verwendung von Legacy-Einstellungen ist mit hdheren Sicherheitsrisiken verbunden. Verwenden Sie sie

Funktion

daher in einer sicheren Netzwerkumgebung.

Legacy-Einstellungen

Protokoll

SLP

FTP

SMB (3.0 oder friihere Version, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X-Auth. (EAP-TYP: Serverabhdngig/AUS)
DPWS

TCPSocket

Verschlisselungs-
algorithmen

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Schlussellange

RSA: 1024 Bit oder weniger
ECC: 160 Bit oder weniger
AES: 128 Bit oder weniger
DES: 56 Bit

3DES: 112 Bit

Legacy-IPsec-Einstellungen

[IKEV]

Einstellungselement

Legacy-Einstellungen

[Encryption Algorithm]
(Verschlisselungs-
algorithmus)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192]/[128 und 192))

[Authentication Algorithm]
(Authentifizierungs-
algorithmus)

Nicht verwendet

[Diffie-Hellman-Gruppe]

[IKEv2]

Einstellungselement

[Group 1] (Gruppe 1), [Group 2] (Gruppe 2), [Group 5] (Gruppe 5)

Legacy-Einstellungen

[Encryption Algorithm]
(Verschlisselungs-
algorithmus)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 und 192])

[Authentication Algorithm]
(Authentifizierungs-
algorithmus)

Nicht verwendet

[Diffie-Hellman-Gruppe]

[SA]

Einstellungselement

[Group 1] (Gruppe 1), [Group 2] (Gruppe 2), [Group 5] (Gruppe 5)

Legacy-Einstellungen

[Key Exchange Method] [IKEV1]

(Methode fiir den

Schlusselaustausch)

[Authentication Method] [Digitale Signatur]

(Authentifizierungsverfahren)
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Einstellungselement

Legacy-Einstellungen

[ESP Encryption Algorithm]
(ESP-Verschlisselungs-
algorithmus)

[3DES-CBC] ([128)/[192)/[128 und 192])
[AES-CTR] ([128]/[192)/[128 und 192])

[AES-GCM] ([128)/[192)/[128 und 192])
[AES-GCM-64] ([128]/[192]/[128 und 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 und 192])

[Perfect Forward Secrecy]

ON (EIN)

[Diffie-Hellman
Group(IKEv1)]
(Diffie-Hellman-Gruppe
(IKEv1))

[Group 1] (Gruppe 1), [Group 2] (Gruppe 2), [Group 5] (Gruppe 5)
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4.3

Werksseitig verfugbare Netzwerkschnittstellen und -dienste

Diensttyp Protokoll Portnummer
DHCP UDP 68
HTTP Server TCP 80
NETBIOS Name Service UbP 137
NETBIOS Datagram Service UDP 138
SNMP UDP 161
HTTP Server over SSL / IPP over SSL TCP 443
LPD Print TCP 515
DHCPv6 Client UDP 546
IPP Print TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-tool) TCP 8091
RAW Print TCP 9100
RAW Print TCP 9112
RAW Print TCP 9113
RAW Print TCP 9114
RAW Print TCP 9115
RAW Print TCP 9116
OpenAPI TCP 50001
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4.4 Informationen zur Eingabevalidierung

Angaben zur Anzahl der Zeichen, die fir die Netzwerkeinstellungen usw. eingegeben werden mussen, finden
Sie unter den einzelnen Einstellungselementen in der Bedienungsanleitung.

In Abhangigkeit von der Kodierung der Sprache kann die maximal zuldssige Eingabe (im MFP gespeicherte
Daten) fur Elemente, die Multibyte-Zeichen unterstiitzen, das Dreifache der Anzahl der Zeichen betragen.
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A propos de ce manuel

Le présent manuel décrit les informations et les parameétres permettant une utilisation sGre des périphériques.

Lorsque vous connectez I'unité principale au réseau, utilisez-la dans un environnement protégé par un pare-
feu. Nous vous recommandons également de définir une adresse IP privée pour I'adresse IP de I'unité
principale.

La configuration d'une adresse IP privée permet uniquement aux utilisateurs d'un réseau local, tel qu'un
réseau local interne, d'accéder a I'unité principale, empéchant ainsi tout accés non autorisé depuis
I'extérieur.

Si vous devez utiliser une adresse IP mondiale, veillez a installer I'unité principale dans un pare-feu.
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1.1

1.2

Définition du filtrage IP

Filtrage IP est une fonction qui restreint les périphériques qui peuvent accéder a I'unité principale en fonction
de I'adresse IP. En définissant correctement cette fonction, vous pouvez restreindre I'acces aux périphé-
riqgues non autorisés.

La fonction Filtrage IP de I'unité principale peut étre définie par les deux méthodes suivantes.

Filtrage IP

Spécifiez manuellement la plage d'adresses IP qui autorisent ou refusent I'acces.

Emplacement du parametre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[TCP/IP Setting] (Configuration TCP/IP) - [IP Address Filtering] (Filtrage 1P)

Tips
Définissez les adresses IP a autoriser ou a refuser en fonction de votre environnement.

Filtrage IP rapide

La plage d'adresses IP autorisant I'accés est définie automatiquement en fonction de I'adresse IP et du
masque de sous-réseau définis dans I'unité principale.

Emplacement du parametre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[TCP/IP Setting] (Configuration TCP/IP) - [Quick IP Filtering] (Filtrage rapide IP)

Configuration recommandée : [Synchronize IP Address] (Synchroniser adresse IP)/[Synchronize Subnet
Mask] (Synchroniser masque de sous-réseau) *

* Sélectionnez I'une de ces options en fonction de votre environnement.

Recommandations pour les périphériques sécurisés en réseau



2

2.1

2.1.1

2.1.2

Configuration de la communication cryptée

Nous vous recommandons d'utiliser la communication cryptée suivante afin d'éviter toute interception non
autorisée ou falsification des données et tout détournement de session.

Cryptage TLS

Nous vous recommandons de configurer les paramétres suivants afin de réduire le risque de vulnérabilités.

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Security] (Sécurité) -
[PKI Settings] (Paramétres PKI) - [Enable SSL Version] (Activer version SSL)

Elément de configuration Paramétre recommandé

[Mode utilisant SSL/TLS] [Admin. Mode and User Mode] (Mode administrateur et Mode utilisateur)
[SSL/TLS Version Setting] TLS1.2

(Réglage de la version TLS1.3 (incompatible avec IEEE802.1X)

SSL/TLS)

[Encryption Strength] AES-256

(Force chiffrem.)

Le certificat initial est installé en usine. S'il vous faut un certificat différent, enregistrez-en un nouveau a
I'emplacement suivant.

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Security] (Sécurité) -
[PKI Settings] (Paramétres PKI) - [Device Certificate Setting] (Config. certificat périphérique)

Elément de configuration Paramétre recommandé
[Encryption Key Type] RSA-2048_SHA-256
(Type clé de cryptage) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

Le cryptage TLS est pris en charge pour les protocoles et services suivants. Pour plus de détails sur les
emplacements des parameétres, reportez-vous aux sections suivantes.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Démarrer TLS, SMTP sur SSL)

Authentification IEEE802.1X (EAP-TLS, EAP-TTLS, PEAP)

LDAP

Port TCP

HTTP (Web Connection)

Si vous activez [Enable SSL Version] (Activer version SSL), le mode de communication passe
automatiquement a la communication a cryptage TLS (HTTPS).

WebDAVServer

Emplacement du paramétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[WebDAV Settings] (Configuration WebDAV) - [WebDAV Server Settings] (Configuration serveur WebDAV)

Elément de configuration ‘ Paramétre recommandé

[Paramétres SSL] ‘ [SSL seulement]
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2.1.3

214

2.1.5

2.1.6

21.7

2.1.8

IPP

Emplacement du parametre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) - [HTTP
Server Settings] (Configuration serveur HTTP)

Elément de configuration ‘ Paramétre recommandé
[Parameétres IPP-SSL] ‘ [SSL seulement]
OpenAPI

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[OpenAPI Setting] (Configuration OpenAPI) - [OpenAPI Setting] (Configuration OpenAPI)

Elément de configuration ‘ Parameétre recommandé
[Configuration SSL/port] ‘ [SSL seulement]
RemotePanel

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[Remote Panel Settings] (Config. panneau distant) - [Remote Panel Server Settings] (Configuration serveur
panneau distant)

Elément de configuration ‘ Parameétre recommandé

[Port No.(SSL)] ‘ [50443]
(Numéro de port (SSL))

Tips
Si vous activez [Enable SSL Version] (Activer version SSL), la communication passe automatiquement au
mode de cryptage TLS. Précisez un numéro de port.

DPWS

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[DPWS Settings] (Configuration DPWS) - [DPWS Common Settings] (Configuration générale DPWS)

Elément de configuration ‘ Parameétre recommandé
[Parameétres SSL] ‘ oul
POP

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[E-mail Setting] (Configuration e-mail) - [E-mail RX (POP)] (Réception e-mail [POP])

Elément de configuration ‘ Paramétre recommandé
[Activer SSL]  oul
SMTP

Emplacement du paramétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[E-mail Setting] (Configuration e-mail) - [E-mail TX (SMTP)] (Transmission par e-mail [SMTP])

Elément de configuration ‘ Paramétre recommandé

[Réglages SSL/TLS] \ [SMTP sur SSL]
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2.1.9 Authentification IEEE802.1X

Emplacement du parametre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[IEEE802.1X Authentication Setting] (Configuration authentification IEEE802.1X) - [[EEE802.1X Authentication
Setting] (Configuration authentification IEEE802.1X) - [Supplicant Setting] (Configuration du supplicant)

Elément de configuration ‘ Paramétre recommandé
[Type EAP] ‘ Sélectionnez [EAP-TLS], [EAP-TTLS], ou [PEAP].

2.1.10 LDAP

Emplacement du parametre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[LDAP Setting] (Configuration LDAP) - [Setting Up LDAP] (Configurer LDAP)

Elément de configuration ‘ Paramétre recommandé
[Activer SSL] oul

21.11  Port TCP

Emplacement du paramétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[TCP Socket Setting] (Configuration port TCP)

Elément de configuration ‘ Parameétre recommandé
[Use SSL/TLS] ‘ oul

(Utiliser SSL/TLS)
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2.2

2.2.1

Autre cryptage

Nous vous recommandons de configurer les parametres suivants afin de réduire le risque de vulnérabilités.
Pour plus de détails sur la configuration de chaque fonction, reportez-vous aux sections suivantes.

Fonction Paramétre recommandé
SMBServer Cryptage SMB, signature du protocole SMB
SMBClient Authentification Kerberos
SNMP SNMPv3
IPsec IKEv2
S/MIME Ooul
SMBServer

L'utilisation du cryptage SMB et de la signature du protocole SMB peut réduire les risques de sécurité
suivants.

° Interception non autorisée : Un tiers malveillant peut intercepter les communications et voler des
informations personnelles ou confidentielles.

° Falsification des données : Le contenu des communications risque d'étre altéré par une attaque par
interception (MITM).

° Usurpation : En cas de vol d'informations d'authentification, un tiers peut se faire passer pour un
utilisateur légitime afin d'obtenir un accés non autorisé.

° Fuite d'informations : Les communications non cryptées peuvent étre facilement interceptées, en
particulier sur les réseaux Wi-Fi publics, ce qui augmente le risque de fuite d'informations a caractére
personnel et de données de carte de crédit.

Cryptage SMB

Conditions préalables

. Créez une boite utilisateur publique. Configurez également le paramétre pour transférer automati-
quement les fichiers depuis la boite utilisateur publique et les enregistrer dans le dossier SMB.

° Indiquez le mot de passe pour la Boite utilisateur.

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Box] (Boite) - [User Box
List] (Liste des boites utilisateur)

Elément de configuration ‘ Paramétre recommandé

[Cryptage de communica- [Encrypt] (Cryptage)
tion SMB]

Signature du protocole SMB

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) - [SMB
Setting] (Configuration SMB) - [SMB Server Settings] (Configuration Serveur SMB)

Elément de configuration Paramétre recommandé
[SMB security Signature [Obligatoire]

Setting]

(Configuration de signature

sécurité SMB)
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2.2.2

2.2.3

224

SMBClient

L'authentification Kerberos utilise une technologie de cryptage puissante, réduisant considérablement le
risque de vol des identifiants lors du processus d'authentification. Elle garantit également I'intégrité des
données, en empéchant toute falsification des données entre I'expéditeur et le destinataire, ainsi que les

attaques par relais NTLM.

Emplacement du paramétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[SMB Setting] (Configuration SMB) - [Client Setting] (Configuration client)

Elément de configuration ‘ Parameétre recommandé

[Paramétrage authentifica-
tion SMB]

SNMP

Configurez le cryptage au moyen de SNMPV3. Si le parameétre d'authentification est également ajouté, vous
pouvez encore renforcer la sécurité. Les risques de sécurité sont a peu pres les mémes qu'avec le protocole

SMB.

‘ [Kerberos]

Emplacement du parametre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[SNMP Setting] (Configuration SNMP)

Elément de configuration

Paramétre recommandé

[Configuration SNMP]

[SNMP v3(IP)]

[Algorithme encryptage]

[AES-128]

[Authentication Method]
(Méthode d'authentification)

IPsec

Sélectionnez [SHA-256], [SHA-384], ou [SHA-512].

Emplacement du parametre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[TCP/IP Setting] (Configuration TCP/IP) - [IPsec] (IPsec) - [IPsec Setting] (Configuration IPsec)

[IKEv2]

Elément de configuration

Parameétre recommandé

[Algorithme encryptage]

[AES-CBC] ([256]/[192 et 256]/[All] (Tout))

[Algorith. identification]

[SHA-2] ([2561/[3841/[512)/[256 et 384]/[384 et 512/[All] (Tout)),
[AES-XCBC]

[Groupe Diffie-Hellman]

[SA]

Elément de configuration

[Group 14] (Groupe 14), [Group 19] (Groupe 19)

Paramétre recommandé

[Mode encapsulation]

[Tunnel] (Tunnel), [Transport] (Transport)

[Protocole de sécurité]

[ESP]

[Key Exchange Method]
(Méthode échange clé)

[IKEV2]

[Authentication Method]
(Méthode d'authentification)

[Signature numérique]

[Algorithme encryptageESP]

[AES-GCM] ([256]/[192 et 256]/[All] (Tout), [AES-GCM-64] ([256]/[192 et
256)/[All] (Tout), [ENC_NULL_AES_GMAC] ([256]/[192 et 256]/[All] (Tout)

[Perfect Forward Secrecy]

Oul

[Diffie-Hellman
Group(IKEv2)]

(Groupe Diffie-Hellman
[IKEV2]) - [Priority1-4]
(Priorité 1-4)

[Group 14] (Groupe 14), [Group 19] (Groupe 19)

Recommandations pour les périphériques sécurisés en réseau



2.2.5 S/MIME

Si vous utilisez I'option S/MIME lors de I'envoi d'e-mails, vous pouvez crypter le contenu des e-mails afin
d'empécher toute interception non autorisée et vérifier I'identité de I'expéditeur a I'aide d'une signature
électronique. Il s'agit d'une mesure efficace contre les tentatives d'usurpation et d'hameconnage.

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[E-mail Setting] (Configuration e-mail) - [S/MIME (S/MIME)]

Elément de configuration Paramétre recommandé
[Signature numérique] [Toujours signer]

[Type de signature [SHA-256]

numeérique]

[Méthode cryptage [AES-256]

Texte E-mail]
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3.1

3.2

3.3

Configuration de la validation de certificat

Lorsque vous utilisez la communication a cryptage TLS pour réduire I'impact des attaques par interception,
nous vous recommandons d'utiliser la validation de certificat. Pour les éléments de validation, nous vous
recommandons d'activer au moins la date d'expiration du certificat et la chaine.

Si une tentative de connexion a un environnement existant ne disposant pas d'une fonction de validation
de certificat est effectuée, le risque d'attaques par interception augmente. Nous vous recommandons de
I'utiliser dans un environnement réseau sécurisé.

La validation du certificat c6té MFP est recommandée dans les fonctions client suivantes de la MFP. Pour
plus de détails sur les emplacements des paramétres, reportez-vous aux sections suivantes.

POP, SMTP (Démarrer TLS/SMTP sur SSL), Authentification IEEE802.1X (TYPE EAP : EAP-TLS/EAP-
TTLS/PEAP), IPSec, WebDAV, LDAP, DPWS, RemotePanel

Tips
La validation du certificat c6té client connecté a la MFP est recommandée dans les fonctions suivantes du

serveur MFP.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), port TCP

POP

Emplacement du parametre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[E-mail Setting] (Configuration e-mail) - [E-mail RX (POP)] (Réception e-mail [POP])

Elément de configuration ‘ Paramétre recommandé

[Réglages Niveau [Expiration Date] (Date d'expiration) : OUI
Vérification Certificat] [Chaine] : OUI

SMTP

Emplacement du parametre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[E-mail Setting] (Configuration e-mail) - [E-mail TX (SMTP)] (Transmission par e-mail [SMTP])

Elément de configuration ‘ Paramétre recommandé

[Réglages Niveau [Expiration Date] (Date d'expiration) : OUI
Vérification Certificat] [Chaine] : OUI

Authentification IEEE802.1X

Emplacement du paramétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[IEEE802.1X Authentication Setting] (Configuration authentification IEEE802.1X) - [[EEE802.1X Authentication
Setting] (Configuration authentification IEEE802.1X) - [Supplicant Setting] (Configuration du supplicant)

Elément de configuration ‘ Paramétre recommandé

[Réglages Niveau [Expiration Date] (Date d'expiration) : OUI
Vérification Certificat] [Chaine] : OUI

Recommandations pour les périphériques sécurisés en réseau 10



3.4

3.5

3.6

3.7

3.8

IPsec

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[TCP/IP Setting] (Configuration TCP/IP) - [IPsec] (IPsec) - [Enable IPsec] (Activer IPsec)

Elément de configuration ‘ Paramétre recommandé

[Réglages Niveau [Expiration Date] (Date d'expiration) : [Confirm] (Confirmer)
Vérification Certificat] [Chaine] : [Confirm] (Confirmer)

Tips
Dans [IPsec Setting] (Configuration IPsec), enregistrez les éléments [IKE], [SA], [Peer] (Pair), et [Protocol
Setting] (Configuration de protocole) au préalable.

WebDAVClient

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[WebDAV Settings] (Configuration WebDAV) - [WebDAV Client Settings] (Configuration client WebDAV)

Elément de configuration ‘ Paramétre recommandé

[Réglages Niveau [Expiration Date] (Date d'expiration) : OUI
Vérification Certificat] [Chaine] : OUI

LDAP

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[LDAP Setting] (Configuration LDAP) - [Setting Up LDAP] (Configurer LDAP)

Elément de configuration ‘ Paramétre recommandé

[Réglages Niveau [Expiration Date] (Date d'expiration) : OUI
Vérification Certificat] [Chaine] : OUI

DPWS

Emplacement du parameétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[DPWS Settings] (Configuration DPWS) - [DPWS Common Settings] (Configuration générale DPWS)

Elément de configuration ‘ Parameétre recommandé

[Réglages Niveau [Expiration Date] (Date d'expiration) : OUI
Vérification Certificat] [Chaine] : OUI

OpenAPI

Emplacement du paramétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[OpenAPI Setting] (Configuration OpenAPI) - [OpenAPI Setting] (Configuration OpenAPI)

Elément de configuration ‘ Paramétre recommandé

[Réglages Niveau [Expiration Date] (Date d'expiration) : OUI
Vérification Certificat] [Chaine] : OUI
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3.9 RemotePanel

Emplacement du paramétre : [Utility] (Utilitaire) - [Administrator] (Administrateur) - [Network] (Réseau) -
[Remote Panel Settings] (Config. panneau distant) - [Remote Panel Client Settings] (Configuration client
panneau distant)

Elément de configuration ‘ Paramétre recommandé

[Réglages Niveau [Expiration Date] (Date d'expiration) : OUI
Vérification Certificat] [Chaine] : OQUI

Recommandations pour les périphériques sécurisés en réseau
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4 Informations de sécurité additionnelles
4.1 Recommandation relative aux meilleures pratiques

Selon nos recommandations, les algorithmes de cryptage utilisés doivent étre conformes aux meilleures
pratiques recommandées dans les lignes directrices de I'EUCC sur la cryptographie et les mécanismes
cryptographiques approuvés par le SOG-IS.

Vous trouverez ci-dessous une liste des algorithmes de cryptage et des longueurs de clé recommandés par
les lignes directrices de I'EUCC en matiére de cryptographie et les mécanismes cryptographiques approuvés

par le SOG-IS.
Elément Parameétre recommandé
Algorithmes de cryptage AES (Advanced Encryption Standard [norme de cryptage avancée))

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2 [algorithme de hachage de sécurité 2])
ECC (Elliptic Curve Cryptography [cryptographie sur les courbes ellip-
tiques])

HMAC (Hash-based Message Authentication Code [code d'authentifica-
tion de message haché))

Longueur de la clé de
cryptage

Tips

RSA : 2048 bits ou plus
ECC : 256 bits ou plus
AES : 256 bits

Pour plus de détails, reportez-vous aux dernieres lignes directrices de I'EUCC sur la cryptographie et aux
mécanismes cryptographiques approuvés par le SOG-IS.
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4.2 Précautions a prendre lors de la communication avec des
systémes existants

Les protocoles et versions suivants sont supposés étre utilisés pour la communication avec les systémes
existants.

L'utilisation des parameétres existants augmente les risques liés a la sécurité. Veuillez donc les utiliser dans
un environnement réseau sécurisé.

Elément

Parameétres existants

Protocole

SLP

FTP

SMB (3.0 ou version antérieure, NTLMv1/v2)

SNMPv1/v2

Authentification IEEE802.1X (TYPE EAP : Dépend du serveur/Désactivé)
DPWS

Port TCP

Algorithmes de cryptage

SHA-1 (Secure Hash Algorithm 1 [algorithme de hachage de sécurité 1))
DES (Data Encryption Standard [norme de cryptage de données])

3DES (Triple Data Encryption Standard [Triple norme de cryptage des
données])

RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Longueur de la clé de cryp-
tage

Elément de configuration

RSA : 1024 bits ou moins
ECC : 160 bits ou moins
AES : 128 bits ou moins
DES : 56 bits

3DES : 112 bits

Parameétres IPsec existants
[IKEV1]

Parametres existants

[Algorithme encryptage] [DES-CBC]

[3DES-CBC]

[AES-CBC] ([128])/[192)/[128 et 192])
[Algorith. identification] Non utilisé

[Groupe Diffie-Hellman]

[IKEv2]

Elément de configuration

[Group 1] (Groupe 1), [Group 2] (Groupe 2), [Group 5] (Groupe 5)

Parametres existants

[Algorithme encryptage] [DES-CBC]

[BDES-CBC]

[AES-CBC] ([128)/[192)/[128 et 192])
[Algorith. identification] Non utilisé

[Groupe Diffie-Hellman]

[SA]

Elément de configuration

[Group 1] (Groupe 1), [Group 2] (Groupe 2), [Group 5] (Groupe 5)

Parametres existants

[Key Exchange Method]
(Méthode échange clé)

[IKEV1]

[Authentication Method]
(Méthode d'authentification)

[Signature numérique]
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Elément de configuration

Parameétres existants

[Algorithme encryptageESP]

[3DES-CBC] ([128]/[192]/[128 et 192])

[AES-CTR] ([128]/[192]/[128 et 192])

[AES-GCM] ([128]/[192)/[128 et 192])
[AES-GCM-64] ([128]/[192]/[128 et 192])
[ENC_NULL_AES_GMAGC] ([128]/[192]/[128 et 192])

[Perfect Forward Secrecy]

Oul

[Diffie-Hellman
Group(IKEv1)]

(Groupe Diffie-Hellman
[IKEv1])

[Group 1] (Groupe 1), [Group 2] (Groupe 2), [Group 5] (Groupe 5)

Recommandations pour les périphériques sécurisés en réseau
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4

4.3

Interfaces réseau et services disponibles depuis I'expédition de

l'usine
Type de service Protocole Numéro de port
DHCP UDP 68
Serveur HTTP TCP 80
Service nom NetBIOS UDP 137
NetBIOS Datagram Service UDP 138
SNMP UDP 161
Serveur HTTP sur SSL / IPP sur SSL TCP 443
Impression LPD TCP 515
Client DHCPv6 UDP 546
Impression IPP TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (outil IWS) TCP 8091
Impression RAW TCP 9100
Impression RAW TCP 9112
Impression RAW TCP 9113
Impression RAW TCP 9114
Impression RAW TCP 9115
Impression RAW TCP 9116
OpenAPI TCP 50001

Recommandations pour les périphériques sécurisés en réseau
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4.4 A propos de la validation de la saisie

Pour connaitre le nombre de caractéres a saisir pour la configuration réseau, etc., reportez-vous a chacun

des éléments de configuration dans le Guide de I'utilisateur.

Selon le codage de la langue, la quantité maximale autorisée (données enregistrées dans la MFP) pour les

éléments prenant en charge les caracteres multioctets peut étre trois fois supérieure au nombre de
caracteres.

Recommandations pour les périphériques sécurisés en réseau
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Acerca de este manual

Este manual describe la informacion y los ajustes que permiten un uso seguro de los dispositivos.

Si conecta la maquina a la red, utilicela en un entorno protegido mediante firewall. También recomendamos
configurar una direccion de IP privada para la direccion IP de la maquina.

Si se configura una direccién IP privada, solo pueden acceder a la maquina los usuarios de una red de area
local, como por ejemplo una LAN interna, lo que impide el acceso no autorizado desde el exterior.

Si debe utilizar una direccion IP global, asegurese de instalar la maquina en un firewall.
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1

1.1

1.2

Ajuste del filtrado de IP

El filtrado de IP es una funcién que permite restringir los dispositivos que pueden acceder a la maquina con
la direccion IP. Si se define correctamente esta funcion, es posible restringir el acceso desde dispositivos no
autorizados.

La funcion de filtrado de IP de la maquina se puede definir por cualquiera de estos dos métodos.

Filtrado de IP

Especifigue manualmente el rango de direcciones IP que permiten o deniegan el acceso.

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [TCP/IP Setting]
(Configuracion de TCP/IP) - [IP Address Filtering] (Filtrado de IP)

Sugerencias
Configure las direcciones IP permitidas o denegadas para adaptarlas a su entorno.

Filtrado de IP rapido

El rango de direcciones IP para permitir el acceso se define automaticamente segun la direccion IP y la
mascara de subred asignada a la maquina.

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [TCP/IP Setting]
(Configuracion de TCP/IP) - [Quick IP Filtering] (Filtrado de IP rapido)

Configuracion recomendada: [Synchronize IP Address] (Sincronizar direccion de IP)/[Synchronize Subnet
Mask] (Sincronizar mascara de subred)*

* Seleccione una de las dos para ajustarse a su entorno.
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2

2.1

2.1.1

2.1.2

Configuracion de comunicacioén cifrada

Le recomendamos que utilice la siguiente comunicacién cifrada para evitar la escucha de datos, la
manipulacién de datos y el secuestro de sesiones.

Cifrado TLS

Le recomendamos que configure los siguientes parametros para reducir el riesgo de vulnerabilidades.

Ubicacién del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Security] (Seguridad) - [PKI
Settings] (Configuracion PKI) - [Enable SSL Version] (Activar versién de SSL)

Elemento de ajuste Configuracion recomendada

[Modo usando SSL/TLS] [Modo admin. y modo usuario]

[SSL/TLS Version Setting] TLS1.2
(Configuracion de version TLS1.3 (IEEE802.1X incompatible)
SSL/TLS)

[Encryption Strength] AES-256
(Intensid.cifrado)

El certificado inicial se instala en fabrica. Si necesita un certificado diferente, registre uno nuevo en la
siguiente direccion.

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Security] (Seguridad) - [PKI
Settings] (Configuracién PKI) - [Device Certificate Setting] (Configuracion de certificado de dispositivo)

Elemento de ajuste Configuracion recomendada
[Encryption Key Type] RSA-2048_SHA-256
(Tipo clave de cifrado) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

El cifrado TLS es compatible con los siguientes protocolos y servicios. Para obtener mas informacién sobre
las ubicaciones de los ajustes, consulte las siguientes secciones.

° HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Iniciar TLS, SMTP sobre SSL)

Aut. IEEE802.1X (EAP-TLS, EAP-TTLS, PEAP)

LDAP

Socket TCP

HTTP (Web Connection)

Si se activa [Enable SSL Version] (Activar version de SSL), el modo de comunicacién cambia
automaticamente al cifrado TLS (HTTPS).

WebDAVServer

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [WebDAV Settings]
(Configuracién de WebDAV) - [WebDAV Server Settings] (Configuracion de servidor WebDAV)

Elemento de ajuste ‘ Configuracion recomendada

[Config. SSL] | [Solo SSL]
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2.1.3

214

2.1.5

2.1.6

21.7

2.1.8

IPP

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [HTTP Server
Settings] (Configuracion de Servidor HTTP)

Elemento de ajuste ‘ Configuracion recomendada
[Config. IPP-SSL] ‘ [Solo SSL]
OpenAPI

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [OpenAPI Setting]
(Configuracion de OpenAPI) - [OpenAPI Setting] (Configuracion de OpenAPI)

Elemento de ajuste ‘ Configuracion recomendada
[Configuracion de [Solo SSL]
SSL/puerto]

Panel remoto

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [Remote Panel
Settings] (Configuracion del panel remoto) - [Remote Panel Server Settings] (Configuracion del servidor del
panel remoto)

Elemento de ajuste ‘ Configuraciéon recomendada

[Port No.(SSL)] [50443]
(Numero de puerto[SSL])

Sugerencias

Si se activa [Enable SSL Version] (Activar version de SSL), el modo de comunicacién cambia automati-
camente al cifrado TLS. Especifique un nimero de puerto.

DPWS

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [DPWS Settings]
(Configuracién DPWS) - [DPWS Common Settings] (Configuracién comun DPWS)

Elemento de ajuste ‘ Configuracion recomendada
[Config. SSL] ‘ ACT.
POP

Ubicacién del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [E-mail Setting]
(Configuracién de correo electronico) - [E-mail RX (POP)] (Recepcién de correo electronico [POP])

Elemento de ajuste ‘ Configuraciéon recomendada
[Habilitar SSL] | ACT.
SMTP

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [E-mail Setting]
(Configuracién de correo electrénico) - [E-mail TX (SMTP)] (Transmision de correo [SMTP))

Elemento de ajuste ‘ Configuracion recomendada

[Configuracion SSL/TLS] ‘ [SMTP sobre SSL]
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2.1.9 Aut. IEEE802.1X

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [[IEEE802.1X
Authentication Setting] (Configuracion de autenticacion de IEEE802.1X) - [[IEEE802.1X Authentication Setting]
(Configuracién de autenticacion de IEEE802.1X) - [Supplicant Setting] (Configuracion de suplicante)

Elemento de ajuste ‘ Configuracion recomendada

[Tipo EAP] ‘ Seleccione [EAP-TLS], [EAP-TTLS] o [PEAP].

2.1.10 LDAP

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [LDAP Setting]
(Configuracion de LDAP) - [Setting Up LDAP] (Configurar LDAP)

Elemento de ajuste ‘ Configuracion recomendada
[Habilitar SSL] ‘ ACT.

2.1.11 Socket TCP

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [TCP Socket
Setting] (Configuracién de Socket TCP)

Elemento de ajuste ‘ Configuracion recomendada
[Use SSL/TLS] ‘ ACT.

(Utilizar SSL/TLS)
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2.2

2.2.1

Otro cifrado

Le recomendamos que configure los siguientes parametros para reducir el riesgo de vulnerabilidades. Para
obtener mas informacién sobre los ajustes de cada funcion, consulte las siguientes secciones.

Funcién Configuracion recomendada
Servidor SMB Cifrado SMB, firma de protocolo SMB
Cliente SMB Autenticacién de Kerberos
SNMP SNMPv3
IPsec IKEv2
S/MIME ACT.

Servidor SMB

Si se usa el cifrado SMB vy la firma de protocolo SMB, pueden reducirse los siguientes riesgos de seguridad.

° Escucha: un tercero malintencionado puede interceptar las comunicaciones y robar informacion
personal o confidencial.

° Manipulacion de datos: existe el riesgo de que el contenido de las comunicaciones sea manipulado por
un ataque de intermediario (ataque "man-in-the-middle"o MITM).

° "Spoofing" o suplantacién de identidad: si se roba la informacion de autenticacion, un tercero puede
hacerse pasar por un usuario legitimo para obtener acceso no autorizado.

° Filtracion de informacidn: las comunicaciones no cifradas pueden interceptarse facilmente, especial-
mente en redes Wi-Fi publicas, lo que aumenta el riesgo de que se filtren datos personales e infor-
macion sobre tarjetas de crédito.

Cifrado SMB

Requisitos previos
. Cree una carpeta de usuario publica. Asimismo, configure la opcion para transferir automaticamente
archivos de la carpeta de usuario publica y guardarlos en la carpeta SMB.

° Especifique la contrasefa para la carpeta de usuario.

Ubicacién del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Box] (Carpeta) - [User Box List]
(Lista de carpetas de usuario)

Elemento de ajuste ‘ Configuracion recomendada
[Cifrado de comunicacién [Cifrar]
SMB]

Firma de protocolo SMB

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [SMB Setting]
(Configuracién de SMB) - [SMB Server Settings] (Configuracion de servidor SMB)

Elemento de ajuste Configuracion recomendada

[SMB security Signature [Obligatorio]
Setting] (Configuracion de
firma de seguridad SMB)
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2.2.2

2.2.3

2.2.4

Cliente SMB

La autenticacion de Kerberos emplea tecnologia robusta de cifrado, de forma que reduce considerablemente
el riesgo de robo de las credenciales durante el proceso de autenticacion. También garantiza la integridad

de los datos, ya que impide su manipulacién entre el remitente y el destinatario, asi como los ataques de

retransmision NTLM.

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [SMB Setting]
(Configuracién de SMB) - [Client Setting] (Configuracién de cliente)

Elemento de ajuste

‘ Configuracion recomendada

[Configuracion de autentica-

cién SMB]

SNMP

‘ [Kerberos]

Configure el cifrado mediante SNMPV3. Si también se afiade la configuracion de autenticacion, puede
aumentar aun mas la seguridad. Los riesgos de seguridad son practicamente los mismos que con SMB.

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [SNMP Setting]

(Configuracion de SNMP)

Elemento de ajuste

Configuracion recomendada

[Configuracion SNMP]

[SNMP v3(IP)]

[Algoritmo encriptacién]

[AES-128]

[Authentication Method]
(Método de autenticacion)

IPsec

Seleccione [SHA-256], [SHA-384] o [SHA-512].

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [TCP/IP Setting]
(Configuracion de TCP/IP) - [IPsec] - [IPsec Setting] (Configuracion IPsec)

[IKEV2]

Elemento de ajuste

Configuracion recomendada

[Algoritmo encriptacion]

[AES-CBC] ([256)/[192 and 256] (192 y 256) /[All] [Todo])

[Algoritmo autenticacion]

[SHA-2] ([1256)/[384)/[512)/[256 and 384] (256 y 384)/[384 and 512] (384 y
512)/[All] [Todo]), [AES-XCBC]

[Grupo Diffie-Hellman]

[SAl

Elemento de ajuste

[Group 14] (Grupo 14), [Group 19] (Grupo 19)

Configuraciéon recomendada

[Modo encapsulacién]

[Tunnel] (Tunel), [Transport] (Unidad de transporte)

[Protocolo seguridad] [ESP]

[Key Exchange Method] [IKEV2]
(Método intercamb. claves)

[Authentication Method] [Firma digital]

(Método de autenticacion)

[Algoritmo encript.ESP]

[AES-GCM] ([256]/[192 and 256] (192 y 256)/[All] [Todo]), [AES-GCM-64]
(1256)/[192 and 256] (192 y 256)/[All] [Todo]), [ENC_NULL_AES_GMAC]
([256)/[192 and 256] (192 y 256)/[All] [Todo])

[Confid. reenvio perfec.]

ACT.

[Diffie-Hellman
Group(IKEv2)]
(Grupo Diffie-Hellman
[IKEv2]) - [Priority1-4]
(Prioridad 1-4)

[Group 14] (Grupo 14), [Group 19] (Grupo 19)
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2.2.5 S/MIME

Si utiliza la opcidn S/MIME para enviar correo electrénico, puede cifrar el contenido del mensaje para evitar
escuchas y verificar la identidad del remitente con una firma electrénica. Es una medida eficaz contra la
suplantacion de identidad y el phishing.

Ubicacién del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [E-mail Setting]
(Configuracién de correo electronico) - [S/MIME]

Elemento de ajuste

Configuracion recomendada

[Firma digital] [Siempre firmar]
[Tipo de firma digital] [SHA-256]
[E-Mail Text Encrypt. [AES-256]
Method]

(Método cifrado texto

e-mail)
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3.1

3.2

3.3

Configuracion de la validacién de certificados

Cuando utilice la comunicacion de cifrado TLS para reducir el impacto de los ataques de intermediario, le
recomendamos que utilice la validacién de certificados. Para los elementos de validacién, le recomendamos
que habilite la fecha de caducidad del certificado y la cadena como minimo.

Si se intenta conectar a un entorno heredado que no dispone de una funcién de validacion de certificados,
aumenta el riesgo de ataques de intermediario. Se recomienda su uso en un entorno de red seguro.

Se recomienda la validacién de certificados en el MFP en las siguientes funciones de cliente MFP. Para
obtener mas informacion sobre las ubicaciones de los ajustes, consulte las siguientes secciones.

POP, SMTP (Iniciar TLS/SMTP sobre SSL), Aut. IEEE802.1X (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Sugerencias

Se recomienda la validacion de certificados en el lado del cliente conectado a la MFP en las siguientes
funciones de servidor de MFP.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), Socket TCP

POP

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [E-mail Setting]
(Configuracion de correo electrénico) - [E-mail RX (POP)] (Recepcidn de correo electronico [POP])

Elemento de ajuste ‘ Configuraciéon recomendada

[Configuracion del nivel de [Fecha de caducidad]: ACT.
verificacion de certificados] [Cadena]: ACT.

SMTP

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [E-mail Setting]
(Configuracion de correo electrénico) - [E-mail TX (SMTP)] (Transmisién de correo [SMTP])

Elemento de ajuste ‘ Configuraciéon recomendada

[Configuracion del nivel de [Fecha de caducidad]: ACT.
verificacion de certificados] [Cadena]: ACT.

Aut. IEEE802.1X

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [[EEE802.1X
Authentication Setting] (Configuracién de autenticacion de IEEE802.1X) - [[IEEE802.1X Authentication Setting]
(Configuracién de autenticacion de IEEE802.1X) - [Supplicant Setting] (Configuracién de suplicante)

Elemento de ajuste ‘ Configuraciéon recomendada

[Configuracion del nivel de [Fecha de caducidad]: ACT.
verificacion de certificados] [Cadena]: ACT.
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3.4

3.5

3.6

3.7

3.8

IPsec

Ubicacién del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [TCP/IP Setting]
(Configuracién de TCP/IP) - [IPsec] - [Enable IPsec] (Activar IPsec)

Elemento de ajuste ‘ Configuracion recomendada

[Configuracién del nivel de [Fecha de caducidad]: [Confirmar]
verificacion de certificados] [Cadena]: [Confirmar]

Sugerencias

In [IPsec Setting] (Configuracion de IPsec), registre los elementos [IKE], [SA], [Peer] y [Protocol Setting]
(Configuracion de protocolo) antes.

WebDAVClient

Ubicacién del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [WebDAV Settings]
(Configuracién WebDAV) - [WebDAV Client Settings] (Configuracién de cliente WebDAV)

Elemento de ajuste ‘ Configuracion recomendada

[Configuracién del nivel de [Fecha de caducidad]: ACT.
verificacion de certificados] [Cadena]: ACT.

LDAP

Ubicacién del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [LDAP Setting]
(Configuracion de LDAP) - [Setting Up LDAP] (Configurar LDAP)

Elemento de ajuste ‘ Configuracion recomendada

[Configuracién del nivel de [Fecha de caducidad]: ACT.
verificacion de certificados] [Cadena]: ACT.

DPWS

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [DPWS Settings]
(Configuracion DPWS) - [DPWS Common Settings] (Configuracion comun DPWS)

Elemento de ajuste ‘ Configuracion recomendada

[Configuracién del nivel de [Fecha de caducidad]: ACT.
verificaciéon de certificados] [Cadena]: ACT.

OpenAPI

Ubicacion del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [OpenAPI Setting]
(Configuracion de OpenAPI) - [OpenAPI Setting] (Configuracion de OpenAPI)

Elemento de ajuste ‘ Configuracion recomendada

[Configuracion del nivel de [Fecha de caducidad]: ACT.
verificaciéon de certificados] [Cadena]: ACT.
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3.9 Panel remoto

Ubicacién del ajuste: [Utility] (Utilidad) - [Administrator] (Administrador) - [Network] (Red) - [Remote Panel
Settings] (Configuracién del servidor del panel remoto) - [Remote Panel Client Settings] (Configuracion del

cliente del panel remoto)

Elemento de ajuste ‘ Configuracion recomendada

[Configuracion del nivel de [Fecha de caducidad]: ACT.
verificacion de certificados] [Cadena]: ACT.

Recomendaciones para proteger los dispositivos conectados en red
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SN
4 Informacion adicional de seguridad
4.1 Recomendacion de mejores practicas

Recomendamos que los algoritmos de cifrado que se utilicen cumplan con las mejores practicas recomen-
dadas en las Directrices sobre criptografia de la EUCC y en los Mecanismos criptograficos acordados por

SOGIS.

A continuacion figura una lista de los algoritmos de cifrado y longitudes de clave recomendados por las
Directrices sobre criptografia de la EUCC y los Mecanismos criptogréficos acordados por SOGIS.

Elemento

Configuracion recomendada

Algoritmos de cifrado

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Longitud de la clave de
cifrado

Sugerencias

RSA: 2048 bits o mas
ECC: 256 bits o mas
AES: 256 bits.

Para obtener mas informacion, consulte las Directrices sobre criptografia de la EUCC y los Mecanismos
criptograficos acordados por SOGIS mas recientes.
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4.2

Precauciones para la comunicacion con sistemas heredados

Se supone que se utilizan los siguientes protocolos y versiones para la comunicacién con sistemas

heredados.

El uso de configuraciones heredadas aumenta los riesgos de seguridad, por lo que le rogamos que las utilice

en un entorno de red seguro.

Elemento Configuracion heredada

Protocolo SLP
FTP
SMB (3.0 o versién anterior, NTLMv1/v2)
SNMPv1/v2

Aut. IEEE802.1X (EAP-TYPE: Depende del servidor/Desactivada)
DPWS
Socket TCP

Algoritmos de cifrado

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Longitud de la clave de
cifrado

RSA: 1024 bits o menos
ECC: 160 bits 0 menos
AES: 128 bits 0 menos
DES: 56 bits.

3DES: 112 bits.

Configuracion IPsec heredada

[IKEV]

Elemento de ajuste

Configuracion heredada

[Algoritmo encriptacion] [DES-CBC]

[BDES-CBC]

[AES-CBC] ([128]/[192)/[128 and 192] [128 y 192])
[Algoritmo autenticacion] No se utiliza

[Grupo Diffie-Hellman]

[IKEv2]

Elemento de ajuste

[Group 1] (Grupo 1), [Group 2] (Grupo 2), [Group 5] (Grupo 5)

Configuracion heredada

[Algoritmo encriptacion] [DES-CBC(C]

[BDES-CBC]

[AES-CBC] ([128]/[192]/[128 and 192] [128 y 192])
[Algoritmo autenticacion] No se utiliza

[Grupo Diffie-Hellman]

[SAl

Elemento de ajuste

[Group 1] (Grupo 1), [Group 2] (Grupo 2), [Group 5] (Grupo 5)

Configuracion heredada

[Key Exchange Method] [IKEv1]
(Método intercamb. claves)
[Authentication Method] [Firma digital]

(Método de autenticacion)

[Algoritmo encript.ESP]

[3DES-CBC] ([128]/[192)/[128 and 192] [128 y 192))
[AES-CTR] ([128]/[192]/[128 and 192] [128 y 192])

[AES-GCM] ([128]/[192)/[128 and 192] [128 y 192))
[AES-GCM-64] ([128]/[192]/[128 and 192] [128 y 192])
[ENC_NULL_AES_GMAC] ([128]/[192)/[128 and 192] [128 y 192))
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Elemento de ajuste Configuracion heredada
[Confid. reenvio perfec.] ACT.
[Diffie-Hellman [Group 1] (Grupo 1), [Group 2] (Grupo 2), [Group 5] (Grupo 5)

Group(IKEv1)]
(Grupo Diffie-Hellman
[IKEv1])
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4.3

Interfaces y servicios de red disponibles desde fabrica

Tipo serv. Protocolo Numero de puerto
DHCP UDP 68
Servidor HTTP TCP 80
Servicio de nombre de NetBIOS UDP 137
Servicio de datagrama de NetBIOS UDP 138
SNMP UDP 161
Servidor HTTP sobre SSL / IPP sobre SSL TCP 443
Impresién LPD TCP 515
Cliente DHCPVv6 UDP 546
Impresion IPP TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-tool) TCP 8091
Impresiéon RAW TCP 9100
Impresion RAW TCP 9112
Impresién RAW TCP 9113
Impresiéon RAW TCP 9114
Impresion RAW TCP 9115
Impresién RAW TCP 9116
OpenAPI TCP 50001
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44 Acerca de la validacion de entradas

Para ver el nimero de caracteres que deben introducirse para la configuracién de red, etc., consulte cada
uno de los elementos de configuracién en el Manual de usuario.

Segun la codificacion del idioma, la entrada maxima permitida (datos guardados en la MFP) para los
elementos que admiten caracteres multibyte puede ser el triple del nimero de caracteres.
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Informazioni sul presente manuale

Il presente manuale descrive le informazioni e le impostazioni che consentono un utilizzo in sicurezza dei
dispositivi.

Quando si collega alla macchina alla rete, utilizzarla in un ambiente protetto da un firewall. Si consiglia, inoltre,
di impostare un indirizzo IP privato come indirizzo IP della macchina.

Impostando un indirizzo IP privato si consentira di accedere alla macchina solamente agli utenti di una rete
locale, ad esempio di una LAN interna, cosi da impedire accessi non autorizzati dall'esterno.

Qualora sia necessario utilizzare un indirizzo IP globale, accertarsi di installare la macchina dietro un firewall.
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1

1.1

1.2

Impostazione del Filtro indirizzo IP

Il Filtro indirizzo IP & una funzione che limita i dispositivi che possono accedere alla macchina in base
all'indirizzo IP. Impostando correttamente questa funzione sara possibile vietare I'accesso da dispositivi
non autorizzati.

La funzione Filtro indirizzo IP della macchina pud essere impostata con uno dei seguenti due metodi.

Filtro indirizzo IP
Specificare manualmente I'intervallo di indirizzi IP a cui consentire o negare I'accesso.

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [TCP/IP
Setting] (Impostazioni TCP/IP) - [IP Address Filtering] (Filtro indirizzo 1P)

Consigli
Impostare gli indirizzi IP ai quali consentire o negare I'accesso in base al proprio ambiente.

Filtraggio IP rapido

L'intervallo di indirizzi IP ai quali consentire I'accesso viene impostato automaticamente in base all'indirizzo
IP e alla maschera di sottorete impostati nella macchina.

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [TCP/IP
Setting] (Impostazioni TCP/IP) - [Quick IP Filtering] (Filtraggio IP rapido)

Impostazioni consigliate: [Synchronize IP Address] (Sincronizza indirizzo IP) [Synchronize Subnet Mask]
(Sincronizza maschera sottorete) *

* Selezionare la voce adatta al proprio ambiente.
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2

2.1

2.1.1

2.1.2

Impostazione della comunicazione crittografata

Si consiglia di utilizzare la seguente comunicazione crittografata per evitare intercettazioni e furti di dati,
manomissioni dei dati e dirottamenti di sessione.

Crittografia TLS

Si consiglia di configurare le seguenti impostazioni per ridurre il rischio di vulnerabilita.

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Security] (Sicurezza) -
[PKI Settings] (Impostazioni PKI) - [Enable SSL Version] (Abilita versione SSL)

Voce di impostazione Impostazione consigliata

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Modalita Ammin. e Mod.Utente)
(Modalita che usa SSL/TLS)

[SSL/TLS Version Setting] TLS1.2

(Impostazione versione TLS1.3 (incompatibile con IEEE802.1X)
SSL/TLS)
[Encryption Strength] AES-256

(Livello criptat.)

Il certificato iniziale & installato in fabbrica. Qualora occorra un differente certificato, registrarne uno nuovo
nella seguente posizione.

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Security] (Sicurezza) -
[PKI Settings] (Impostazioni PKI) - [Device Certificate Setting] (Impostazione certificato dispositivo)

Voce di impostazione Impostazione consigliata
[Encryption Key Type] RSA-2048_SHA-256
(Tipo chiave criptatura) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

La crittografia TLS & supportata per i seguenti protocolli e servizi. Per informazioni dettagliate sulle posizioni
delle impostazioni, fare riferimento alle seguenti sezioni.

° HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel (Pannello remoto))
DPWS

POP

SMTP (Start TLS (Avvio TLS), SMTP over SSL (SMTP su SSL))

IEEE802.1X Auth (Autenticaz. IEEE802.1X) (EAP-TLS, EAP-TTLS, PEAP)

LDAP

Socket TCP

HTTP (Web Connection)

Se si abilita [Enable SSL Version] (Abilita versione SSL), la modalita di comunicazione passera
automaticamente alla comunicazione crittografata TLS (HTTPS).

WebDAVServer

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [WebDAV
Settings] (Impostazioni WebDAV) - [WebDAYV Server Settings] (Impostazioni server WebDAV)

Voce di impostazione ‘ Impostazione consigliata

Impostaz. SSL] | [Solo SSL
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2.1.3

214

2.1.5

2.1.6

21.7

2.1.8

IPP

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [HTTP
Server Settings] (Impostazioni server HTTP)

Voce di impostazione ‘ Impostazione consigliata
[Impostaz. IPP-SSL] ‘ [Solo SSL]
OpenAPI

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [OpenAPI
Setting] (Impostazione OpenAPI) - [OpenAPI Setting] (Impostazione OpenAPI)

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni SSL/Porta] ‘ [Solo SSL]

RemotePanel (Pannello remoto)

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [Remote
Panel Settings] (Impostazioni Pannello remoto) - [Remote Panel Server Settings] (Impostazioni server
Pannello remoto)

Voce di impostazione ‘ Impostazione consigliata

[Port No.(SSL)] ‘ [50443]
(Numero porta (SSL))

Consigli

Se si abilita [Enable SSL Version] (Abilita versione SSL), la comunicazione passera automaticamente alla
modalita crittografata TLS. Specificare un numero di porta.

DPWS

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [DPWS
Settings] (Impostazioni DPWS) - [DPWS Common Settings] (Impostazioni comuni DPWS)

Voce di impostazione ‘ Impostazione consigliata
[Impostaz. SSL] ‘ ON
POP

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [E-mail
Setting] (Impostazione e-mail) - [E-mail RX (POP)] (Ricezione e-mail (POP))

Voce di impostazione ‘ Impostazione consigliata
[Abilita SSL] | ON
SMTP

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [E-mail
Setting] (Impostazione e-mail) - [E-mail TX (SMTP)] (Trasmissione e-mail (SMTP))

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni SSL/TLS] ‘ [SMTP over SSL]
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2.1.9

2.1.10

2.1.11

IEEE802.1X Auth (Autenticaz. IEEE802.1X)

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) -
[IEEE802.1X Authentication Setting] (Impostazione autenticazione IEEE802.1X) - [[EEE802.1X Authentication
Setting] (Impostazione autenticazione IEEE802.1X) - [Supplicant Setting] (Impostazione di richiedente)

Voce di impostazione ‘ Impostazione consigliata
[Tipo EAP] ‘ Selezionare [EAP-TLS], [EAP-TTLS] o [PEAP)).
LDAP

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [LDAP
Setting] (Impostazione LDAP) - [Setting Up LDAP] (Imposta LDAP)

Voce di impostazione ‘ Impostazione consigliata
[Abilita SSL] | ON
Socket TCP

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [TCP
Socket Setting] (Impostazione socket TCP)

Voce di impostazione ‘ Impostazione consigliata
[Use SSL/TLS] ON
(Usa SSL/TLS)
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2.2

2.2.1

Altri tipi di crittografia

Si consiglia di configurare le seguenti impostazioni per ridurre il rischio di vulnerabilita. Per informazioni
dettagliate sulle impostazioni di ciascuna funzione, fare riferimento alle seguenti sezioni.

Funzione Impostazione consigliata
SMBServer (Server SMB) SMB Encryption, SMB Signature (Crittografia SMB, Firma di sicurezza
SMB)

SMBClient (Client SMB) Kerberos Authentication (Autenticazione Kerberos)

SNMP SNMPv3

IPsec IKEv2

S/MIME ON
SMBServer (Server SMB)
L'utilizzo della Crittografia SMB e della Firma di sicurezza SMB pud ridurre i seguenti rischi di sicurezza.
° Intercettazioni e furti di dati: Un soggetto terzo malintenzionato potrebbe intercettare comunicazioni

e appropriarsi di informazioni personali o confidenziali.

° Manomissioni dei dati: Vi € un rischio di manomissione dei contenuti delle comunicazioni mediante un
attacco di tipo Man-In-The-Middle (MITM).

° Spoofing: Successivamente a un furto di informazioni di autenticazione, una terza parte potrebbe farsi
passare per un legittimo utente per ottenere accessi non autorizzati.

° Fughe di informazioni: Le comunicazioni non crittografate possono essere intercettate con facilita,
specialmente sulle reti Wi-Fi pubbliche, aumentando il rischio di fughe di informazioni personali e
relative alle carte di credito.

Crittografia SMB

Presupposti

° Creare una Casella utente pubbilica. Inoltre, configurare I'impostazione in modo da trasferire
automaticamente i file dalla Casella utente pubblica e salvarli nella cartella SMB.

° Specificare la password per la Casella utente.

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Box] (Casella) - [User Box
List] (Elenco caselle utente)

Voce di impostazione ‘ Impostazione consigliata

[Crittografia comunicazioni [Encrypt] (Crittog.)
SMB]

Firma di sicurezza SMB

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [SMB
Setting] (Impostazioni SMB) - [SMB Server Settings] (Impostazioni server SMB)

Voce di impostazione ‘ Impostazione consigliata
[SMB security Signature [Richiesta]
Setting]

(Impostazione di firma di
sicurezza SMB)
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2.2.2

2.2.3

2.2.4

SMBClient (Client SMB)

L'Autenticazione Kerberos utilizza una tecnologia di crittografia robusta, cosi da ridurre in modo significativo
il rischio di furti di credenziali durante il processo di autenticazione. Garantisce inoltre I'integrita dei dati,
evitando manomissioni di questi ultimi tra il mittente e il destinatario nonché attacchi di tipo NTLM Relay.

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [SMB
Setting] (Impostazioni SMB) - [Client Setting] (Impostazione client)

Voce di impostazione

‘ Impostazione consigliata

[Impostazione
autenticazione SMB]

SNMP

‘ [Kerberos]

Impostare la crittografia mediante SNMPv3. E possibile aumentare ulteriormente la sicurezza aggiungendo
anche I'impostazione di autenticazione. | rischi di sicurezza sono all'incirca gli stessi presenti con SMB.

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [SNMP

Setting] (Impostazione SNMP)

Voce di impostazione

Impostazione consigliata

[Impostazione SNMP]

[SNMP v3(IP)]

[Algoritmo Criptazione]

[AES-128]

[Authentication Method]
(Metodo di autenticazione)

IPsec

Selezionare [SHA-256], [SHA-384] o [SHA-512].

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [TCP/IP
Setting] (Impostazioni TCP/IP) - [IPsec] - [IPsec Setting] (Impostazione IPsec)

[IKEv2]

Voce di impostazione

Impostazione consigliata

[Algoritmo Criptazione]

[AES-CBC] ([256]/[192 and 256] (192 e 256)/[All] (Tutto))

[Algoritmo Autenticazione]

[SHA-2] ([256]/[384)/[512)/[256 and 384] (256 e 384)/[384 and 512]
(384 e 512)/[All] (Tutto)), [AES-XCBC]

[Gruppo Diffie-Hellman)]

[SA]

Voce di impostazione

[Group 14] (Gruppo 14), [Group 19] (Gruppo 19)

Impostazione consigliata

[Incapsulamento]

[Tunnel], [Transport] (Trasporto)

[Protocollo Sicurezza] [ESP]

[Key Exchange Method] [IKEV2]
(Metodo di scambio chiave)

[Authentication Method] [Firma digitale]

(Metodo di autenticazione)

[Algoritmo Criptaz. ESP]

[AES-GCM] ([256]/[192 and 256] (192 e 256)/[All] (Tutto)), [AES-GCM-64]
(1256]/[192 and 256] (192 e 256)/[All] (Tutto), [ENC_NULL_AES_GMAC]
(1256]/[192 and 256] (192 e 256)/[Alll (Tutto))

[Alta Sicurezza Inoltro]

ON

[Diffie-Hellman
Group(IKEv2)]

(Gruppo Diffie-Hellman
(IKEv2)) - [Priority1-4]
(Priorita 1-4)

[Group 14] (Gruppo 14), [Group 19] (Gruppo 19)

Consigli per i dispositivi collegati in rete in modo sicuro



2.2.5 S/MIME

Utilizzando la funzione opzionale S/MIME per la trasmissione delle e-mail sara possibile crittografare il loro
contenuto per evitare intercettazioni e furti e, inoltre, verificare I'identita del mittente mediante una firma
elettronica. Si tratta di una misura efficace contro le truffe di tipo phishing e spoofing.

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [E-mail
Setting] (Impostazione e-mail) - [S/MIME]

Voce di impostazione Impostazione consigliata
[Firma digitale] [Firma sempre]

[Tipo firma digitale] [SHA-256]

[Metodo crittog. testo [AES-256]

e-mail]
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3

3.1

3.2

3.3

Impostazione della Validazione del certificato

Quando si utilizza la comunicazione crittografata TLS per ridurre I'impatto degli attacchi di tipo Man-In-The-
Middle, si consiglia di utilizzare la validazione del certificato. Per le voci di validazione si consiglia di attivare
almeno la catena e la data di scadenza del certificato.

Qualora venga effettuato un tentativo di connettersi a un ambiente legacy che non disponga di una funzione
di validazione del certificato, il rischio di attacchi di tipo Man-In-The-Middle aumenta. Se ne consiglia I'utilizzo
in un ambiente sicuro.

Si consiglia la validazione del certificato lato MFP nell'ambito delle seguenti funzioni client MFP. Per
informazioni dettagliate sulle posizioni delle impostazioni, fare riferimento alle seguenti sezioni.
POP, SMTP (Start TLS/SMTP over SSL (Avvio TLS/SMTP su SSL)), IEEE802.1X Auth (Autenticaz.
IEEE802.1X) (EAP-TYPE (TIPO EAP): EAP-TLS/EAP-TTLS/PEAP), IPSec, WebDAV, LDAP, DPWS,
RemotePanel (Pannello remoto)

Consigli

Si consiglia la validazione del certificato lato client collegato all'MFP nell'ambito delle seguenti funzioni server
MFP.

HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel (Pannello remoto)), TCP Socket
(Socket TCP)

POP

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [E-mail
Setting] (Impostazione e-mail) - [E-mail RX (POP)] (Ricezione e-mail (POP))

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni livello verifica [Expiration Date] (Data di scadenza): ON
certificato] [Catena): ON

SMTP

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [E-mail
Setting] (Impostazione e-mail) - [E-mail TX (SMTP)] (Trasmissione e-mail (SMTP))

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni livello verifica [Expiration Date] (Data di scadenza): ON
certificato] [Catena]: ON

IEEE802.1X Auth (Autenticaz. IEEE802.1X)

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) -
[IEEE802.1X Authentication Setting] (Impostazione autenticazione IEEE802.1X) - [[EEE802.1X Authentication
Setting] (Impostazione autenticazione IEEE802.1X) - [Supplicant Setting] (Impostazione di richiedente)

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni livello verifica [Expiration Date] (Data di scadenza): ON
certificato] [Catena]: ON
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3.4

3.5

3.6

3.7

3.8

IPsec

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [TCP/IP
Setting] (Impostazioni TCP/IP) - [IPsec] - [Enable IPsec] (Abilita IPsec)

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni livello verifica [Expiration Date] (Data di scadenza): [Confirm] (Conferma)
certificato] [Catena]: [Confirm] (Conferma)

Consigli

In [IPsec Setting] (Impostazione IPsec), registrare innanzitutto le voci [IKE], [SA], [Peer] e [Protocol Setting]
(Impostazione Protocollo).

WebDAVClient (Client WebDAV)

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [WebDAV
Settings] (Impostazioni WebDAV) - [WebDAV Client Settings] (Impostazioni client WebDAV)

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni livello verifica [Expiration Date] (Data di scadenza): ON
certificato] [Catena): ON

LDAP

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [LDAP
Setting] (Impostazione LDAP) - [Setting Up LDAP] (Imposta LDAP)

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni livello verifica [Expiration Date] (Data di scadenza): ON
certificato] [Catena]: ON

DPWS

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [DPWS
Settings] (Impostazioni DPWS) - [DPWS Common Settings] (Impostazioni comuni DPWS)

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni livello verifica [Expiration Date] (Data di scadenza): ON
certificato] [Catena]: ON

OpenAPI

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [OpenAPI
Setting] (Impostazione OpenAPI) - [OpenAPI Setting] (Impostazione OpenAPI)

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni livello verifica [Expiration Date] (Data di scadenza): ON
certificato] [Catena]: ON
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3.9 RemotePanel (Pannello remoto)

Posizione dell'impostazione: [Utility] (Utilita) - [Administrator] (Amministratore) - [Network] (Rete) - [Remote
Panel Settings] (Impostazioni Pannello remoto) - [Remote Panel Client Settings] (Impostazioni client Pannello

remoto)

Voce di impostazione ‘ Impostazione consigliata

[Impostazioni livello verifica [Expiration Date] (Data di scadenza): ON
certificato] [Catena]: ON
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4 Informazioni aggiuntive relative alla sicurezza
4.1 Raccomandazioni in materia di migliori pratiche

Si consiglia di utilizzare gli algoritmi di criptatura conformemente alle impostazioni delle migliori pratiche
raccomandate nelle Linee guida EUCC riguardanti la Crittografia e definite nell'ambito dei SOGIS-Agreed-
Cryptographic-Mechanisms.

Segue un elenco di lunghezze delle chiavi e algoritmi di criptatura consigliati nelle Linee guida EUCC riguar-
danti la Crittografia e definiti nell'ambito dei SOGIS-Agreed-Cryptographic-Mechanisms.

Voce Impostazione consigliata

Algoritmi di criptatura AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography) (Crittografia ellittica)

HMAC (Hash-based Message Authentication Code (Codice per I'autenti-
cazione di messaggi basato su una funzione di hash))

Lunghezza della chiave di RSA: minimo 2048 bit
criptatura ECC: minimo 256 bit
AES: 256 bit
Consigli

Per maggiori dettagli, fare riferimento alle Linee guida EUCC riguardanti la Crittografia nonché ai SOGIS-
Agreed-Cryptographic-Mechanisms piu recenti.
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4.2

Precauzioni per la comunicazione con sistemi legacy

Si assume che i seguenti protocolli e versioni vengano utilizzati per la comunicazione con sistemi legacy.

L'utilizzo di sistemi legacy aumenta i rischi di sicurezza e, pertanto, si consiglia di utilizzarli in un ambiente di

rete sicuro.
Voce Impostazioni legacy
Protocollo SLP
FTP
SMB (3.0 o versione precedente, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (Autenticaz. IEEE802.1X) (EAP-TYPE (TIPO EAP):

Depend on Server (Dipende dal server)/OFF)
DPWS
TCPSocket (Socket TCP)

Algoritmi di criptatura

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)

RC2-40 (D51Rivest Cipher (Cifrario D51Rivest))
RC2-64 (D51Rivest Cipher (Cifrario D51Rivest))
RC2-128 (D51Rivest Cipher (Cifrario D51Rivest))

Lunghezza della chiave di
criptatura

RSA: 1024 bit o inferiore
ECC: 160 bit o inferiore
AES: 128 bit o inferiore
DES: 56 bit

3DES: 112 bit

Impostazioni legacy IPsec

[IKEv1]

Voce di impostazione

Impostazioni legacy

[Algoritmo Criptazione]

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 e 192))

[Algoritmo Autenticazione]

Non utilizzato

[Gruppo Diffie-Hellman]

[IKEv2]

Voce di impostazione

[Group 1] (Gruppo 1), [Group 2] (Gruppo 2), [Group 5] (Gruppo 5)

Impostazioni legacy

[Algoritmo Criptazione]

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 e 192))

[Algoritmo Autenticazione]

Non utilizzato

[Gruppo Diffie-Hellman]

[SAl

Voce di impostazione

[Group 1] (Gruppo 1), [Group 2] (Gruppo 2), [Group 5] (Gruppo 5)

Impostazioni legacy

[Key Exchange Method] [IKEvV1]
(Metodo di scambio chiave)
[Authentication Method] [Firma digitale]

(Metodo di autenticazione)

[Algoritmo Criptaz. ESP]

[3DES-CBC] ([128]/[192)/[128 and 192] (128 e 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 e 192))

[AES-GCM] ([128]/[192)/[128 and 192] (128 e 192))
[AES-GCM-64] ([128]/[192]/[128 and 192] (128 e 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 and 192] (128 e 192))
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Voce di impostazione Impostazioni legacy

[Alta Sicurezza Inoltro] ON

[Diffie-Hellman [Group 1] (Gruppo 1), [Group 2] (Gruppo 2), [Group 5] (Gruppo 5)
Group(IKEv1)]

(Gruppo Diffie-Hellman

(IKEv1))
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4.3 Interfacce e servizi di rete disponibili fin dalla spedizione dalla

fabbrica
Tipo di servizio Protocollo Numero di porta
DHCP UDP 68
Server HTTP TCP 80
Servizio Nome NetBIOS UDP 137
Servizio Datagramma NetBIOS UDP 138
SNMP UDP 161
Server HTTP su SSL / IPP su SSL TCP 443
Stampa LPD TCP 515
Client DHCPv6 UDP 546
Stampa IPP TCP 631
MFPIF UDP 1900
Servizio Web UDP 3702
LLMNR UDP 5355
HTTP (tool IWS) TCP 8091
Stampa RAW TCP 9100
Stampa RAW TCP 9112
Stampa RAW TCP 9113
Stampa RAW TCP 9114
Stampa RAW TCP 9115
Stampa RAW TCP 9116
OpenAPI TCP 50001
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4.4 Informazioni sulla validazione delle immissioni
Per quanto riguarda il numero di caratteri da immettere per le impostazioni di rete, ecc., fare riferimento alle
singole voci di impostazione riportate nel Manuale d'uso.

A seconda della codifica della lingua, la massima quantita di dati inseribili ammessa (dati salvati nell'MFP)
per le voci che supportano caratteri multibyte potrebbe essere pari a tre volte il numero di caratteri.
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3a ToBa pbKOBOACTBO

ToBa pbKOBOACTBO ONMCBA NHPOPMaLKMs U HACTPOIKK, KOUTO No3BoJISBaT 6e30MacHO 13non3saHe Ha
ycTpolicTBaTa.

KoraTo cBbp3BaTe MalwmHaTa KbM MpexXaTta, U3nos3sanTe s B cpeaa, 3almTeHa Yypes 3autHa cTeHa.
MpenopbyBame CbLLO Taka foa 3apganete YacTteH IP agpec 3a IP agpeca Ha mawmnHara.

3apaBaHeTo Ha YacTeH IP agpec nosBonsBa 4OCTbMN 40 MalUMHATa caMo Ha NoTpebuTeny B lokasniHa Mpexa,
Hanpumep BbTpelwlHa LAN, kaTo npefoTBpaTsBa HeOTOpUampaH [OCTbMN OTBBH.

Ako TpsibBa ga uanonsearte rnobaneH IP agpec, He 3abpaBsaiiTe Aa UHCTaNMpaTe MalmMHaTa B 3almMTHa
cTeHa.
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1 3apasaHe Ha ountpupaHe no IP agpec

duntpupareTo no IP agpec e yHKUMSA, KOATO OrpaHu4aBa yCTponcTearta, KoMTo nMmat 4OoCTbn A0
MawumHara, cnopep, IP agpeca. MoxeTe Aa orpaHm4mTe 0OCTbMNa Ha HEOTOPU3MpPaHK YCTPONCTBA, KaTo
HacTpouTe NPaBWUHO Tasn PYHKLMS.

®yHKUMATa 3a hunTpupaHe no IP agpec Ha MawnHaTa MoXe aa 6bae HacTpoeHa No cnegHUTe ABa HavmHa.

1.1 duntpupare no IP appec

PbyHO 3apaBaHe Ha o6xBaTa oT IP agpecu, Ha KOUTO € NO3BOJIEH NN OTKasaH A4OCTbIM.

MecTononoxxeHue Ha HacTpoikara: [Utility] (MomoLHa nporpama) - [Administrator] (AoMuHucTpaTtop) -
[Network] (Mpexxa) - [TCP/IP Setting] (Hactpoiika Ha TCP/IP) - [IP Address Filtering] (Puntpupane no IP
appec)

CbBeTHn
HacTtporite paspelueHnTe nnm 3abpaHeHnTe IP agpecn B CbOTBETCTBME C Ballara cpea.

1.2 Bbp3o IP duntpupaHe

O6xBaTbT OT IP afpecu, Ha KoUTo € NO3BOJIEH AOCTbN, CE 3afaBa aBToOMaTNYHO Bb3 OCHOBa Ha IP agpeca n
MackKaTta Ha nogMmpexxarta, 3afgageH B MalunHarta.

MecTononoxeHue Ha HacTpoikara: [Utility] (MomowwHa nporpama) - [Administrator] (AgMuHncTparTop) -
[Network] (Mpexka) - [TCP/IP Setting] (Hactpoiika Ha TCP/IP) - [Quick IP Filtering] (Bbp3o IP duntpupane)

MpenopbuutenHu HacTpoiku: [Synchronize IP Address] (CuHxpoHusmpaHe Ha IP agpeca)/[Synchronize
Subnet Mask] (CuHxpoHu3upaHe Ha Mackarta Ha nogMpe xaTa)

* N1abepeTe eanH OT gBaTta BapuaHTa, 3a Aa OTroBaps Ha BaluaTta cpefa.
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2.1

HacTpoika Ha KpunTupaHaTta KOMyHUKauus

MpenopbyBame BU fa U3nonseaTe crnegHara KpuntmpaHa KoMyHuKaums, 3a fa npegoTspatuTe
NnoAcnyLlwBaHe Ha AaHHKW, NoanpaBsHe Ha faHHW 1 aTakyBaHe Ha cecum.

TLS kKpuntupaHe

MpenopbyBame BY fa KOHGUryprpare cnegHnTe HacTPOKY, 3a Aa HamanuTe pucka oT ysa3BMMOCTU.

MecTononoxeHue Ha HacTpoikara: [Utility] (MomowwHa nporpama) - [Administrator] (AgMuHncTpartop) -
[Security] (CurypHocrT) - [PKI Settings] (HacTtpoiiku Ha PKI) - [Enable SSL Version] (AkTuBupaHe Ha SSL
Bepcusi)

HacTtpowka Ha enemeHT MpenopbunTenHa HacTpomka

[Mode using SSL/TLS] [Admin. Mode and User Mode] (AGMUH. pexXum 1 NoTpebrnTENCKN pexxmm)
(Pe>xxum ¢ nsnonssaHe Ha

SSL/TLS)

[SSL/TLS Version Setting] TLS1.2

(HacTtpoiika Ha Bepcusi Ha TLS1.3 (HecbBmecTuM ¢ IEEE802.1X)

SSL/TLS)

[Encryption Strength] AES-256

(Cwina Ha kpunTUpaHe)

[MbpBOHaYaNHUAT cepTudukaT ce nHetanmpa habpuy4Ho. AKo BM € HeobxoamMm Apyr cepTuduKkar,
perncTpupante HoB Ha CNeQHOTO MSACTO.

MecTonono)xxeHue Ha HacTpoiikara: [Utility] (MomoLHa nporpama) - [Administrator] (AoMuHucTpaTtop) -
[Security] (CurypHocT) - [PKI Settings] (Hactpoiku Ha PKI) - [Device Certificate Setting] (Hactpoiika 3a
cepTndukara Ha yCTPONCTBOTO)

HacTpowka Ha enemeHT MpenopbynTenHa HacTpomnka

[Encryption Key Type] RSA-2048_SHA-256

(Tvn kNtoy 3a KpUNTMPaHe) ECDSA-256_SHA-256
ECDSA-384_SHA-384
ECDSA-521_SHA-384

TLS KpunTupaHeTo ce NogabpiKa 3a CNegH1Te NPOTOKON U ycnyr. 3a NofpoGHOCTY OTHOCHO MecTaTa 3a
HaCTPOIKa BUXKTE ClefHNTe pasgenu.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (cTapTtupaHe Ha TLS, SMTP npe3 SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP nopt
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2.1.1

2.1.2

2.1.3

21.4

2.1.5

2.1.6

HTTP (Web Connection)

Ako akTuBupare [Enable SSL Version] (AkTuBMpaHe Ha SSL Bepcust), PEXXUMBT 32 KOMYHMKaLUS
aBTOMaTU4HO ce npeBkIoyBa Ha TLS kpuntupaHa komyHunkaums (HTTPS).

WebDAVServer

MecTononoxeHne Ha HacTporikaTa: [Utility] (MomoLyHa nporpama) - [Administrator] (AgpmuHucTpartop) -
[Network] (Mpexa) - [WebDAV Settings] (Hactpoiikn Ha WebDAV) - [WebDAV Server Settings] (HacTtpoliku
Ha cbpBbp Ha WebDAV)

HacTtpoiika Ha enemeHT ‘ MpenopbunuTenHa HacTpoiika

[SSL Settings] [SSL Only] (Camo SSL)
(HacTpoiiku Ha SSL)

IPP

MecTonono)xxeHue Ha HacTpowkara: [Utility] (MomoLuHa nporpama) - [Administrator] (AgpMuH1cTpaTop) -
[Network] (Mpexa) - [HTTP Server Settings] (HacTpoiiku Ha HTTP cbpBbp)

HacTpowka Ha enemeHT ‘ MpenopbunTenHa HacTpomnKa

[IPP-SSL Settings] [SSL Only] (Camo SSL)
(Hactpoiiku Ha IPP-SSL)

OpenAPI

MecTononoxxeHue Ha HacTpowkara: [Utility] (MomoLuHa nporpama) - [Administrator] (AgpMuH1cTpaTop) -
[Network] (Mpexa) - [OpenAPI Setting] (Hactpoika Ha OpenAPl) - [OpenAPI Setting] (HacTpoiika Ha
OpenAPI)

HacTpowka Ha enemeHT ‘ MpenopbunTenHa HacTpomnka

[SSL/Port Settings] [SSL Only] (Camo SSL)
(Hactpoiiku Ha SSL/nopT)

RemotePanel (OTtpaneyeH naHen)

MecTononoxeHue Ha HacTpoikara: [Utility] (MomoLuHa nporpama) - [Administrator] (AoMuH1cTpaTtop) -
[Network] (Mpexa) - [Remote Panel Settings] (HacTpolikn Ha oTaaneyeH naHen) - [Remote Panel Server
Settings] (HacTpoiku Ha cbpBbP Ha oTAane4eH naHes)

HacTpoiika Ha enemeHT ‘ MpenopbunTenHa HacTpolika

[Port No.(SSL)] ‘ [50443]
(Homep Ha nopT (SSL))

CbBeTHn

Ako aktusupare [Enable SSL Version] (AkTuBmpaHe Ha SSL Bepcusi), KOMyHMKauusaTa aBToMaTuyHO
npeBkKJoYBa B pexxuM Ha TLS kpuntupaHe. Noco4eTe HOMep Ha NopT.

DPWS

MecTononoxeHue Ha HacTpowkara: [Utility] (MomoLHa nporpama) - [Administrator] (AgpMuH1cTpaTop) -
[Network] (Mpexa) - [DPWS Settings] (HacTtpoiku Ha DPWS) - [DPWS Common Settings] (O6Luy HacTponku
Ha DPWS)

HacTpoiika Ha enemeHT ‘ MpenopbunTenHa HacTpolika

[SSL Settings] ON (BKJ)
(HacTpowikn Ha SSL)
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2.1.7

2.1.8

2.1.9

2.1.10

2.1.11

POP

MecTononoxxeHune Ha HacTpoikara: [Utility] (MomoLHa nporpama) - [Administrator] (AoMuHucTpaTop) -
[Network] (Mpexka) - [E-mail Setting] (HacTpoiika Ha umeinn) - [E-mail RX (POP)] (Mmeinin RX (POP))

HacTpoWka Ha enemeHT ‘ MpenopbunTenHa HacTpomnka

[Enable SSL] ON (BKJ)
(AkTnBMpPaHe Ha SSL)

SMTP

MecTononoxxeHue Ha HacTpoiikara: [Utility] (MomoLHa nporpama) - [Administrator] (AoMuHucTpaTtop) -
[Network] (Mpexa) - [E-mail Setting] (HacTpoika Ha nmein) - [E-mail TX] (Mmenn TX)

HacTtpowka Ha enemeHT ‘ MpenopbunTenHa HacTpomnka

[SSL/TLS Settings] [SMTP over SSL] (SMTP npe3 SSL)
(Hactpoiikn Ha SSL/TLS)

IEEE802.1X Auth

MecTononoxxeHue Ha HacTpoiikara: [Utility] (MomowwHa nporpama) - [Administrator] (AgMuHucTpartop) -
[Network] (Mpexa) - [[EEE802.1X Authentication Setting] (Hactponka IEEE802.1X aBTeHTMKaLus)
[IEEE802.1X Authentication Setting] (Hactporika IEEE802.1X aBTeHTuKauws) - [Supplicant Setting]
(HacTpoiika Ha 3asBuTen)

HacTpoika Ha enemeHT ‘ MpenopbuuTenHa HacTpoika
[EAP-Type] N36epeTe [EAP-TLS], [EAP-TTLS], unn [PEAP].
(Twn EAP)

LDAP

MecTtononoxxeHune Ha HacTporikaTa: [Utility] (MomowyHa nporpama) - [Administrator] (AgpmuHucTparop) -
[Network] (Mpexa) - [LDAP Setting] (Hactpolika LDAP) - [Setting Up LDAP] (HacTpoliBaHe Ha LDAP)

HacTtpowka Ha enemeHT ‘ MpenopbunTenHa HacTpomka
[Enable SSL] ON (BKJ)
(AkTnBMpaHe Ha SSL)

TCP nopt

MecTtononoxxeHune Ha HacTporikaTa: [Utility] (MomowHa nporpama) - [Administrator] (AgpmuHucTparop) -
[Network] (Mpexxa) - [TCP Socket Setting] (Hactpoiika Ha TCP nopT)

HacTtpoiika Ha enemeHT ‘ MpenopbunTenHa HacTpoiika

[Use SSL/TLS] ON (BKJ)
(U3nonseaHe Ha SSL/TLS)
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2.2

2.21

Apyro KkpuntupaHe

lMpenopbyBamMe B/ fa KOHUrypupare cnegHUTe HaCTPOWNKM, 3a Aa HaMmanuTe p1ucka oT ya3BUMOCTU. 3a
noapo6HOCTN OTHOCHO HACTPOWKNTE 3a BCAKA (PYHKLUS BUXKTE ClieHUTE pasaenu.

DYHKLMA MpenopbuynTEeNnHa HacTpolika
SMB cbpBbp SMB kpuntupaHe, SMB nognuc
SMB knueHT ABTeHTUKauusa ypes Kerberos
SNMP SNMPv3
IPsec IKEv2
S/MIME ON (BKIJ)

SMB cbpBbp

M3nonseaHeTo Ha SMB KpuntnpaHe n SMB nognuc MoXxe fa Hamanu crnegHuTe PUcCKoBe 3a CUrypHocCTTa.

° MopcnylwBaHe: 3NoHaMepeHa TpeTa CTpaHa MoXKe Aa NPUXBaHe KOMYHVKaLUUTE 1 Aa OTKpagHe nnyHa
WM nosepuTenHa uHgopmauys.

° MopnpaBsiHe Ha paHHW: CbLLECTBYBA PUCK ChAbPXAHMETO Ha KOMYHMKaLmsATa ga 6bae nognpaseHo
ypes aTaka Tun "Man-In-The-Middle" ("4oBek no cpegata”, MITM).

° Mamama ("CnooduHr"): Ako nHdopmauusTa 3a yaoctosepssaHe 6bae OTKpagHaTa, TpeTa cTpaHa
MOXXe Ja ce npeacTasu 3a IernTMeH NoTpebuTen 1 Aa noay4n HeoTopuanpaH AoCTbI.

° MN3TnyaHe Ha nHdopmaums: HekpuntupaHute KOMyH/KaLmm MoraT necHo Aa 6baaT npuxsaHaTy,
ocobeHo B obwecteeHn Wi-Fi Mpexxun, KoeTo yBennyasa pucka oT u3TnyaHe Ha nnyHa uHpopmMaums
1 MHOpPMaLUs 3a KPEAUTHN KapTu.

SMB kpuntupaHe

MpenBapuTenHn ycnosus

. Cwspante nybnuyHa notpebutencka Kytus. CbLUo Taka KOHpUrypupanTe HacTpoikara 3a
aBTOMAaTU4HO NPEXBbPSHE Ha hannose OT NybnmyHaTa NoTpebuTencka KyTns u 3anMcBaHeTo UM B
nankara SMB.

. 3apganTe naponara 3a notpebutenckara KyTus.

MecTononoxeHue Ha HacTpoikara: [Utility] (MomowuHa nporpama) - [Administrator] (AopMmuHucTpaTop) - [Box]
(KyTns) - [User Box List] (Cnmcbk Ha noTpebutencka KyTus)

HacTpoiika Ha enemeHT MpenopbunTenHa HacTpolika

[SMB Communication [Encrypt] (KpunTtupaHe)
Encryption]

(SMB kpunTupaHe Ha

KOMYHUKaLmsl)

SMB nognuc

MecTononoxxeHue Ha HacTpoikara: [Utility] (MomoLuHa nporpama) - [Administrator] (AgpMuHUCTpaTop) -
[Network] (Mpexxa) - [SMB Setting] (Hactpoiika SMB) - [SMB Server Settings] (Hactpoikn Ha SMB cbpBbp)

HacTpoWka Ha enemeHT MpenopbunTenHa HacTpomKa
[SMB security Signature [Required] (N3nckBaHo)
Setting]

(HacTtpoiika Ha SMB nognnc
3a CMrypHocT)
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2.2.2

2.2.3

224

SMB knueHT

ABTeHTMKauusTa Ype3 Kerberos n3nona3sa TEXHOMOMS 3a CUITHO KPUMTUPAHE, KOETO 3HAYUTENHO Hamansea
pucka oT Kpaxba Ha MAEHTUUKALMOHHN AaHHWN MO BPEME Ha Npoueca Ha aBTeHTUKauus. To CbLLo Taka
ocurypsiea LIefiocTTa Ha faHHUTe, KaTo npepoTeparssa hanwumnduumMpaHeTo Ha AaHHU MexXay nojaTens n
nony4atens, kakto n NTLM atakuTe.

MecTtononoxeHune Ha HacTporikaTa: [Utility] (MomowyHa nporpama) - [Administrator] (AgpmuHucTparop) -
[Network] (Mpexa) - [SMB Setting] (Hactpoiika SMB) - [Client Setting] (HacTpoiika Ha KnmeHT)

HacTtpoiika Ha enemeHT MpenopbunTenHa HacTpoiika

[SMB Authentication [Kerberos]
Setting]

(Hactpoiika SMB

aBTeHTUKaLms)

SNMP

3apaiite kpuntupaHeTo Ype3 SNMPv3. Ako ce fob6aBu 1 HacTpoikaTa 3a aBTEHTUKAUNS, MOXETe
OOMbJIHUTENHO Aa nosuwnte 6e3onacHocTTa. PuckoseTe 3a curypHocTTa ca noyTuy cblynte Kato npu SMB.

MecTtononoxeHune Ha HacTporikaTa: [Utility] (MomowyHa nporpama) - [Administrator] (AgpmuHucTparop) -
[Network] (Mpexxa) - [SNMP Setting] (HacTtpoiika SNMP)

HacTtpowka Ha enemeHT MpenopbuuTenHa HacTpomka

[SNMP Setting] [SNMP v3(IP)]

(HacTtpoiika SNMP)

[Encryption Algorithm] [AES-128]

(AnropuTbM 3a KpUNTMpaHe)

[Authentication Method] N36epeTe [SHA-256], [SHA-384], unn [SHA-512].
(MeTop 3a aBTEeHTMKaLUS)

IPsec

MecTononoxeHue Ha HacTpoikara: [Utility] (MomowwHa nporpama) - [Administrator] (AgMuHncTpartop) -
[Network] (Mpexa) - [TCP/IP Setting] (Hactpoiika Ha TCP/IP) - [IPsec] - [IPsec Setting] (HacTtpolika IPsec)

[IKEv2]

HacTpoiika Ha enemeHT MpenopbunTenHa HacTpoiika

[Encryption Algorithm] [AES-CBC] ([256]/[192 and 256] (192 n 256)/[All] (Bcu4kn))
(AnropuTbM 3a KpUNTMpaHe)

[Authentication Algorithm] [SHA-2] ([256]/[384]/[512]/[256 and 384] (256 n 384)/[384 and 512]

(AnropuTbm 3a (384 n 512)/[All] (Bcuukn)), [AES-XCBC]
aBTEeHTUKaUuS)
[Diffie-Hellman Group] [Group 14] (Tpyna 14), [Group 19] (Mpyna 19)

(Mpyna Diffie-Hellman)

[SA]
HacTpowka Ha enemeHT MpenopbynTenHa HacTpomnka
[Encapsulation Mode] [Tunnel] (TyHen), [Transport] (TpaHcnopT)
(Pe>xvm Ha KancynupaHe)
[Security Protocol] [ESP]
(MpoToKon 3a cUrypHocT)
[Key Exchange Method] [IKEv2]
(MeTop 3a o6MeH Ha
KJH04OBE)
[Authentication Method] [Digital Signature] (AurutaneH nognuc)
(MeTop 3a aBTeHTMKaLWS)
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2.2.5

HacTpoWka Ha enemeHT

MpenopbynTenHa HacTpomnKa

[ESP Encryption Algorithm]
(ESP Anroputbm 3a
KpunTrpaHe)

[AES-GCM] ([256)/[192 and 256 (192 1 256))/[All] (Beuukm)), [AES-GCM-64]
(1256)/[192 and 256] (192 n 256)/[All] (Bendkn)), [ENC_NULL_AES_GMAC]
([256]/[192 and 256] (192 1 256)/[All] (Bcnukm))

[Perfect Forward Secrecy]
(MepdekTHa cUrypHoCT Ha
npegasaHeTo)

ON (BKI)

[Diffie-Hellman Group(IKEv2)]
(F'pyna Diffie-Hellman (IKEv2))
- [Priority1-4]

(MpuoputeT 1-4)

S/MIME

[Group 14] (Tpyna 14), [Group 19] (Mpyna 19)

Ako nanonseare onuuoHanHua S/MIME npwu na3npaliaHe Ha eleKTpoHHa MoLLa, MOXeTe Aa Kpuntupare
CbObPXaHVETO Ha eNeKTPOoHHaTa noLla, 3a Aa NpefoTeparvTe NoacnyLlwBaHe 1 Aa noTsbpanTe
CamMOJINYHOCTTA Ha M3npaliada ¢ efiekKTpoHeH noanuc. Toea e ebekTuBHa MApKa cpelly danwmdbuympaqHe

1 QULLNHT M3MaMW.

MecTononoxeHue Ha HacTpoikara: [Utility] (MomoLuHa nporpama) - [Administrator] (AoMuH1cTpaTtop) -
[Network] (Mpexa) - [E-mail Setting] (HacTpolika Ha nmeinn) - [S/MIME]

HacTpoiika Ha enemeHT

MpenopbunTenHa HacTpolika

[Digital Signature]
(OurutaneH nognumc)

[Always add signature] (BuHarn go6assin nognmc)

[Digital Signature Type] [SHA-256]
(Twun gurnTaneH nognuc)
[E-Mail Text Encrypt. [AES-256]

Method]
(MeTop 3a kpunTupaHe Ha
TekcTa Ha umenn)
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3.1

3.2

3.3

3apaBaHe Ha BanugupaHeTo Ha cepTudukara

Korato nsnonasare TLS kpunTnpaHa KOMyHUKauus, 3a a HamanuTe Bb3AeNCTBNETO Ha aTaku Tvn "man-i
the-middle" (MITM), npenopbyBamMe fa n3non3earte BanngnpaHe Ha ceptudurkaTa. 3a enemeHTUTe 3a
BaNMampaHe npenopbyBame fa akTnBupaTe MUHUMYM fartata Ha u3TudaHe Ha cepTudurkaTa u BepuraTta.

n-

AKO ce Hanpasu oNnT 3a CBbP3BaHe C HacnefeHa cpefa, KOSATO He pasnonara ¢ PyHKUMs 3a BavanpaHe Ha

cepTtudukar, puckbT oT atakm Tin MITM ce yBenuyaga. NpenopbyBame BY Aa ro M3nonssare B 3alyTeH
MpexoBa cpefa.

a

BanugupaHeTo Ha cepTudumkara ot ctpaHa Ha MFP ce npenopbyBa npu cnegHuTe KINMEHTCKN YHKLUN Ha

MFP. 3a nogpo6HOCTM OTHOCHO MecTaTa 3a HacTPOiKa BUXKTE CliefHuTe pasgaeni.

POP, SMTP (Ctaptupate TLS/SMTP npes SSL), [EEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP),

IPSec, WebDAV, LDAP, DPWS, OtnaneveH naHen

CbBeTHn

BanngnpaHeTto Ha cepTudmkara oT cTpaHa kKnvmeHTa BbB Bpb3ka ¢ MFP ce npenopbysa npu cnegHuTe
KNneHTckn yHkumn Ha MFP.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / OTgane4eH nanen), TCP nopt

POP

MecTonono)xxeHue Ha HacTpoikara: [Utility] (MomoLHa nporpama) - [Administrator] (AoMuHucTpaTtop) -
[Network] (Mpexa) - [E-mail Setting] (HacTponka Ha nmein) - [E-mail RX (POP)] (Mmenn RX (POP))

HacTpowka Ha enemeHT MpenopbunTenHa HacTpomnKa
[Certificate Verification [Expiration Date] (daTa Ha n3tnyaHe Ha cpoka Ha BanmgHocT): ON (BKJ)
Level Settings] [Chain] (Bepwura): ON (BKJ1)

(HacTpoiiku Ha HMBOTO Ha
nposepka Ha cepTudukara)

SMTP

MecTonono)xxeHune Ha HacTpoikara: [Utility] (MomoLuHa nporpama) - [Administrator] (AoMuHucTpaTop) -
[Network] (Mpexa) - [E-mail Setting] (HacTpoiika Ha umein) - [E-mail TX] (Mmenn TX)

HacTtpowka Ha enemeHT MpenopbunTenHa HacTpomnkKa
[Certificate Verification [Expiration Date] (OaTta Ha n3tnyaHe Ha cpoka Ha BanugHocT): ON (BKIJ)
Level Settings] [Chain] (Bepura): ON (BKJ1)

(HacTpoiiku Ha HMBOTO Ha
npoBepKa Ha cepTudukaTa)

IEEE802.1X Auth

MecTtononoxxeHune Ha HacTporikaTa: [Utility] (MomowyHa nporpama) - [Administrator] (AgpmuHucTparop) -
[Network] (Mpexa) - [[EEE802.1X Authentication Setting] (Hactpoiika IEEE802.1X aBTeHTMKaLusl)
[IEEE802.1X Authentication Setting] (HacTpoiika IEEE802.1X aBTeHTUKauwms) - [Supplicant Setting]
(HacTpoiika Ha 3asBuTen)

HacTpowka Ha enemeHT MpenopbunTenHa HacTpomnkKa
[Certificate Verification [Expiration Date] (daTa Ha n3tnyaHe Ha cpoka Ha BanmgHocT): ON (BKJ)
Level Settings] [Chain] (Bepwura): ON (BKJ1)

(HacTpoiiku Ha HMBOTO Ha
nposepka Ha cepTudukara)

MpenopbKy 3a 3alyTEHN MPEXOBU YCTPOCTBa
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3.4

3.5

3.6

3.7

IPsec

MecTononoxeHue Ha HacTpoikara: [Utility] (MomoLuHa nporpama) - [Administrator] (AoMuHucTpaTtop) -
[Network] (Mpexa) - [TCP/IP Setting] (HacTtpoiika Ha TCP/IP) - [IPsec] - [Enable IPsec] (AkTBrpaHe Ha IPsec)

HacTpoiika Ha enemeHT MpenopbuuTenHa HacTponka

[Certificate Verification [Expiration Date] (Oata Ha n3tu4aHe Ha cpoka Ha sanmgHocT): [Confirm]
Level Settings] (MoTBBPXOABAHE)

(HacTpoiikun Ha HNBOTO Ha [Chain] (Bepwura): [Confirm] (MoTebprxaaBaHe)

npoBepKa Ha cepTudurkara)

CbBeTHn

B [IPsec Setting] (HacTtpoiika IPsec), nbpso peructpupante enemeHtu [IKE], [SA], [Peer], n [Protocol Setting]
(HacTtpoiika npoTokon).

WebDAVClient

MecTononoxxeHue Ha HacTpowkara: [Utility] (MomoLuHa nporpama) - [Administrator] (AgpMuH1cTpaTop) -
[Network] (Mpexa) - [WebDAV Settings] (Hactporku Ha WebDAV) - [WebDAV Client Settings] (HacTporiku Ha
KnneHT Ha WebDAV)

HacTpowka Ha enemeHT MpenopbunTenHa HacTpomnka
[Certificate Verification [Expiration Date] (0aTa Ha natnyaHe Ha cpoka Ha BanugHocT): ON (BKI)
Level Settings] [Chain] (Bepwura): ON (BKJ1)

(HacTpoiku Ha HMBOTO Ha
nposepka Ha cepTudukara)

LDAP

MecTononoxeHue Ha HacTpowkara: [Utility] (MomoLuHa nporpama) - [Administrator] (ApMuH1cTpaTop) -
[Network] (Mpexa) - [LDAP Setting] (HacTtpoiika LDAP) - [Setting Up LDAP] (HactpoiieaHe Ha LDAP)

HacTpowka Ha enemeHT MpenopbunTenHa HacTpomKa
[Certificate Verification [Expiration Date] (0aTa Ha natnyaHe Ha cpoka Ha BanugHocT): ON (BKI)
Level Settings] [Chain] (Bepwura): ON (BKJ1)

(HacTpoiwikn Ha HMBOTO Ha
npoBepka Ha cepTuduKara)

DPWS

MecTononoxeHue Ha HacTpoikara: [Utility] (MomoLuHa nporpama) - [Administrator] (ApMuH1CTpaTop) -
[Network] (Mpexxa) - [DPWS Settings] (HacTtpoiikn Ha DPWS) - [DPWS Common Settings] (O6Lum HacTpoinku
Ha DPWS)

HacTpowka Ha enemeHT MpenopbunTenHa HacTpomKa
[Certificate Verification [Expiration Date] (0aTa Ha natnyaHe Ha cpoka Ha BanugHocT): ON (BKI)
Level Settings] [Chain] (Bepwura): ON (BKJ1)

(HacTpowikn Ha HMBOTO Ha
npoBepka Ha cepTudurKara)
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3.8

3.9

OpenAPI

MecTononoxeHue Ha HacTpoikara: [Utility] (MomowHa nporpama) - [Administrator] (AgMuHucTpaTop) -
[Network] (Mpexa) - [OpenAPI Setting] (HacTpoiika Ha OpenAPI) - [OpenAPI Setting] (HacTpoiika Ha

OpenAPI)
HacTtpoiika Ha enemeHT MpenopbunTenHa HacTponkKa
[Certificate Verification [Expiration Date] (ata Ha natndaHe Ha cpoka Ha sanugHocT): ON (BKJT)
Level Settings] [Chain] (Bepura): ON (BKJ1)

(HacTpoiku Ha HMBOTO Ha
npoBepKa Ha cepTudurkara)

RemotePanel (OTnane4yeH naHen)

MecTononoxeHue Ha HacTpoikara: [Utility] (MomowwHa nporpama) - [Administrator] (AgMuHucTpartop) -
[Network] (Mpexa) - [Remote Panel Settings] (HacTtpolikn Ha oTaanedeH naxen) - [Remote Panel Client
Settings] (HacTpoiikn Ha KNMEHT Ha oTAane4YeH naHen)

HacTtpoiika Ha enemeHT MpenopbunTenHa HacTponkKa
[Certificate Verification [Expiration Date] (data Ha natndaHe Ha cpoka Ha sanugHocT): ON (BKJT)
Level Settings] [Chain] (Bepura): ON (BKJ1)

(HacTpoiku Ha HMBOTO Ha
npoBepKa Ha cepTudurkara)

MpenopbKy 3a 3alyTEHN MPEXOBU YCTPOCTBa
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E— 1111
4 HOonbnHutenHa nicopmauna 3a CUrypHocTTa
4.1 Mpenopbka 3a Han-[OOPMN NPAKTUKN

MpenopbyBame anropuTM1Te 3a KPUNTUPaHE, KOUTO LLE Ce M3MON3BaT, Aa OTroBapsaT Ha HACTPOVKUTE
Ha Han-pobpute NPakTUKKU, Npenopbyann B Hacokute Ha AreHuusita Ha EC 3a kubepcurypHocT (EUCC)
OTHOCHO KpUMTUPAHETO U Ha MexaHn3ma, ofobpeH oT Pa6oTHaTa rpyna no kpuntorpadus SOGIS.

Mo-pony e npeacTaBeH CNMCHK Ha anrOpUTMUTE 3a KPUMTHPAaHE Y Ob/MKUHUTE HA KITIOYOBETE, MPEenopbYaHin
B Hacokunte Ha EUCC 3a kpuntupaHe B Ha MexaHu3ma, ogobpeH ot PaboTHaTa rpyna no kpunrorpacgus

SOGIS.

EnemeHT

MpenopbunTenHa HacTpolika

ANropuTMK 32 KpUNTUPaHe

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

[bmxrHa Ha knoya 3a
KpunTupaHe

CbBeTHn

RSA: 2048 6uTa unu nose4ye
ECC: 256 6uta nnm nose4e
AES: 256 6uTta

3a noseve NogpobHOCTU BIKTE Hal-HOBUTE Hacoku Ha EUCC 3a kpunTtupaHe n mexaHm3ma Ha paboTHaTta

rpyna Ha SOGIS.
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4.2

Mpepna3Hu MepKn 3a KOMYHUKaLUSA C HacnegeHu cucteMmmu

I'Ipe,u,nonara Cce, 4He 3a KOMyHUMKauuna ¢ HacneneHnTe CUCTeMn ce ns3nonseat crieaHnTe NPOTOKONN U BEPCUN.

M3nonasaHeTo Ha HacneneHn HaCTpOI7IKVI yBenm4aBsa pUCKoOBeTe 3a CUr'ypHOCTTa, 3atoBa rm nanonasanTe B

3aujTeHa MpexxoBa cpena.

EnemeHT HacnepeHun HacTponku

MpoTokon SLP
FTP
SMB (3.0 nnu no-paHHa Bepcusi, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: 3aBucu oT cbpBbpa/M3kin.)
DPWS
TCP nopt

ANropuTMKM 3a KpUNTUpaHe

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

[bmxyHa Ha knova 3a
KpuUnTupaHe

HacnepeHu HacTpowuku

[IKEV1]

HacTtpoiika Ha enemeHT

RSA: 1024 6uTa nnu no-masnko
ECC: 160 6uta nnu no-manko
AES: 128 6uta nnm no-masnko
DES: 56 6uTta

3DES: 112 6uta

Ha IPsec

HacnegeHu HacTpoiku

[Encryption Algorithm]
(AnropuTbM 3a KpUNTUpPaHe)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 1 192))

[Authentication Algorithm]
(Anroputsbm 3a
aBTeHTUKaLWs)

He ce nasnonsea

[Diffie-Hellman Group]
(M'pyna Diffie-Hellman)

[IKEv2]

HacTtpoiika Ha enemeHT

[Group 1] (Tpyna 1), [Group 2] (Tpyna 2), [Group 5] (MTpyna 5)

HacnegeHu HacTpoiku

[Encryption Algorithm]
(AnropuTbM 3a KpUNTMpaHe)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192]/[128 and 192] (128 1 192))

[Authentication Algorithm]
(AnroputbMm 3a
aBTeHTUKaLWs)

He ce nsnonsea

[Diffie-Hellman Group]
(Fpyna Diffie-Hellman)

[SA]

HacTpoiika Ha enemeHT

[Group 1] (Tpyna 1), [Group 2] (Tpyna 2), [Group 5] (MTpyna 5)

HacnepeHun HacTpoiiku

[Key Exchange Method]
(MeTop 3a 06MeH Ha
KJHo4OBE)

[IKEV1]

[Authentication Method]
(MeTopg 3a aBTeHTMKaUNS)

[Digital Signature] (AurutaneH nognuc)
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HacTpoWka Ha enemeHT

HacnepeHun HacTponku

[ESP Encryption Algorithm]
(ESP Anroputbm 3a
KpunTrpaHe)

[3DES-CBC] ([128]/[192)/[128 and 192] (128 1 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 1 192))

[AES-GCM] ([128]/[192)/[128 and 192] (128 n 192))
[AES-GCM-64] ([128]/[192)/[128 and 192] (128 n 192))
[ENC_NULL_AES_GMAGC] ([128]/[192)/[128 and 192] (128 1 192))

[Perfect Forward Secrecy]
(MepdekTHa curypHocT Ha
npenaBaHeTo)

ON (BKN)

[Diffie-Hellman Group(IKEv1)]
(Fpyna Diffie-Hellman (IKEv1))

[Group 1] (Tpyna 1), [Group 2] (Tpyna 2), [Group 5] (Tpyna 5)

MpenopbKy 3a 3alyTEHN MPEXOBU YCTPOCTBa
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4

4.3

MpexxoBu nHTepdencu n ycnyru, Halim4yHu oLle Npu gocTaBkaTa

OT 3aBoaa
Bwpg ycnyra MpoTokon Homep Ha nopT
DHCP UDP 68
HTTP cbpBbp TCP 80
Ycnyra 3a umeHa NETBIOS UDP 137
Ycnyra NETBIOS Datagram Service UDP 138
SNMP UDP 161
HTTP cbpBbp npe3 SSL / IPP npea SSL TCP 443
LPD OtneuarsaHe TCP 515
DHCPV6 knuneHT UDP 546
IPP OtneyvatBaHe TCP 631
MFPIF UDP 1900
Yeb ycnyra UDP 3702
LLMNR UDP 5355
HTTP (IWS-tool) TCP 8091
RAW OtnevartsaHe TCP 9100
RAW OtneyatBaHe TCP 9112
RAW OtneyatsaHe TCP 9113
RAW OtnevartBaHe TCP 9114
RAW OtneyatBaHe TCP 9115
RAW OtneyatsaHe TCP 9116
OpenAPI TCP 50001

MpenopbKy 3a 3alyTEHN MPEXOBU YCTPOCTBa
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4.4 3a BanuaupaHeTo Ha BXOAHUN AaHHU

3a 6pos Ha cMMBONNTE, KOMTO TPsAGBa Aa ce BbBeAaT 3a MPEXOBM HACTPONKM, U T.H., BUXKTE BCEKUN OT
efleMeHTUTE 3a HacTpolka B PLKOBOACTBOTO 3a NOTpebuTens.

B 3aBMCUMOCT OT KOAMPAHETO Ha €31Ka, MaKCUManHUAT JONyCTMM BXOZ (gaHHu, 3anmcaHn B MFP) 3a
€N1EMEHTN, KOUTO MOAABbP>XXAT MHOro6anToBM CUMBOMU, MOXE Aa 6bAe TpU MbTY NOBeYe OT 6pOos Ha
CUMBONUTE.

MpenopbKy 3a 3alyTEHN MPEXOBU YCTPOCTBa
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O této prirucce
Tato pfiru¢ka popisuje informace a nastaveni, které umozniuji bezpecné pouzivani zafizeni.

P¥i pfipojovani zafizeni k siti je pouzivejte v prostfedi chranéném branou firewall. DoporuCujeme také nastavit
soukromou IP adresu pro IP adresu pocitace.

Nastaveni soukromé IP adresy umozniuje pfistup k zafizeni pouze uzivatellm v mistni siti, napfiklad v interni
siti LAN, a zabranuje neopravnénému pfistupu zvendéi.

Pokud potfebujete pouzivat globalni IP adresu, nezapomerite toto zafizeni nainstalovat do brany firewall.
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1

1.1

1.2

Nastaveni filtrovani IP adres

Filtrovani IP adres je funkce, kterd omezuje zafizeni, kterd mohou pfistupovat k vaSemu zafizeni v zavislosti
na IP adrese. Spravnym nastavenim této funkce miZete omezit pfistup z neautorizovanych zafizeni.

Funkci filtrovani IP adres zafizeni Ize nastavit jednim z nasledujicich dvou zptsobd.

Filtrovani IP adres
Ruc¢né zadejte rozsah IP adres, ke kterym chcete povolit nebo zakazat pfistup.

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [TCP/IP Setting] (Nastaveni
TCP/IP) - [IP Address Filtering] (Filtrovani IP adres)

Tipy
Nastavte povolené nebo zakazané IP adresy tak, aby vyhovovaly vaSemu prostredi.

Rychlé filtrovani IP

Rozsah IP adres, které umoznuiji pfistup, je automaticky nastaven na zakladé IP adresy a masky podsité
nastavené v zafizeni.

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [TCP/IP Setting] (Nastaveni
TCP/IP) - [Quick IP Filtering] (Rychlé filtrovani IP)

Doporucené nastaveni: [Synchronize IP Address] (Synchronizace IP adresy)/[Synchronize Subnet Mask]
(Synchronizace masky podsité) *

* Vyberte si jednu z nich podle svého prostredi.
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2

2.1

2.1.1

2.1.2

Nastaveni sSifrované komunikace

Doporucujeme pouzivat nasledujici Sifrovanou komunikaci, abyste zabranili odposlechu dat, manipulaci
s daty a Unosu relace.

Sifrovani TLS
Pro snizeni rizika zranitelnosti doporu€ujeme nakonfigurovat nasledujici nastaveni.

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Security] (Zabezpeceni) - [PKI Settings]
(Nastaveni PKI) - [Enable SSL Version] (Povolit verzi SSL)

Polozka nastaveni Doporuéené nastaveni

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Rezim spravce a uzivatelsky rezim)
(Rezim pomoci SSL/TLS)

[SSL/TLS Version Setting] TLS1.2
(Nastaveni verze SSL/TLS) TLS1.3 (nekompatibilni s IEEE802.1X)

[Encryption Strength] AES-256
(Sila sifrovani)

Prvotni certifikat je instalovan ve vyrobnim zavodé. Pokud potrebujete jiny certifikat, zaregistrujte si novy na
nasledujicim misté.

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Security] (Zabezpeceni) - [PKI Settings]
(Nastaveni PKI) - [Device Certificate Setting] (Nastaveni certifikatu zafizeni)

Polozka nastaveni Doporuéené nastaveni
[Encryption Key Type] RSA-2048_SHA-256
(Typ Sifrovaciho klice) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

Sifrovani TLS je podporovano pro nasledujici protokoly a sluzby. Podrobné informace o nastaveni umisténi
najdete v nasledujicich ¢astech.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (spustit TLS, SMTP pres SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

Soket TCP

HTTP (Web Connection) (webové pripojeni)

Pokud povolite [Enable SSL Version] (Povolit verzi SSL), rezim komunikace se automaticky pfepne na
Sifrovanou komunikaci TLS (HTTPS).

WebDAVServer

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [WebDAV Settings]
(Nastaveni WebDAV) - [WebDAV Server Settings] (Nastaveni serveru WebDAV)

Polozka nastaveni ‘ Doporuéené nastaveni

[Nastaveni SSL] ‘ [SSL Only] (Pouze SSL)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [HTTP Server Settings]
(Nastaveni serveru HTTP)

Polozka nastaveni ‘ Doporucéené nastaveni

[IPP-SSL Settings] [SSL Only] (Pouze SSL)
(Nastaveni IPP-SSL)

OpenAPI

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [OpenAPI Setting]
(Nastaveni OpenAPI) - [OpenAPI Setting] (Nastaveni OpenAPI)

Polozka nastaveni ‘ Doporucéené nastaveni

[SSL/Port Settings] [SSL Only] (Pouze SSL)
(Nastaveni SSL/portu)

RemotePanel

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [Remote Panel Settings]
(Nastaveni dalkového ovladani) - [Remote Panel Server Settings] (Nastaveni serveru dalkového ovladani)

Polozka nastaveni ‘ Doporuéené nastaveni
[Port No. (SSL)] | [50443]
Tipy

Pokud povolite [Enable SSL Version] (Povolit verzi SSL), komunikace se automaticky prepne na Sifrovanou
komunikaci TLS. Zadeijte Cislo portu.

DPWS

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [DPWS Settings]
(Nastaveni DPWS) - [DPWS Common Settings] (Obecna nastaveni DPWS)

Polozka nastaveni ‘ Doporuéené nastaveni
[Nastaveni SSL] ‘ ZAP
POP

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [E-mail Setting] (Nastaveni
e-mailu) - [E-mail RX (POP)]

Polozka nastaveni ‘ Doporuéené nastaveni
[Povolit SSL] | zaP
SMTP

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [E-mail Setting] (Nastaveni
e-mailu) - [E-mail TX (SMTP)]

Polozka nastaveni ‘ Doporuéené nastaveni

[Nastaveni SSL/TLS] ‘ [SMTP pres SSL]
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2.1.9

2.1.10

2.1.11

IEEE802.1X Auth

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [[EEE802.1X
Authentication Setting] (Nastaveni ovéfovani IEEE802.1X) - [[IEEE802.1X Authentication Setting] (Nastaveni
ovérovani IEEE802.1X) - [Supplicant Setting] (Nastaveni zadajiciho)

Polozka nastaveni ‘ Doporucené nastaveni
[Typ EAP] ‘ Zvolte [EAP-TLS], [EAP-TTLS] nebo [PEAP].
LDAP

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [LDAP Setting] (Nastaveni
LDAP) - [Setting Up LDAP] (Nastaveni LDAP)

Polozka nastaveni ‘ Doporucené nastaveni
[Povolit SSL] ‘ ZAP
Soket TCP

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [TCP Socket Setting]
(Nastaveni soketu TCP)

Polozka nastaveni ‘ Doporucené nastaveni
[Use SSL/TLS] ZAP
(Pouzit SSL/TLS)
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2.2

2.2.1

Ostatni sifrovani

Pro snizeni rizika zranitelnosti doporu¢ujeme nakonfigurovat nasledujici nastaveni. Podrobné informace
o nastaveni vSech funkci najdete v nasledujicich ¢astech.

Funkce Doporuéené nastaveni
SMBServer SMB Encryption (Sifrovani slozky SMB), SMB Signature (Podpis SMB)
SMBClient Kerberos Authentication (Ovérovani Kerberos)
SNMP SNMPv3
IPsec IKEv2
S/MIME ZAP
SMBServer

Pouziti Sifrovani SMB a podpisu SMB m{ze snizit nasledujici bezpeénostni rizika.
° Odposlouchavani: ZlomyslIna tieti strana mze zachytit komunikaci a ukrast osobni nebo divérné
informace.

. Manipulace s daty: Existuje riziko, Ze obsah komunikace mize byt narusen itokem MITM (Man-In-The-
Middle Attack).

. Spoofing: Pokud jsou ovéfovaci Udaje odcizeny, mize se tieti strana vydavat za legitimniho uzivatele
a ziskat neopravnény pfistup.

° Unik informaci: Nesifrovanou komunikaci lze snadno zachytit, zejména ve vefejnych sitich Wi-Fi, coz
zvysuije riziko Uniku osobnich Udajd a informaci o kreditnich kartach.

SMB Encryption (Sifrovani slozky SMB)

Predpoklady

° Vytvorte verejnou schranku. Nakonfigurujte také nastaveni automatického prenosu soubord z verejné
schranky a jejich ukladani do slozky SMB.

° Zadejte heslo pro schranku.

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Box] (Schranka) - [User Box List] (Seznam
schranek)

Polozka nastaveni Doporuéené nastaveni
[SMB Communication [Encrypt] (Sifrovani)
Encryption]

(Sifrovani komunikace SMB)

Podpis SMB

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [SMB Setting] (Nastaveni
SMB) - [SMB Server Settings] (Nastaveni serveru SMB)

Polozka nastaveni Doporuéené nastaveni
[SMB security Signature [Vyzadovano]
Setting]

(Nastaveni podpisu
zabezpeceni SMB)
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2.2.2

2.2.3

2.2.4

SMBClient

Ovérovani Kerberos vyuziva silnou Sifrovaci technologii, ktera vyrazné snizuje riziko odcizeni povéfeni béhem
procesu ovérovani. Zajistuje také integritu dat a zabrariuje manipulaci s daty mezi odesilatelem a pfijemcem
i utoklm na prenos NTLM.

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [SMB Setting] (Nastaveni

SMB) - [Client Setting] (Nastaveni klienta)

Polozka nastaveni

Doporuéené nastaveni

[SMB Authentication
Setting]

(Nastaveni ovérovani SMB)

SNMP

[Kerberos]

Nastavte Sifrovani pomoci SNMPv3. Pokud pridate také nastaveni ovéfovani, mlzete bezpecnost jesté
zvysit. Bezpec€nostni rizika jsou pfiblizné stejna jako u SMB.

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [SNMP Setting] (Nastaveni

SNMP)

Polozka nastaveni

Doporucené nastaveni

[Nastaveni SNMP]

[SNMP v3(IP)]

[Algoritmus Sifrovani]

[AES-128]

[ZpUsob ovéreni]

IPsec

Zvolte [SHA-256], [SHA-384] nebo [SHA-512].

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [TCP/IP Setting] (Nastaveni
TCP/IP) - [IPsec] - [IPsec Setting] (Nastaveni IPsec)

[IKEv2]

Polozka nastaveni

Doporucené nastaveni

[Algoritmus Sifrovani]

[AES-CBC] ([256]/[192 a 256]/[V&e])

[Algoritmus ovéreni]

[SHA-2] (1256]/[384)/[512]/[256 a 384]/[384 a 512]/[Vie]), [AES-XCBC]

[Skupina Diffie-Hellman]

[SA]

Polozka nastaveni

[Group 14] (Skupina 14), [Group 19] (Skupina 19)

Doporucené nastaveni

[Zapouzdreny rezim]

[Tunnel] (Tunel), [Transport] (Doprava)

[Bezpecnostni protokol]

[ESP]

[Metoda vymény klice]

[IKEV2]

[Zplsob ovéreni]

[Digitalni podpis]

[Algoritmus Sifrovani ESP]

[AES-GCM] ([256]/[192 a 256]/[V&e]), [AES-GCM-64] ([256)/[192
a 256]/[V&e]), [ENC_NULL_AES_GMAC] ([256)/[192 a 256]/[Vse))

[UpIné dopredné utajent]

ZAP

[Diffie-Hellman
Group(IKEv2)]

(Skupina Diffie-Hellman
[IKEV2]) - [Priority1-4]
(Priorita 1-4)

[Group 14] (Skupina 14), [Group 19] (Skupina 19)
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2.2.5 S/MIME

Pokud pfi odesilani e-maildl pouzivate volitelny protokol S/MIME, miZete obsah e-mailu Sifrovat, abyste
zabranili odposlechu, a ovéfit totoznost odesilatele pomoci elektronického podpisu. Jedna se o u¢inné
opatreni proti podvodim typu spoofing a phishing.

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [E-mail Setting] (Nastaveni
e-mailu) - [S/MIME]

Polozka nastaveni Doporuéené nastaveni

[Digitalni podpis] [Always add signature] (Vzdy pfidejte podpis)
[Typ digitalniho podpisu] [SHA-256]

[E-Mail Text Encrypt. [AES-256]

Method]

(Zptisob Sifrovani textu

e-mailu)
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3

3.1

3.2

3.3

Nastaveni ovéreni certifikatu

Pfi pouziti Sifrované komunikace TLS pro snizeni dopadu Utokd typu man-in-the-middle doporuujeme pouzit
ovéreni certifikatu. U polozek ovéfovani doporuc¢ujeme povolit alespor datum vyprseni platnosti certifikatu
a fetézec.

Pfi pokusu o pfipojeni k star§imu prostredi, které nema funkci ovérovani certifikatl, se zvysuje riziko Utokd
typu man-in-the-middle. Doporucujeme jej pouzivat v zabezpeceném sitovém prostredi.

Ovéreni certifikatu na strané multifunkéniho zafizeni se doporuéuje v nasledujicich funkcich klienta
multifunkéniho zafizeni. Podrobné informace o nastaveni umisténi najdete v nasledujicich ¢astech.
POP, SMTP (spustit TLS/SMTP pies SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP),
IPSec, WebDAYV, LDAP, DPWS, RemotePanel

Tipy
Oveéreni certifikatu na strané klienta pripojeného k multifunkénimu zafizeni se doporucuje v nasledujicich

funkcich serveru multifunkéniho zafizeni.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), soket TCP

POP

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [E-mail Setting] (Nastaveni
e-mailu) - [E-mail RX (POP)]

Polozka nastaveni Doporucené nastaveni

[Certificate Verification [Expiration Date] (Datum vyprSeni platnosti): ZAP
Level Settings] [Chain] (Retéz): ZAP

(Nastaveni urovné ovéreni

certifikatu)

SMTP

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [E-mail Setting] (Nastaveni
e-mailu) - [E-mail TX (SMTP)]

Polozka nastaveni Doporucené nastaveni
[Certificate Verification [Expiration Date] (Datum vyprseni platnosti): ZAP
Level Settings] [Chain] (Retéz): ZAP
(Nastaveni urovné ovéreni
certifikatu)
IEEE802.1X Auth

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [[IEEE802.1X
Authentication Setting] (Nastaveni ovérovani IEEE802.1X) - [IEEE802.1X Authentication Setting] (Nastaveni
oveérovani IEEE802.1X) - [Supplicant Setting] (Nastaveni zadajiciho)

Polozka nastaveni Doporucené nastaveni

[Certificate Verification [Expiration Date] (Datum vyprseni platnosti): ZAP
Level Settings] [Chain] (Retéz): ZAP

(Nastaveni urovné ovéreni

certifikatu)

Doporuceni pro zabezpelena sitova zarizeni 10



3.4

3.5

3.6

3.7

3.8

IPsec

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [TCP/IP Setting] (Nastaveni
TCP/IP) - [IPsec] - [Enable IPsec] (Povolit IPsec)

Polozka nastaveni Doporuéené nastaveni
[Certificate Verification [Expiration Date] (Datum vyprseni platnosti): [Potvrzeni]
Level Settings] [Chain] (Retéz): [Potvrzeni]
(Nastaveni Urovné ovéreni
certifikatu)
Tipy

In [IPsec Setting] (Nastaveni IPsec) zaregistrujte pfedem polozky [IKE], [SA], [Peer] a [Protocol Setting]
(Nastaveni protokolu).

WebDAVClient

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [WebDAV Settings]
(Nastaveni WebDAV) - [WebDAV Client Settings] (Nastaveni klienta WebDAV)

Polozka nastaveni ‘ Doporucéené nastaveni
[Certificate Verification [Expiration Date] (Datum vyprSeni platnosti): ZAP
Level Settings] [Chain] (Retéz): ZAP
(Nastaveni urovné ovéreni
certifikatu)
LDAP

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [LDAP Setting] (Nastaveni
LDAP) - [Setting Up LDAP] (Nastaveni LDAP)

Polozka nastaveni Doporucéené nastaveni
[Certificate Verification [Expiration Date] (Datum vyprSeni platnosti): ZAP
Level Settings] [Chain] (Retéz): ZAP
(Nastaveni urovné ovéreni
certifikatu)
DPWS

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [DPWS Settings]
(Nastaveni DPWS) - [DPWS Common Settings] (Obecna nastaveni DPWS)

Polozka nastaveni Doporucéené nastaveni
[Certificate Verification [Expiration Date] (Datum vyprseni platnosti): ZAP
Level Settings] [Chain] (Retéz): ZAP
(Nastaveni urovné ovéreni
certifikatu)
OpenAPI

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [OpenAPI Setting]
(Nastaveni OpenAPI) - [OpenAPI Setting] (Nastaveni OpenAPlI)

Polozka nastaveni Doporuéené nastaveni

[Certificate Verification [Expiration Date] (Datum vyprseni platnosti): ZAP
Level Settings] [Chain] (Retéz): ZAP

(Nastaveni urovné ovéreni

certifikatu)
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3.9 RemotePanel

Nastaveni umisténi: [Utility] (Nastroje) - [Administrator] (Spravce) - [Network] (Sit) - [Remote Panel Settings]
(Nastaveni dalkového ovladani) - [Remote Panel Client Settings] (Nastaveni klienta dalkového ovladani)

Polozka nastaveni ‘ Doporuéené nastaveni

[Certificate Verification [Expiration Date] (Datum vyprseni platnosti): ZAP
Level Settings] [Chain] (Retéz): ZAP

(Nastaveni urovné ovéreni

certifikatu)
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SN
4 Dalsi informace o zabezpeceni
4.1 Doporuéeni osvédcéenych postupt

Doporucujeme, aby Sifrovaci algoritmy, které se maji pouzit, odpovidaly nastaveni osvéd¢enych postupl
doporucenych v pokynech EUCC pro kryptografii a v pokynech SOGIS-Agreed-Cryptographic-Mechanisms.

NizZe je uveden seznam Sifrovacich algoritm( a délek kli¢t doporuc¢enych v pokynech EUCC pro kryptografii
a SOGIS-Agreed-Cryptographic-Mechanisms.

Polozka Doporuéené nastaveni

Sifrovaci algoritmy AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Délka sifrovaciho klice RSA: 2 048 bitd nebo vice
ECC: 256 bitl nebo vice
AES: 256 bit(

Tipy
Podrobnosti naleznete v nejnoveéjSich pokynech EUCC pro kryptografii a v SOGIS-Agreed-Cryptographic-
Mechanisms.
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4.2

Opatreni pro komunikaci se starSimi systémy

Pro komunikaci se star§imi systémy se pfedpoklada pouZiti nasledujicich protokolt a verzi.

Pouzivani starSich nastaveni zvySuje bezpecnostni rizika, proto je pouzivejte v zabezpeceném sitovém

prostredi.
Polozka Starsi nastaveni
Protokol SLP
FTP
SMB (3.0 nebo starsi verze, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: Zavisi na serveru/VYP)
DPWS
TCPSocket

Sifrovaci algoritmy

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Délka sifrovaciho klice

Starsi nastaveni IPsec
[IKEv1]

Polozka nastaveni

RSA: 1 024 bitd nebo méné
ECC: 160 bitl nebo méné
AES: 128 bitli nebo méné
DES: 56 bitd

3DES: 112 bitd

Starsi nastaveni

[Algoritmus Sifrovani] [DES-CBC]

[3DES-CBC]

[AES-CBC] ([128)/[192]/[128 a 192])
[Algoritmus ovéreni] Neni pouzito

[Skupina Diffie-Hellman]

[IKEv2]

Polozka nastaveni

[Group 1] (Skupina 1), [Group 2] (Skupina 2), [Group 5] (Skupina 5)

Starsi nastaveni

[Algoritmus Sifrovani] [DES-CBC]

[BDES-CBC]

[AES-CBC] ([128)/[192]/[128 a 192])
[Algoritmus ovéreni] Neni pouzito

[Skupina Diffie-Hellman]

[SA]

Polozka nastaveni

[Group 1] (Skupina 1), [Group 2] (Skupina 2), [Group 5] (Skupina 5)

Starsi nastaveni

[Metoda vymeény klice]

[IKEV1]

[ZpUsob ovéreni]

[Digitalni podpis]

[Algoritmus Sifrovani ESP]

[3DES-CBC] ([128]/[192]/[128 a 192])

[AES-CTR] ([128]/[192)/[128 a 192))

[AES-GCM] ([128]/[192)/[128 a 192))
[AES-GCM-64] ([128]/[192]/[128 a 192])
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 a 192))

[Uplné dopredné utajeni]

ZAP

[Diffie-Hellman Group(IKEv1)]
(Skupina Diffie-Hellman
[IKEv1])

[Group 1] (Skupina 1), [Group 2] (Skupina 2), [Group 5] (Skupina 5)
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4.3

Sitova rozhrani a sluzby dostupné od dodani z vyroby

Typ sluzby Protokol Cislo portu
DHCP UDP 68
Server HTTP TCP 80
Néazev sluzby NETBIOS UDP 137
Datagramova sluzba NETBIOS UDP 138
SNMP UDP 161
Server HTTP pres SSL / IPP pres SSL TCP 443
LPD Print (tisk LPD) TCP 515
Klient DHCPv6 UDP 546
IPP Print (tisk IPP) TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (nastroj IWS) TCP 8091
RAW Print (tisk RAW) TCP 9100
RAW Print (tisk RAW) TCP 9112
RAW Print (tisk RAW) TCP 9113
RAW Print (tisk RAW) TCP 9114
RAW Print (tisk RAW) TCP 9115
RAW Print (tisk RAW) TCP 9116
OpenAPI TCP 50001

Doporuceni pro zabezpelena sitova zarizeni
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4.4 O ovérovani vstupu

Pocet znakd, které je tfeba zadat pro sitova nastaveni atd., najdete u jednotlivych polozek nastaveni
v uzivatelské pfirucce.

V zavislosti na kédovani jazyka mlze byt maximalni povoleny vstup (data uloZzena v multifunkénim zafizeni)
pro polozky, které podporuji vicebajtové znaky, trojnasobny.
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Om denne vejledning

Denne vejledning beskriver oplysninger og indstillinger, der muligger sikker brug af enheder.

Nar du tilslutter maskinen til netveerket, s& brug den i et miljg, der er beskyttet af en firewall. Vi anbefaler ogs3,
at du indstiller en privat IP-adresse som maskinens IP-adresse.

Indstilling af en privat IP-adresse giver kun brugere pa et lokalt netveerk, f.eks. et internt LAN, adgang til
maskinen og forhindrer uautoriseret adgang udefra.

Hvis du har behov for at bruge en global IP-adresse, skal du installere denne maskine bag en firewall.
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1.1

1.2

Sadan indstilles IP-filtrering

IP-filtrering er en funktion, der begraenser enheder, der kan fa adgang til maskinen via IP-adressen. Du kan
begreense adgang for uautoriserede enheder ved at indstille denne funktion korrekt.

Funktionen med IP-filtrering pa denne maskine kan indstilles med en af de to falgende metoder.

IP-filtrering
Manuel angivelse af det IP-adresseinterval, som tillader eller naegter adgang.

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netvaerk) - [TCP/IP Setting] (TCP/IP-
indstilling) - [IP Address Filtering] (IP-filtrering)

Tips
Indstil IP-adresserne, som tillader eller naegter adgang, sa de passer til dit milj.

Hurtig IP-filtrering

Intervallet af IP-adresser, der tillader adgang, baseres automatisk p& den IP-adresse og den undernetmaske,
der er oprettet i denne maskine.

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [TCP/IP Setting] (TCP/IP-
indstilling) - [Quick IP Filtering] (Hurtig IP-filtrering)

Anbefalede indstillinger: [Synchronize IP Address] (Synkroniser IP-adresse)/[Synchronize Subnet Mask]
(Synkroniser undernetmaske)*

* Veelg en af dem, der passer til dit miljg.
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2

2.1

2.1.1

2.1.2

Indstilling af krypteret kommunikation

Vi anbefaler, at du bruger felgende krypterede kommunikation for at forhindre dataaflytning, datamanipu-
lation og session hijacking.

TLS-kryptering
Vi anbefaler, at du konfigurerer folgende indstillinger for at reducere sikkerhedsrisikoen.

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Security] (Sikkerhed) - [PKI Settings] (PKI-
indstillinger) - [Enable SSL Version] (Aktivér SSL-version)

Indstillingselement Anbefalet indstilling

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Administratortilstand og Brugertilstand)
[SSL/TLS Version Setting] TLS1.2

(Indstilling af TLS1.3 (IEEE802.1X inkompatibel)

SSL/TLS-version)

[Encryption Strength] AES-256

(Krypteringsstyrke)

Startcertifikatet installeres p& fabrikken. Hvis du har brug for et andet certifikat, skal du registrere et nyt pa
den falgende placering.

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Security] (Sikkerhed) - [PKI Settings] (PKI-
indstillinger) - [Device Certificate Setting] (Certifikatindstilling for enhed)

Indstillingselement Anbefalet indstilling
[Encryption Key Type] RSA-2048_SHA-256
(Krypteringsnoagletype) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

TLS-krypteringen understattes for falgende protokoller og tjenester. For detaljer om indstilling af placeringer,
se de fglgende afsnit.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP over SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP-stik

HTTP (Web Connection)

Hvis du aktiverer [Enable SSL Version] (Aktivér SSL-version), skifter kommunikationstilstanden automatisk til
TLS-krypteret kommunikation (HTTPS).

WebDAVServer

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netveerk) - [WebDAV Settings]
(WebDAV-indstillinger) - [WebDAV Server Settings] (WebDAV-serverindstillinger)

Indstillingselement ‘ Anbefalet indstilling

[SSL Settings] [Kun SSL]
(SSL-indstillinger)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [HTTP Server Settings]
(HTTP-serverindstillinger)

Indstillingselement ‘ Anbefalet indstilling

[IPP-SSL Settings] [Kun SSL]
(IPP-SSL-indstillinger)

OpenAPI

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [OpenAPI Setting]
(OpenAPI-indstilling) - [OpenAPI Setting] (OpenAPI-indstilling)

Indstillingselement ‘ Anbefalet indstilling

[SSL/Port Settings] [Kun SSL]
(SSL/Port-indstillinger)

RemotePanel (Fjernbetjeningspanel)

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netveerk) - [Remote Panel Settings]
(Indstillinger for fiernbetjeningspanel) - [Remote Panel Server Settings] (Serverindstillinger for fiernbetjenings-
panel)

Indstillingselement ‘ Anbefalet indstilling
[Port No.(SSL)] [50443]
(Portnummer (SSL))

Tips

Hvis du aktiverer [Enable SSL Version] (Aktivér SSL-version), skifter kommunikationen automatisk til TLS-
krypteret tilstand. Angiv et portnummer.

DPWS

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [DPWS Settings] (DPWS-
indstillinger) - [DPWS Common Settings] (Almindelig indstilling af DPWS)

Indstillingselement ‘ Anbefalet indstilling
[SSL Settings] ‘ TIL

(SSL-indstillinger)

POP

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netveerk) - [E-mail Setting]
(E-mailindstilling) - [E-mail RX (POP)] (E-mailmodtagelse (POP))

Indstillingselement ‘ Anbefalet indstilling
[Enable SSL] (Aktivér SSL) | TIL

SMTP

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [E-mail Setting]
(E-mailindstilling) - [E-mail TX (SMTP)] (E-mail-TX (SMTP))

Indstillingselement ‘ Anbefalet indstilling
[SSL/TLS-indstillinger] ‘ [SMTP over SSL]

Anbefalinger til opnéelse af sikre enheder med netvaerksforbindelse



2.1.9

2.1.10

2.1.11

IEEE802.1X Auth

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [IEEE802.1X Authentication
Setting] (IEEE802.1X-identifikationsindstilling) - [[IEEE802.1X Authentication Setting] (EEE802.1X-identifi-
kationsindstilling) - [Supplicant Setting] (Supplikantindstilling)

Indstillingselement ‘ Anbefalet indstilling
[EAP-Type] (EAP-type) ‘ Veelg [EAP-TLS], [EAP-TTLS] eller [PEAP].
LDAP

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netveerk) - [LDAP Setting] (LDAP-
indstilling) - [Setting Up LDAP] (Opseetning af LDAP)

Indstillingselement ‘ Anbefalet indstilling

[Enable SSL] (Aktivér SSL) \ TIL

TCP-stik

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netvaerk) - [TCP Socket Setting]
(Indstilling for TCP-stik)

Indstillingselement ‘ Anbefalet indstilling

[Use SSL/TLS] TIL
(Brug SSL/TLS)
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2.2 Anden kryptering

Vi anbefaler, at du konfigurerer falgende indstillinger for at reducere sikkerhedsrisikoen. For detaljer om
indstillingerne af de enkelte funktioner, se de felgende afsnit.

Funktion Anbefalet indstilling

SMBServer SMB Encryption (SMB-kryptering), SMB Signature (SMB-signatur)
SMBClient (SMBKIlient) Kerberos Authentication (Kerberos-identifikation)

SNMP SNMPv3

IPSEC IKEv2

S/MIME TIL

2.2.1 SMBServer

Brug af kryptering af SMB-mappe og SMB-signatur kan reducere de folgende sikkerhedsrisici.
° Aflytning: En ondsindet tredjepart kan opsnappe kommunikation og stjeele personlige eller fortrolige
oplysninger.

° Datamanipulation: Der er en risiko for, at kommunikationsindholdet kan blive manipuleret af et Man-In-
The-Middle-angreb (MITM).

° Forfalskning: Hvis der stjeeles identifikationsinformation, kan en tredjepart udgive sig for at vaere en
legitim bruger for at f& uautoriseret adgang.

° Informationslaek: Ukrypteret kommunikation kan nemt opsnappes, isaer pa offentlige Wi-Fi-netvaerk,
hvilket ager risikoen for, at personlige oplysninger og kreditkortoplysninger laekkes.

SMB Encryption (Kryptering af SMB-mappe)

Forberedelser

. Opret en offentlig brugerboks. Konfigurer ogsé indstillingen til automatisk at overfare filer fra den
offentlige brugerboks og gemme dem i SMB-mappen.

° Angiv adgangskoden til brugerboksen.

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Box] (Brugerboks) - [User Box List]
(Brugerboksliste)

Indstillingselement Anbefalet indstilling
[SMB Communication [Encrypt] (Krypter)
Encryption]

(SMB-kommunikations-

kryptering)

SMB Signature (SMB-signatur)

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netvaerk) - [SMB Setting] (SMB-
indstilling) - [SMB Server Settings] (SMB-serverindstillinger)

Indstillingselement ‘ Anbefalet indstilling
[SMB security Signature [Pakraevet]
Setting]

(Indstilling af SMB-
sikkerhedssignatur)
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2.2.2

2.2.3

2.2.4

SMBClient (SMBKIient)

Kerberos-identifikationen bruger staerk krypteringsteknologi, hvilket vaesentligt reducerer risikoen for, at
legitimationsoplysninger bliver stjalet under identifikationsprocessen. Den sikrer ogsd dataintegritet og
forhindrer datamanipulation mellem afsender og modtager samt NTLM Relay-angreb.

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netveerk) - [SMB Setting] (SMB-
indstilling) - [Client Setting] (Klientindstilling)

Indstillingselement

Anbefalet indstilling

[SMB Authentication
Setting]
(SMB-identifikations-
indstilling)

SNMP

[Kerberos]

Indstil krypteringen ved at bruge SNMPv3. Hvis identifikationsindstillingen ogsa tilfejes, kan du ege
sikkerheden yderligere. Sikkerhedsrisiciene er nogenlunde de samme som med SMB.

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [SNMP Setting] (SNMP-

indstilling)

Indstillingselement

Anbefalet indstilling

[SNMP-indstilling]

[SNMP v3(IP)]

[Krypteringsalgoritme]

[AES-128]

[Identifikationsmetode]

IPSEC

Veelg [SHA-256], [SHA-384] eller [SHA-512].

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netveerk) - [TCP/IP Setting] (TCP/IP-
indstilling) [IPsec] - [IPsec Setting] (IPsec-indstilling)

[IKEV2]

Indstillingselement

Anbefalet indstilling

[Krypteringsalgoritme]

[AES-CBC] ([256)/[192 and 256] (192 og 256)/[All] (Alle))

[Algoritme til autentic.]

[SHA-2] ([256]/[384]/[512)/[256 and 384] (256 og 384)/[384 and 512] (384
og 512)/[All] (Alle)), [AES-XCBC]

[Diffie-Hellman Group]

[SA]

Indstillingselement

[Group 14] (Gruppe 14), [Group 19] (Gruppe 19)

Anbefalet indstilling

[Indkapslingstilstand]

[Tunnel], [Transport]

[Sikkerhedsprotokol]

[ESP]

[Key Exchange Method]
(Nogleudvekslingsmetode)

[IKEV2]

[Identifikationsmetode]

[Digital signatur]

[ESP-krypteringsalgoritme]

[AES-GCM] ([256]/[192 and 256] (192 og 256)/[All] (Alle)), [AES-GCM-64]
(1256)/[192 and 256] (192 og 256)/[All] (Alle), [ENC_NULL_AES_GMAC]
([256)/[192 and 256] (192 og 256)/[All] (Alle))

[Perf.viders. sikkerhed]

TIL

[Diffie-Hellman
Group(IKEv2)]
(Diffie-Hellman-
gruppe(IKEv2)) - [Priority1-4]
(Prioritet 1-4)

[Group 14] (Gruppe 14), [Group 19] (Gruppe 19)
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2.2.5 S/MIME

Hvis du bruger valgfri S/MIME, nar du sender e-mail, kan du kryptere e-mailindholdet for at forhindre aflytning
og efterprgve afsenderens identitet med en elektronisk signatur. Dette er en effektiv foranstaltning mod

forfalskning og phishing-svindel.

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netvaerk) - [E-mail Setting] (E-mail-

indstilling) - [S/MIME]

Indstillingselement

Anbefalet indstilling

[Digital signatur]

[Always add signature] (Tilfaj altid signatur)

[Digital Signature Type] [SHA-256]
(Type af digital signatur)
[E-Mail Text Encrypt. [AES-256]

Method]
(Metode til kryptering af
e-mailtekst)
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3.1

3.2

3.3

Indstilling af certifikatvalidering

Nar du bruger TLS-krypteret kommunikation for at reducere effekten af man-in-the-middle-angreb, anbefaler
vi, at du bruger certifikatvalidering. For valideringselementer anbefaler vi, at du som minimum aktiverer
certifikatets udlgbsdato og -kaede.

Hvis det forsgges at oprette forbindelse til et aeldre miljg, der ikke har en certifikatvalideringsfunktion, ages
risikoen for man-in-the-middle-angreb. Vi anbefaler, at du bruger den i et sikkert netvaerksmiljo.

Certifikatvalidering p& MFP-siden anbefales i de falgende MFP-klientfunktioner. For detaljer om indstilling af
placeringer, se de folgende afsnit.

POP, SMTP (Start TLS/SMTP over SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Tips
Certifikatvalidering péa klientsiden, der er tilsluttet MFP, anbefales i de felgende MFP-serverfunktioner.
HTTP (Web Connection / WebDAYV / IPP / DPWS / OpenAPI / RemotePanel), TCP-stik

POP

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netveerk) - [E-mail Setting] (E-mail-
indstilling) - [E-mail RX (POP)] (E-mailmodtagelse (POP))

Indstillingselement ‘ Anbefalet indstilling
[Indstilling af certifikat- ‘ [Expiration Date] (Udlebsdato): TIL

godk.niveau] [Chain] (Keede): TIL

SMTP

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [E-mail Setting]
(E-mailindstilling) - [E-mail TX (SMTP)] (E-mail-TX (SMTP))

Indstillingselement ‘ Anbefalet indstilling

[Indstilling af certifikat- [Expiration Date] (Udlgbsdato): TIL
godk.niveau] [Chain] (Keede): TIL

IEEE802.1X Auth

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [IEEE802.1X Authentication
Setting] (IEEE802.1X-identifikationsindstilling) - [[EEE802.1X Authentication Setting] (IEEE802.1X-
identifikationsindstilling) - [Supplicant Setting] (Supplikantindstilling)

Indstillingselement ‘ Anbefalet indstilling

[Indstilling af certifikat- [Expiration Date] (Udlgbsdato): TIL
godk.niveau] [Chain] (Keede): TIL
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3.4

3.5

3.6

3.7

3.8

IPSEC

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netvaerk) - [TCP/IP Setting] (TCP/IP-
indstilling) [IPsec] - [Enable IPsec] (Aktivér IPsec)

Indstillingselement ‘ Anbefalet indstilling

[Indstilling af certifikat- [Expiration Date] (Udlgbsdato): [Status]
godk.niveau] [Chain] (Kaede): [Status]

Tips
| [IPsec Setting] (IPsec-indstilling) ber du registrere elementerne [IKE], [SA], [Peer] og [Protocol Setting]
(Protokolindstilling) pa forhand.

WebDAVClient

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netvaerk) - [WebDAV Settings]
(WebDAV-indstillinger) - [WebDAV Client Settings] (WebDAV-klientindstillinger)

Indstillingselement ‘ Anbefalet indstilling

[Indstilling af certifikat- [Expiration Date] (Udlgbsdato): TIL
godk.niveau] [Chain] (Keede): TIL

LDAP

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netveerk) - [LDAP Setting] (LDAP-
indstilling) - [Setting Up LDAP] (Opseetning af LDAP)

Indstillingselement ‘ Anbefalet indstilling

[Indstilling af certifikat- [Expiration Date] (Udlgbsdato): TIL
godk.niveau] [Chain] (Keede): TIL

DPWS

Indstillingssted: [Utility] (Hjaelpeprogram) - [Administrator] - [Network] (Netvaerk) - [DPWS Settings] (DPWS-
indstillinger) - [DPWS Common Settings] (Almindelig indstilling af DPWS)

Indstillingselement ‘ Anbefalet indstilling

[Indstilling af certifikat- [Expiration Date] (Udlgbsdato): TIL
godk.niveau] [Chain] (Keede): TIL

OpenAPI

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [OpenAPI Setting]
(OpenAPI-indstilling) - [OpenAPI Setting] (OpenAPI-indstilling)

Indstillingselement ‘ Anbefalet indstilling

[Indstilling af certifikat- [Expiration Date] (Udlgbsdato): TIL
godk.niveau] [Chain] (Keede): TIL
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3.9 RemotePanel (Fjernbetjeningspanel)

Indstillingssted: [Utility] (Hjeelpeprogram) - [Administrator] - [Network] (Netvaerk) - [Remote Panel Settings]
(Indstillinger for fiernbetjeningspanel) - [Remote Panel Client Settings] (Klientindstillinger for fiernbetjenings-

panel)
Indstillingselement ‘ Anbefalet indstilling

[Indstilling af certifikat- [Expiration Date] (Udlebsdato): TIL
godk.niveau] [Chain] (Keede): TIL
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I 11118
4 Yderligere sikkerhedsinformation

4.1 Anbefaling af best practice

Vi anbefaler, at de anvendte krypteringsalgoritmer er i overensstemmelse med de anbefalede best practice-
indstillinger i EUCC Guidelines on Cryptography (Vejledning til valg af kryptografi) og SOGIS-Agreed-
Cryptographic-Mechanisms (SOGIS-aftalte-kryptografiske-mekanismer).

Nedenfor finder du en liste over de krypteringsalgoritmer og neglelaengder, der anbefales af EUCC Guidelines
on Cryptography og SOGIS-Agreed-Cryptographic-Mechanisms.

Emne Anbefalet indstilling

Krypteringsalgoritmer AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Krypteringsngglelaengde RSA: 2048 bit eller derover
ECC: 256 bit eller derover
AES: 256 bit
Tips
For detaljer, se de nyeste EUCC Guidelines on Cryptography og SOGIS-Agreed-Cryptographic-
Mechanisms.

Anbefalinger til opnéelse af sikre enheder med netvaerksforbindelse 13



4.2 Forholdsregler for kommunikation med zeldre systemer

Folgende protokoller og versioner antages at blive brugt til kommunikation med zeldre systemer.

Brug af eeldre indstillinger @ger sikkerhedsrisikoen, sa brug dem i et sikkert netvaerksmilje.

Emne

Aldre indstillinger

Protokol

SLP

FTP

SMB (3.0 eller zeldre version, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: Depend on Server/OFF)
DPWS

TCPSocket

Krypteringsalgoritmer

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Krypteringsnoglelaengde

RSA: 1024 bit eller derunder
ECC: 160 bit eller derunder
AES: 128 bit eller derunder
DES: 56 bit

3DES: 112 bit

Aldre indstillinger for IPsec

[IKEV1]

Indstillingselement

Aldre indstillinger

[Krypteringsalgoritme]

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 og 192))

[Algoritme til autentic.]

Anvendes ikke

[Diffie-Hellman Group]

[IKEv2]

Indstillingselement

[Group 1] (Gruppe 1), [Group 2] (Gruppe 2), [Group 5] (Gruppe 5)

Aldre indstillinger

[Krypteringsalgoritme]

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 og 192))

[Algoritme til autentic.]

Anvendes ikke

[Diffie-Hellman Group]

[SA]

Indstillingselement

[Group 1] (Gruppe 1), [Group 2] (Gruppe 2), [Group 5] (Gruppe 5)

Aldre indstillinger

[Key Exchange Method]
(Nagleudvekslingsmetode)

[IKEV1]

[Identifikationsmetode]

[Digital signatur]

[ESP-krypteringsalgoritme]

[3DES-CBC] ([128]/[192]/[128 and 192] (128 og 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 og 192))

[AES-GCM] ([128]/[192]/[128 and 192] (128 og 192))
[AES-GCM-64] ([128]/[192)/[128 and 192] (128 og 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 and 192] (128 og 192))

[Perf.viders. sikkerhed]

TIL
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Indstillingselement Aldre indstillinger

[Diffie-Hellman [Group 1] (Gruppe 1), [Group 2] (Gruppe 2), [Group 5] (Gruppe 5)
Group(IKEv1)]

(Diffie-Hellman-

gruppe(IKEv1))
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4.3 Netveaerksinterfaces og -tjenester til radighed fra fabrikkens

levering
Tjenestetype Protokol Portnummer
DHCP UDP 68
HTTP Server (HTTP-server) TCP 80
NETBIOS Name Service (NETBIOS-navnetjene- | UDP 137
ste)
NETBIOS Datagram Service (NETBIOS-data- ubpP 138
gramtjeneste)
SNMP UDP 161
HTTP Server over SSL / IPP over SSL TCP 443
LPD Print (LPD-udskrift) TCP 515
DHCPv6 Client (DHCPv6-klient) UDP 546
IPP Print (IPP-udskrift) TCP 631
MFPIF UDP 1900
WebService (IT-tjeneste pa webserver) UDP 3702
LLMNR UDP 5355
HTTP (IWS-tool) (HTTP (IWS-redskab)) TCP 8091
RAW Print (RAW-udskrift) TCP 9100
RAW Print (RAW-udskrift) TCP 9112
RAW Print (RAW-udskrift) TCP 9113
RAW Print (RAW-udskrift) TCP 9114
RAW Print (RAW-udskrift) TCP 9115
RAW Print (RAW-udskrift) TCP 9116
OpenAPI TCP 50001
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4.4 Om validering af input

For antallet af tegn, der skal indtastes for netvaerksindstillinger osv. henvises til hvert af indstillings-
elementerne i brugervejledningen.

Afheengigt af sprogets kodning kan det maksimalt tilladte input (data gemt i MFP) for elementer, der
understotter multibyte-tegn, vaere tre gange antallet af tegn.

Anbefalinger til opnéelse af sikre enheder med netvaerksforbindelse

17






2 VOTAOELG YIa AOPAAEIC
OUOKELEC O€ OLKTLO




Mivakag Meplexopevwv

1 PuBuion piAtpapiopatog dievBuvong IP

1.1
1.2

2.1
2.1.1
2.1.2
2.1.3
214
2.1.5
2.1.6
2.1.7
2.1.8
2.1.9
2.1.10
2.1.11
2.2
2.21

222
2.2.3
224
225

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8
3.9

4.1
4.2

4.3
4.4

0TI oo Yo ToT 0o U Lo B E=30 T 10370 o Vel | =S 1-3
FPAYOPO PIATPAPLOHA IP........ecerecrccccrrrs s eccs s e e s s s sce s e e s s ssmmnee e s s smmn s ees s smmnneessssnmnneesssssmnnneesssnnnnnes 1-3

P0Buion tTnG KputttoypadpnpEVNG EMIKOWVWVIAG

Lo 103 V7o o 10T o Vo 1o RN I 1 2-4
[ W VA=Y o I @7 o] g g T=Tox o] o ) PR 2-4
AT o1 TN 7= VY ST 2-4
S 2-5
L0 0 T= o RPN 2-5
REMOTEPANEL.....ccoeeee e e e e e e s e e e e e e e e e e e e e s 2-5
[T R 2-5
O 2-5
S I 2-5
1SS0 2 1 U 1 o 2-6
LD O PSP ORPTTRR 2-6
B (o T To) (TN 1 SRS 2-6
AAAN KPUTITOYPAMINOT] wecemrrrersrnmmmrrrsssssmsnseessssmnssesssssmmseesssssnmsssesssssmnssesssssmnnsesssssnmnssessssnnmnssssssnnnnnessss 2-7
SIMBSEIVET ...ttt ettt ettt e oottt e e e e s e et e e e e et ee e e e e e aseeeaeeaaabaeeeeeaaanteeeeaaaaeeeeeaeaannreeeaaaaanne 2-7
[8CeT0 ] n o) oo e>] g Vo o TS 1V, | = SRS 2-7
YTIOYPADI SIMIB ...ttt e ettt e et e e s ae e e et et e s ne e e s be e e e anseesenneeesaneeaanbeeenns 2-7
11,1 T 1T 2-8
TN 2-8
IPSEC .. ittt ettt ettt e e et e e e e — e e e —— e e et aee e n—eeaaeeeaaateeea—teeaaeeeeseeeeanteeateeeeanteeeaneeenreeann 2-8
S/MIME ...ttt e e et e s et e e aa b e e e e et e e s s e e e ea b ee e e R Ee e e Re e e e e bt e e e nee e eanee e e nee e e neeenanes 2-9

o0 3-10
50 3-10
020 - Y1y o 3-10
2 O 3-11
A1V o1 7NV 0 1= o SR 3-11
I Y PSRN 3-11
DPWSS .....ecciiiisismserrr s s s s r e s s s s s s s s s ra s mmmn s Ee s e mme e EE AR aRREEE R RRRRREEEERRRRRRREERSRRRRRRREERSRRRRRRNERRRRRRRRRRRRRRRRE 3-11
[0 oYY 31N o 3-12
LR L= 3 To3 L= 2= T T 3-12

MpooBeteg TANpodopicg acPpaleiag

Z00TAON BEATIOTWVY TIPOAKTIKIV ceeueemccrrrssssssmerresssssmmsseessssmsssessssanmsssesssssmsssesssssmnnneessssnnsnessssanmnnesss 4-13
Métpa tpodpOAAgNG yia TNV ETUKOIVWVIA HE VPLOTAHPEVA GUOTAHATA wivreerssssssssssssnsnmmmnmsnnsnssnnns 4-14
Y PLOTAPEVEG PUBHITEIG IPSEC ...ttt ettt e et e e e e e e e e e st e e e e e e eanaeeeeeennnees 4-14

O1 dietagég Kat ol utnpeoieg SIKTOOL gival S1a0€aIPEG KATA TNV EPYOCTAGLAKI) ATTOCGTOAR. 4-16
ZXETIKA PE TNV ETTAANOEVOT) KATAXWPIOEWV.eumerrrrssssmmsrrsssssnmmsssssssmsssssssssnnssssssssnnssssssssnnssssssssannnes 4-17

2UOTACELG Yl AOPAAEIG CLUOKEVEG € SiKTLO 1



MAnpogopicg yia avto to BipAio xeipiopov

210 TIapov BIPAio xelpiopou Teplypddovtal TTAnpodopieq Kal pUBUICELG TIOL ETUTPETIOLV TNV ACHAAN XPrion
OUOKELWV.

‘Otav ouvdeete AUTO TO PNXAvNUA oTo SIKTLO, XPNOLUOTIOOTE TO Ot TIEPIBAANAOV TIOL TIPOCTATEVETAL YE
Teixog pootaciag. Zuviotolpe eTtiong va opiCeTe pia ISlwTikr SievBuvon IP yia tn SiebBuvon IP tou
pNXavApaTog.

H p0BpIon plag 1wTikAg dievBuvaong IP eTUTPETIEL HOVO OTOUG XPROTEG £VOG SIKTUOU TOTIKAG TIEPLOXNAG, OTIWG
€va eowTeptlkd LAN, va armoktouv ipodofacn oto PnxAavnua Kat va arodeuyeTal n un eouclodotnuévn
Tipdopacn armo £Ew.

Av BEAETE va XPNOLUOTIOIRCETE Hia yevikr dlevBuvaon IP, va dtaodpalifete 6Tl TO pnxavnua eival EyKATECTNUEVO
ué€oa oe Teixog TpooTaciag.
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1

1.1

1.2

PoOOuion ¢piAtpapioparog dievbuvong IP

To pIATpdpiopa dievBuvong IP eival pla Aettoupyia TTou TiEPLoPICeL TIG CUOKEVEG TIOU UTTOPOUV va €XOLV
mipdofacn oto pynxavnua, avaioya pe tn SievBuvon IP. Mropeite va anayopeloete TNV TipdoBacn o un
€€0L0L080TNUEVEG OLOKEVEG pLBUICOVTAG CwWOTA AUTH TN AElToupYyia.

H Aettoupyia dpiAtpapiopatog dievbuvong IP Tou pnxavrpatog pmopei va oploTei pe Tig tapakdatw o
pedodoug.

Ouktpapiopa dievduvong IP
KaBopiote xelpokivnta To €0pog SievBivoewv IP Ttou ettiTpémouy 1 dev eTtTpETOLY TNV TIPdoRach.

PuBuion tomoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelpiotig) - [Network] (Aiktuvo) - [TCP/IP
Setting] (PUBuwon TCP/IP) - [IP Address Filtering] (PiATpdplopa diebBuvong IP)

ZUMPBOUVAEG
Opiote T1g dievBuvoelg IP ttou yivovtal r) ev yivovtal arodekTEG avAaloya Ye TO EKACTTOTE TIEPIBAAAOV.

Fprivopo ¢iAtpapioua IP
To ebpog Twv dlevBuvoewv IP TTou eTiTPETOLY TNV TIPOoPRach opileTal avtopata pe Bdaon tn dievBuvon IP kat

TN PAoka LTTIOSIKTUOL AUTOU TOL PNXAVAUATOG.

PuBuion tomtoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxeipiotnig) - [Network] (Aiktuo) - [TCP/IP
Setting] (PuBuion TCP/IP) - [Quick IP Filtering] (Mpriyopo ¢pi\tpdapioua IP)

Mpotewvopeveg pubpioelg: [Synchronize IP Address] (Zuyxpoviopog dievBuvong IP)/[Synchronize Subnet
Mask] (Zuyxpoviopog paockag uttoSIKTOoU) *

* ETiAé€Te O,TL Talpladel oTo eKACTOTE TIEPIBANAOV.
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2.1

2.1.1

2.1.2

P0OOuion t™ng KpumttoypadpnpEVNG ETTIKOLVWVIAG

MpoTeivoupe va XpNOIUOTIOLEITE TNV TIAPAKATW KPUTITOYPADNUEVN ETIIKOWVWVIA, WOTE VA ATIOTPETIETAL N
uTtoKAOTIN dedopévwy, N Ttapartoinon 6edopévwy Kal N upapTIayr] TIEPLOSoL AelTovpyiag.

Kpumttoypadpnon TLS
Mpoteivoupe va SlapopdWVETE TIG TIAPAKATW PLBUICELG yia va pelwveTal o Kivduvog euttabelwy.

PuBuon tomoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotnig) - [Security] (Aopdaiela) - [PKI
Settings] (PuBuioeig PKI) - [Enable SSL Version] (Evepyottoinon €ékdoong SSL)

Zrolxeio puOUIONG MpoTewvopevn pvOUIoN

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Aettoupyia Siaxelplotn kat Aettoupyia
(AerToupyia pe xprion xpnotn)

SSL/TLS)

[SSL/TLS Version Setting] TLS1.2
(PuBuion ékdoong SSL/TLS) | TLS1.3 (IEEE802.1X pn oupBatd)

[Encryption Strength] AES-256
(loxug kpurtToypadnong)

To apyIKO TIIOTOTIOWINTIKO eykaBioTaTal aTo epyootaato. Av xpeldleate SladpopeTKO TIIOTOTIOINTIKO, SnAwaoTte
€va VEo OTnV TIapakAtw Tottodeaia.

PuBuon tomoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotng) - [Security] (Aopdalela) - [PKI
Settings] (PuBuioeig PKI) - [Device Certificate Setting] (PUBuLoN TIIOTOTIOINTIKOU CUOKEUNG)

Zrolxeio puOUIONG Mpotewvopevn pvOUIoN
[Encryption Key Type] RSA-2048_SHA-256
(Tumtog KAeLb100 ECDSA-256_SHA-256
KpuTtToypddpnong) ECDSA-384_SHA-384

ECDSA-521_SHA-384

H kpurttoypddpnon TLS vmtootnpiletat yia ta apakdatw TIPWTOKOAAA Kal UTtNpeaoieq. Na AeTTopEpEleg
OXETIKA pE TN pLUBUION TOTIOBECIWV, AVATPEETE OTIC TIAPAKATW EVOTNTEG.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP péow SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

YrnoSoxr) TCP

HTTP (Web Connection)

Av gvepyortolrjoete tnv ertihoyn [Enable SSL Version] (Evepyottoinon €ékdoong SSL), n Aettoupyia
eTKovwviag TiBetal avtépata atnv Kputttoypadnuevn ermkowvwvia TLS (HTTPS).

WebDAVServer

PuBuion tomoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotric) - [Network] (Aiktuo) - [WebDAV
Settings] (PuBpioceigc WebDAV) - [WebDAV Server Settings] (PuBuicelg ditakouiotri WebDAV)

Ztolxeio puBuIONG ‘ MpoTtewvopevn puBuION

[SSL Settings] [SSL Only] (SSL povo)
(PuBpioelg SSL)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

PuBuion tomobeoiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelpiotig) - [Network] (Aiktuo) - [HTTP Server
Settings] (PuBuiocelg diakouiot HTTP)

Ztolxeio puBuIONG ‘ MpoTtevopevn puBuION

[IPP-SSL Settings] [SSL Only] (SSL povo)
(PuBpioeig IPP-SSL)

OpenAPI

PuBuion tomtoBeaoiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelpiotig) - [Network] (Aiktuo) - [OpenAPI
Setting] (PuBuion OpenAPI) - [OpenAPI Setting] (PuBuion OpenAPI)

Ztolxeio puBIONG ‘ MpoTtewvopevn puBuION
[SSL/Port Settings] [SSL Only] (SSL povo)
(PuBuioeilg SSL/B0pag)

RemotePanel

PuBuion TomtoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelpiotnq) - [Network] (Aiktuo) - [Remote Panel
Settings] (PuBpioelg amopakpuopévou Ttivaka) - [Remote Panel Server Settings] (PuBuioeig Siakopiotn
QATTIOPAKPUOUEVOU TTivaka)

Ztolxeio puBuIONG ‘ MpoTtewvopevn puBuION

[Port No.(SSL)] ‘ (50443
(Ap. B0pag (SSL))

ZUMPBOUVAEG

Av gvepyortoirjoete TNV erihoyn [Enable SSL Version] (Evepyortoinon €kdoong SSL), n Aettoupyia
eTKowvwviag tibetal autoépata otnv kputtoypadnuévn Aettoupyia TLS. KaBopiote évav aplBuo B0pag.

DPWS

PuBuion tomtoBeaoiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotnig) - [Network] (Aiktuo) - [DPWS
Settings] (PuBpioceigc DPWS) - [DPWS Common Settings] (Koweg puBpioeic DPWS)

Ztolxeio puBuIONG ‘ MpoTtewvopevn puBuION
[SSL Settings] ON
(PuBuioeig SSL)

POP

PuBuion Tomobeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxeipiotng) - [Network] (Aiktuo) - [E-mail Setting]
(PuBpion e-mail) - [E-mail RX (POP)]

Ztolxeio puBpIONG ‘ MpoTtewvopevn puBuION

[Enable SSL] ON
(Evepyottoinon SSL)

SMTP

PuBuion Tomtobeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxeipiotng) - [Network] (Aiktuo) - [E-mail Setting]
(PUBpon e-mail) - [E-mail TX (SMTP)]

Ztolxeio puBpIONG ‘ MpoTtewvopevn puBuION
[SSL/TLS Settings] [SMTP over SSL] (SMTP péow SSL)
(PuBuioeig SSL/TLS)
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2.1.9

2.1.10

2.1.11

IEEE802.1X Auth

PuBuion tomtoBeaoiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotnig) - [Network] (AikTuo) - [[EEE802.1X
Authentication Setting] (P0Buion emaAiBevong IEEE802.1X) - [IEEE802.1X Authentication Setting] (P0Buion
emtaAnBevong IEEE802.1X) - [Supplicant Setting] (PuBuion aitnong adeiag pdopaocnc)

Ztolxeio puBuIONG ‘ Mpotewvopevn pvBUION
[EAP-Type] Emi\é€te [EAP-TLS], [EAP-TTLS] i [PEAP].
(ToTtog EAP)

LDAP

PuBuion TomtoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Ataxelplotnqg) - [Network] (Aiktuo) - [LDAP Setting]
(PuBuion LDAP) - [Setting Up LDAP] (PuBpiote to LDAP)

Ztolxeio puBUIONG ‘ Mpotewvopevn puBuION

[Enable SSL] ON
(Evepyottoinon SSL)

Yntodoxn TCP

PuBuion tomtoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxeipiotnig) - [Network] (Aiktuo) - [TCP Socket
Setting] (PuBuion vtodoxng TCP)

Ztolxeio puBpIONG ‘ Mpotewvopevn puBuION

[Use SSL/TLS] ON
(Xprion SSL/TLS)
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2.2

2.2.1

AAAN KpuTtTOoypadnon

Mpoteivoupe va SIAPHOPPWVETE TIC TIAPAKATW PLBUICELS yla va pelwveTal o Kivduvog euttabelwy. MNa
AETITOUEPELEC OXETIKA HE TIG puBpioelg kKABe Aettoupyiag, avaTpEETe OTIC TIAPAKATW EVOTNTEG.

Aettoupyia Mpotewvopevn pvOUIoN
SMBServer Kputttoypdadnon SMB, vrtoypadry SMB
SMBClient EmtaAnBeuvon Kerberos
SNMP SNMPv3
IPSEC IKEv2
S/MIME ON
SMBServer

H xpnon tg kputttoypddnong SMB kal tng vrtoypadprc SMB uttopei va PElwaoEeL TOUG TIAPAKATW KIvdUVOUG
aodaleiag.

° YTtokAoTiéG: ‘Eva KakoOBouAo TpiTo PEPOG PTToPEL va LPAPTIALEL ETIIKOIVWVIEG KAl VA LTIOKAEPEL
TIPOOWTIIKEG I EUTIIOTEVTIKEG TIANPODOPIEC.

° Mapartoinon dedopévwv: YTIApXEL KivOUVOG TIAPATIOINONG TIEPIEXOUEVWV ETTIKOVWVIAG PHECW €TTIBEONG
Man-In-The-Middle (MITM).

. MAaotoypddnon: Av yivel UTIOKAOTT oTolXEiWV £TTAArBguong, €va TPito PEPog Ba pttopovoe va
epPavIoTEl WG EYKLPOG XPOTNG YIA VA ATIOKTAOEL PN e€ovalodoTnuévn Tipocaon.

° Alappor] TAnpodoplwv: Eival ebkoAn n mapafiaon pn Kputtrroypadpnuévwy TANpodpopuwv, eI8IKA oe
énuoota diktua Wi-Fi kat €tol avdvetal o Kivéuvog Slappong TIPOCWTIKWY TIANPOdOPLWY Kal
TIANPODOPIWV TIOTWTIKWY KAPTWV.

Kpumttoypagpnon SMB

MpolmoBeaoelg

° Anpilovpynote pla dnuooia Bupida xpriotn. Ettiong, diapopdwote TN pUBUION WOTE va eKTEAETAL
avtépatn petapopd Twv apxeiwv arod tn dnuoaia Bupida xpriotn Kal va arobnkevovTal otov GAKEAO
SMB.

. Opiote kwdIKO TIPpdoBaong yla T Bupida xprioTn.

PuBuion tomoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxeiplotnq) - [Box] (Qupida) - [User Box List]
(Aiota Bupidwv xpnoTwv)

Ztolxeio pvBuIONG MpoTtewvopevn puBUION
[SMB Communication [Encrypt] (Kputttoypadnon)
Encryption]

(Kpurtroypadnon

eTkowvwviag SMB)

Ymoypadpnn SMB

PuBuion tortobeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotnig) - [Network] (Aiktuo) - [SMB Setting]
(PuBuion SMB) - [SMB Server Settings] (PuBpioelg diakouiotr) SMB)

Ztolxeio puBpIONG MpoTtewvopevn puBuION
[SMB security Signature [Required] (Amtatteital)
Setting]

(PVvBuIoN LTTOYPADG

aodpaleiag SMB)
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2.2.2

2.2.3

2.2.4

SMBClient

21nv ertaAnBevaon Kerberos xpnotgoToleital loxupr TeEXVOAoyia Kputttoypddnaong, HEWVOVTAG GNUAVTIKA ToV
Kivouvo uTtokAOTIAG dlartiotevTnpiwy Katd TN didpketa Tng Stadikaoiag emtainBevong. AlacdaliCel ettiong v
akepaldTNTa TWV SeSOPEVWY, ATTOTPETIOVTAG TNV TIapArtoinon dedopévwy PETA&L TOL GEKTN KAl TOL
arooTtoAéa Kabwe Kal eTiBEoewv eTTavaAnTITIKAG ekTéAeong NTLM.

PuBuion tomtoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotnq) - [Network] (Aiktuo) - [SMB Setting]
(PuBuion SMB) - [Client Setting] (PuBuion vTtoAoyloTH-TIEAATN)

Ztolxeio pvBuIONG

MpoTtewvopevn pvBUION

[SMB Authentication
Setting]

(PuBuION eTtaAnBevong
SMB)

SNMP

[Kerberos]

Opiote TV KpuTTTOyPAdDNnOoNn Xxpnowotiowwvtag 1o SNMPV3. Av ipootebei emtiong n p0BPLON eTtaArBevong,
pTtopeite va evioxVoete Tiepaltépw TNV acddiela. Ot kivbuvol aodaleiag eival Trepirou idlot pe o SMB.

PuBuion tomoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelpiotng) - [Network] (Aiktuo) - [SNMP

Setting] (PuBuion SNMP)

Ztolxeio pvBIONG

Mpotewvopevn pvBUION

[SNMP Setting]
(PvBuion SNMP)

[SNMP v3(IP)]

[Encryption Algorithm]
(AAyOp1BpOCg
Kputttoypagnone)

[AES-128]

[Authentication Method]
(M€Bodog emtaAriBeuonc)

IPSEC

Er\é€te [SHA-256], [SHA-384] i [SHA-512].

PuBuion tomobeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelptotng) - [Network] (Aiktuo) - [TCP/IP
Setting] (PuBuwon TCP/IP) - [IPsec] - [IPsec Setting] (PuBuion IPsec)

[IKEv2]

Ztolxeio puBuIONG

Mpotewvopevn pvBUION

[Encryption Algorithm]
(AAyOp1BpOG
Kpurttoypadnong)

[AES-CBC] ([256])/[192 and 256] (192 kat 256)/[All] (OAa))

[Authentication Algorithm]
(AAyOp1BpOG eTTAARBeLONC)

[SHA-2] ([256)/[384)/[512)/[256 and 384] (256 kai 384)/[384 and 512] (384
kat 512)/[All] (OAa)), [AES-XCBC]

[Diffie-Hellman Group]
(Opada Diffie-Hellman)

[SA]

Zrolxeio puOUIONG

[Group 14] (Opdada 14), [Group 19] (Opdada 19)

MpoTewvopevn pvBUIoN

[Encapsulation Mode]
(Aertoupyia evBuAakwonc)

[Tunnel] (Tovve)), [Transport] (Metadopd)

[Security Protocol] [ESP]
(MpwTtdKOoANO aodpakeiag)
[Key Exchange Method] [IKEv2]

(M€Bodog aAhayng KAeLSL0V)

[Authentication Method]
(M&Bodog emtaArBeuaong)

[Digital Signature] (Wnéiakn vrtoypaodrn)
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2.2.5

Ztolxeio puBuIONG

MpoTtevopevn puBuION

[ESP Encryption Algorithm]
(AAyOp1BpOGg
Kputttoypdadnong ESP)

[AES-GCM] ([256)/[192 and 256] (192 ka1 256)/[All] (OAQ)), [AES-GCM-64]
(1256]/[192 and 256] (192 kat 256)/[All] (OAq)), [ENC_NULL_AES_GMAC]
(1256]/[192 and 256] (192 kat 256)/[All] (OAa))

[Perfect Forward Secrecy]
(ATtOAUTN PEANOVTIKN
HUOTIKOTNTA)

ON

[Diffie-Hellman
Group(IKEv2)]

(Opdada Diffie-Hellman
(IKEv2)) - [Priority1-4]
(MpotepaidTnTa 1-4)

S/MIME

[Group 14] (Opdada 14), [Group 19] (Opdada 19)

Av xpnotyottojoete 10 TIpoalpeTikd S/MIME katd tnv amootoAr] e-mail, yrtopeite va kputttoypadrioste

Ta TIEPLEXOUEVA TOL e-mail yia TNV artoduyr] UTTOKAOTIWV KAl TNV £TTAArBguon TNG TAUTOTNTAG TOU ATIOCTOAEQ
HE NAEKTPOVIKN uTtoypadr. AuTO eival éva amtoTEAEOUATIKO PETPO €vavTl TTAACTOYPADAOEWV Kal
TIAPATIAQVNTIKWY JNVUUATWY UTIOKAOTIAG OTOIXEIWV.

PuBuion TtomtoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotnig) - [Network] (Aiktuo) - [E-mail Setting]

(P0BpIon e-mail) - [S/MIME]

Ztolxeio puBIONG

MpoTtewvopevn puBuION

[Digital Signature]
(Unorakn uroypadn)

[Always add signature] (Mavta ipoodrikn uTtoypadnq)

[Digital Signature Type] [SHA-256]
(Tomog Yndraxiq

vToypadnc)

[E-Mail Text Encrypt. [AES-256]
Method]

(M€Bodog kputtToypddnong

Kelevou e-mail)
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3

3.1

3.2

3.3

P0OOuion t™ng emaAnbevong ToToTolnNTIKoU

Kata tn xprion kputttoypadpnuévng emikovwviag TLS yia ) peiwon tou dpavopévou emmBéoewv TOTIOL man-
in-the-middle, Tipoteivoupe va xpnolpoTttoleite eTtairBeuon TtiotoTtoinTikoU. Na Ta otolkeia emmairBevong,
OULVIOTOUE VA EVEPYOTIOLEITE KAT' EAAXIOTOV TNV NUEPOoUNnVia ANéng Kat tTnv aiucida TILOTOTIOINTIKWY.

Av yivel pla amnételpa cuvéeang oe uplotauevo TIEPIBAAOV TTou Sev €xelL AelToupyia eTtainBeuvong
TILOTOTIOINTIKOU, av&dvetal o Kivéuvog emiBecewv TUTIOL Man-in-the-middle. MpoTteivoupe va xpnotyottoleite
TO oloTNUA oag oe aodPalég TrepIBAAAov SikTOOoU.

H emtaAnBeuon ttiotottoinTiko otnv Aeupd MFP TipoTteiveTal oTig TTapakdAaTw AEITOVPYIES UTIOAOYIOTH-
TieAdtn MFP. INa AeTtTtopépeleg OXETIKA e TN pLBWION ToTIOBECIWY, AVATPEETE OTIC TIAPAKATW EVOTNTEG.
POP, SMTP (Start TLS/SMTP peow SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

ZUMBOUVAEG

H emtaAnBeuon TIIOTOTIOINTIKOU OTNV TIAEUPA LTIOAOYLOTA-TIEAATN TIOL cuvdEeTal oto MFP TipoteiveTtal otig
TIAPAKATW AelToupyieg Slakopiotr) MFP.
HTTP (Web Connection / WebDAYV / IPP / DPWS / OpenAPI / RemotePanel), urtodoxr TCP

POP

PuBuion TomtoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotnig) - [Network] (Aiktuo) - [E-mail Setting]
(PuBpion e-mail) - [E-mail RX (POP)]

Ztolxeio puBuIONG MpoTtewvopevn puBuION

[Certificate Verification [Expiration Date] (Huepounvia Anéncg): ON
Level Settings] [Chain] (AAugida): ON

(PuBuioeig erurtedou

eTtaAnBevong

TIOTOTIOINTIKOU)

SMTP

PuBuion Tomobeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxeipiotng) - [Network] (Aiktuo) - [E-mail Setting]
(PUBpon e-mail) - [E-mail TX (SMTP)]

Ztolxeio puBuIONG MpoTtewvopevn puBuION

[Certificate Verification [Expiration Date] (Huepounvia Anéng): ON
Level Settings] [Chain] (AAucida): ON

(PuBuioelg emrtédou

eTtaAnBevong

TTILOTOTIOINTIKOU)

IEEE802.1X Auth

PuBuion tomoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotrig) - [Network] (Aiktuo) - [IEEE802.1X
Authentication Setting] (PuBuion emtairBevong IEEE802.1X) - [IEEE802.1X Authentication Setting] (PuBuion
emmaAnBevong IEEE802.1X) - [Supplicant Setting] (PUBuon aitnong adelag ipdoBaong)

Zrolxeio puOUIONG MpoTewvopevn pvOUIoN

[Certificate Verification [Expiration Date] (Huepopnvia Arnéng): ON
Level Settings] [Chain] (AAucida): ON

(PuBuioelg emmtédou

€TIaAnBevong

TIOTOTIOINTIKOU)
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3.4 IPSEC

PuBuion tomtobeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotrig) - [Network] (Aiktuo) - [TCP/IP
Setting] (PuBuion TCP/IP) - [IPsec] - [Enable IPsec] (Evepyottoinon IPsec)

Zrolxeio puOUIONG Mpotewvopevn pvBUION

[Certificate Verification [Expiration Date] (Huepopnvia Anéng): [Confirm] (ETiBePaiwon)
Level Settings] [Chain] (AAucida): [Confirm] (ETuBeBaiwon)

(PuBpiocelg eTuttédou

€TIAANOgvoNGg

TTIOTOTIOINTIKOU)

ZupPBoUAEG

2710 onyeio [IPsec Setting] (PUBpLoN IPsec), kataxwpiote ek Twv TipoTtépwv otolxeia [IKE], [SA], [Peer]
(OpoTIpo) Kat [Protocol Setting] (PUBuION TIPWTOKOAAOUL).

3.5 WebDAVClient

PuBuion tomtobeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotrig) - [Network] (Aiktuo) - [WebDAV
Settings] (PuBuioeig WebDAV) - [WebDAV Client Settings] (PuBuioeig uttoAoyioti-rieAatn WebDAV)

Zrolxeio puOUIONG ‘ Mpotewvopevn pvBUIoN
[Certificate Verification Level | [Expiration Date] (Huepounvia Anéng): ON
Settings] (PuBpiocelg [Chain] (AAuacida): ON
emtédou emmaiiBevong
TILOTOTIOINTIKOU)
3.6 LDAP

PuBuon Tomtobeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxeiptotrig) - [Network] (Aiktuo) - [LDAP Setting]
(PUBpion LDAP) - [Setting Up LDAP] (PuBpiote to LDAP)

Ztolxeio puBUIONG Mpotewvopevn puBUION

[Certificate Verification [Expiration Date] (Huepounvia Anéncg): ON
Level Settings] [Chain] (AAuacida): ON

(PuBpiocelg eTuttEdoL

€TIaAnBevong

TILOTOTIOINTIKOU)

3.7 DPWS

PuBuion tomtoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotnq) - [Network] (Aiktuo) - [DPWS
Settings] (PuBpuioeigc DPWS) - [DPWS Common Settings] (Kowvég puBuioeig DPWS)

Zrolxeio puOUIONG Mpotewvopevn pvBUIoN

[Certificate Verification [Expiration Date] (Huepounvia Anéng): ON
Level Settings] [Chain] (AAuaciba): ON

(PuBpiocelg eTutiEédou

€TIAANBOevoNGg

TILOTOTIOINTIKOU)
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3.8

3.9

OpenAPI

PuBuion tomtoBeaiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelplotnq) - [Network] (Aiktuo) - [OpenAPI
Setting] (PuBuion OpenAPI) - [OpenAPI Setting] (PuBuion OpenAPl)

Zrolxeio puOUIONG Mpotewvopevn pvBUIoN

[Certificate Verification [Expiration Date] (Huepopnvia Anéng): ON
Level Settings] [Chain] (AAucida): ON

(PuBpiocelg eTutédou

€TIAANOgvoNGg

TTILOTOTIOINTIKOU)

RemotePanel

PuBuion TomtoBeoiag: [Utility] (Aettoupyia) - [Administrator] (Alaxelptotnig) - [Network] (Aiktuo) - [Remote Panel
Settings] (Pubuioelq amopakpuopévou Ttivaka) - [Remote Panel Client Settings] (PuBuioelg ipoypdupatog-
TIEAATN ATIOUAKPUCHEVOU TTiVaKA)

Ztolxeio pvBIONG Mpotewvopevn pvBUION

[Certificate Verification [Expiration Date] (Hpepopnvia Anéng): ON
Level Settings] [Chain] (AAucida): ON

(PuBpiocelg eTuteédou

€TIaAnBevong

TIOTOTIOINTIKOU)
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S 111
4 NMpocOeteg MAnpodopicc achaAeiag

4.1 20otaon BEATIOTWV TIPAKTIKWYV

Mpoteivoupe ot alyoplBuol kputtToypddpnong Tou Ba XPNoIUoTIoIN80LV VA CUPHUOPGWVOVTAL JE TIG PLBUICELS
BEATIOTWV TIPAKTIKWV TIOL TIpOTEivovTal attd 1o Evpwrtaikd cvotnua TiotoToinong g KuBepvoachdielag
Baoel kowvwv kpitnpeiwv (EUCC) kat Toug cupdwvnBevteg KputttoypadikoLg pnxaviopoug SOGIS (SOGIS-
Agreed-Cryptographic-Mechanisms).

Mo KATw akoAouLBel pia Aiota Twv aAyoplBuwY KPUTTTOYPADNONG Kal TWwV PNKWV KAEISIWV TIOL TIpoTEivovTal
armé to Evpwraiké cOotnpa tioTotoinong Tng KuBepvoaodalelas Bdoel kovwv kpitnpiwv (EUCC) kat Toug
ouudwvnBEvTEG KpuTTToyPadIKoLg unxaviopoug SOGIS (SOGIS-Agreed-Cryptographic-Mechanisms).

ZTolxeio Mpotewvopevn puBUION
AAyopiBuol AES (Advanced Encryption Standard)
KpuTttoypAadnong RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)
ECC (Elliptic Curve Cryptography)
HMAC (Hash-based Message Authentication Code)

Mnkog KAeld100 RSA: 2048 bit i TieplocdTEPO
Kputttoypdadnong ECC: 256 bit ) mepiocotepo
AES: 256 bit
ZupBOULAEG

MNa Aemttopépeleg, avatpélte oTo Evpwttaikd cvoTnua TiioTtoTtoinong tng kKuBepvoaoddalelag BAcEL KOWVWV
kpitnpiwv (EUCC) kal Toug cupdwvnBevTeg KputtToypadikolg pnxaviopoug SOGIS (SOGIS-Agreed-
Cryptographic-Mechanisms).
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4.2

Metpa mpodpuAagng yia tnv emiKolvwvia gye vplotageva

guotTnpata

Oewpeital OTL XPNOLUOTIOOVVTAL TA TIAPAKATW TIPWTOKOAAQ Kal eKSOCELG yla TNV ETIIKOLVWVIA PE LdLoTAPEVA

cuoTAuaTa.

H xprion vdlotapevwy pubpicewv avgavel Toug KivdUVoUG aoPaAeiag Kal CUVETIWG AUTA TA CUCTMHATA TIPETIEL
va xpnotgottolovvtal o€ aopaAég TepIBaiiov SiktOou.

ZTolxeio

Yoiotapeveg pubpioeig

MpwtdKoAAO

SLP

FTP

SMB (3.0 i ponyoupevn €kdoon, NTLMv1/v2)

SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: Avaloya pe tov dtakoptotry/OFF)
DPWS

Yrmtoboxn TCP

AAyopiBuol
Kputttoypagnong

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Mrkog KAeL8100
Kputttoypagnong

RSA: 1024 bit | Aiyétepo
ECC: 160 bit | Aiyotepo
AES: 128 bit 4 AiyoTtepO
DES: 56 bit

3DES: 112 bit

Ydlotapeveg puBpioeig IPsec

[IKEV1]

Ztolxeio puBuIONG

Yorotapeveg puBpioeig

[Encryption Algorithm]
(AAyOp1Bpog
KpuTtToYPAdnone)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128]/[192)/[128 and 192] (128 kat 192))

[Authentication Algorithm]
(AAyOp1BpoG eTtaAnBeuaonc)

Aev xpnowottoleitat

[Diffie-Hellman Group]
(Opdéda Diffie-Hellman)

[IKEv2]

Ztolxeio pvBuIONG

[Group 1] (Opdéa 1), [Group 2] (Oudda 2), [Group 5] (Oudda 5)

Ydiotapeveg pubpioeig

[Encryption Algorithm]
(AAyOp1BpOCg
Kputttoypagnone)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 kat 192))

[Authentication Algorithm]
(AAyOp1BpoG eTTaARBeLONC)

Aev xpnolgotroleital

[Diffie-Hellman Group]
(Opdda Diffie-Hellman)

[Group 1] (Opada 1), [Group 2] (Ouada 2), [Group 5] (Oudda 5)

2UOTACELG Yl AOPAAEIG CLUOKEVEG € SiKTLO
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[SA]

Ztolxeio puBuIONG

Yoiotapeveg puBuioeig

[Key Exchange Method]
(M€Bodog aAhayng KAeLSL0V)

[IKEV1]

[Authentication Method]
(M€Bodog emtaAriBeuonc)

[Digital Signature] (Wndiakr vrtoypaodr)

[ESP Encryption Algorithm]
(AAyOp1BpOGg
kputttoypdadnong ESP)

[3DES-CBC] ([128]/[192]/[128 and 192] (128 ka1 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 kat 192))

[AES-GCM] ([128]/[192]/[128 and 192] (128 kat 192))
[AES-GCM-64] ([128]/[192)/[128 and 192] (128 ka1 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 and 192] (128 kat 192))

[Perfect Forward Secrecy]
(ATtOAUTN PEANOVTIKA
HUOTIKOTNTA)

ON

[Diffie-Hellman
Group(IKEv1)]

(Opdada Diffie-Hellman
(IKEv1))

[Group 1] (Opdda 1), [Group 2] (Oudda 2), [Group 5] (Opdda 5)

2UOTACELG Yl AOPAAEIG CLUOKEVEG € SiKTLO
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4

4.3

OL dietadEg Kat oL uTtnpeoieg SIKTVOL gival SIaBEoIPESG KATA TNV

€PYOOTACLAKN ATTOCTOAN

TOmog vmnpeciag MpwTtéKOoANO Ap1Budg Bvpag
DHCP UDP 68
Alakopiotig HTTP TCP 80
YTinpeoia ovéuatog NETBIOS UDP 137
Yrinpeaia dedopevoypappdatwv NETBIOS UDP 138
SNMP UDP 161
HTTP Awakopiotng péow SSL / IPP péow SSL TCP 443
Ektomiwon LPD TCP 515
YtoAoylotig-rteAatng DHCPv6 UDP 546
Ektoniwon IPP TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (epyaAeio IWS) TCP 8091
ExtOmiwon RAW TCP 9100
Ektontwon RAW TCP 9112
Ektomtwon RAW TCP 9113
Ektomtwon RAW TCP 9114
Ektontwon RAW TCP 9115
Ektortwon RAW TCP 9116
OpenAPI TCP 50001

200TACELG Yla aoPaAeiG CLUOKEVEG og SIKTLO
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4.4 ZXETIKA PE TNV eEMAANOevon Kataxwpiocswyv

MNa To TTANBOG TWV XAPAKTHPWY TIOU TIPETIEL VA KaTtaxwpeifovTal yla puBpicelg SIKTUOU K.ATL., AvaTpEeETe o
kaBéva armod ta orolxeia pubpicewv Tov 0dnyouL Xprotn.

AvdAoya pe tnv KwSIKOTIoIiNoN TNG YAWCOAG, N HEYLOTN ETIITPETIOMEVN KaTaxwplon (dedopéva arobnkeupeva
oto MFP) yia otoixeia mou vrtootnpifouv xapakTrpeg TTOANATTAWY byte gival Tpelg opeg 0 aplBpog Twy
XAPAKTHPWV.
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Teave selle kasutusjuhendi kohta

See kasutusjuhend kirjeldab teavet ja seadeid, mis on vajalikud seadmete ohutuks kasutamiseks.

Kui masin tGihendatakse vorku, tuleb seda kasutada tulemiiriga kaitstud keskkonnas. Samuti soovitame
madrata masinale privaatse IP-aadressi.

Privaatse IP-aadressi maaramisel pddsevad masinale juurde ainult kohalikku vérgusegmenti kuuluvad
kasutajad (nt sisemise kohtvorgu kaudu), mis valistab volitamata juurdepaésu valjastpoolt.

Kui peate kasutama globaalset IP-aadressi, peab masin olema kindlasti kaitstud tulemudriga.

Soovitused turvaliste vorguseadmete kasutamiseks



1

1.1

1.2

IP-aadressi filtreerimise seadistamine

IP-aadressi filtreerimine on funktsioon, mis piirab seadmetele juurdep&ddsu masina IP-aadressi alusel. Selle
funktsiooni korrektne seadistamine vdimaldab piirata masinale volitamata seadmete juurdepaasu.

Masina IP-aadressi filtreerimise funktsiooni seadistamiseks on kaks vdimalust.

IP-aadressi filtreerimine
Maarake kasitsi IP-aadresside vahemik, mis saavad vdi ei saa juurdepaasu masinale.

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [TCP/IP Setting]
(TCP/IP-sétted) - [IP Address Filtering] (IP-aadressi filtreerimine)

Napunéited
Maéarake keskkonnale sobivad IP-aadressid, millele juurdepéas on lubatud véi keelatud.

Kiire IP-aadresside filtreerimine

Juurdepéédsu saavate IP-aadresside vahemik maaratakse automaatselt masina IP-aadressi ja
alamvdérgumaski pdhjal.

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [TCP/IP Setting]
(TCP/IP-satted) - [Quick IP Filtering] (Kiir-IP-filtreerimine)

Soovitatavad seaded: [Synchronize IP Address] (Stinkrooni IP-aadress) / [Synchronize Subnet Mask]
(Stinkrooni alammask) *

* Valige sobiv seadistus vastavalt oma vérgu konfiguratsioonile.

Soovitused turvaliste vorguseadmete kasutamiseks



2

2.1

2.1.1

2.1.2

Kruptitud side seadistamine

Et valtida andmete pealtkuulamist, voltsimist ja seansikaaperdusi, soovitame kasutada alltoodud kriptitud
sideprotokolle.

TLS-kriiptimine
Soovitame teha allpool toodud seadistused, et vihendada haavatavustega seotud riske.

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Security] (Turve) - [PKI Settings]
(PKI sétted) - [Enable SSL Version] (Luba SSL-versioon)

Seadistus Soovitatav vaartus

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Administraatori reziim ja kasutaja reziim)
(SSL/TLS kasutusreziim)

[SSL/TLS Version Setting] TLS1.2
(SSL/TLS versiooni séte) TLS1.3 (IEEE802.1X Uhildumatu)

[Encryption Strength] AES-256
(KrGptimistugevus)

Tehaseseadetes on paigaldatud esialgne sert. Kui vajate muud sertifikaati, registreerige see jargmisel
aadressil:

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Security] (Turve) - [PKI Settings]
(PKI sétted) - [Device Certificate Setting] (Seadme sertifikaadi satted)

Seadistus Soovitatav vaartus
[Encryption Key Typel] RSA-2048_SHA-256
(Kriptovotme tidp) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

TLS-kriptimise tugi kehtib jargmiste protokollide ja teenuste puhul. TApsemat teavet seadistamise
asukohtade kohta leiate vastavatest alaldikudest.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP (le SSL-i)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP-sokli

HTTP (Web Connection)

Kui seadistuses [Enable SSL Version] (Luba SSL-versioon) on valitud "ON", lllitub suhtlusreziim automaatselt
TLS-krlpteeritud reziimile (HTTPS).

WebDAVServer

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [WebDAV
Settings] (WebDAV-satted) - [WebDAV Server Settings] (WebDAV-serveri satted)

Seadistus ‘ Soovitatav vaartus

[SSL Settings] [SSL Only] (Ainult SSL)
(SSL-seaded)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [HTTP Server
Settings] (HTTP-serveri seaded)

Seadistus ‘ Soovitatav vaartus

[IPP-SSL Settings] [SSL Only] (Ainult SSL)
(IPP-SSL seaded)

OpenAPI

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [OpenAPI
Setting] (OpenAPI-seaded) - [OpenAPI Setting] (OpenAPI-seaded)

Seadistus ‘ Soovitatav vaartus

[SSL/Port Settings] [SSL Only] (Ainult SSL)
(SSL-/pordi seaded)

RemotePanel

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [Remote Panel
Settings] (Kaugpaneeli seaded) - [Remote Panel Server Settings] (Kaugpaneeli serveri seaded)

Seadistus ‘ Soovitatav vaartus
[Port No.(SSL)] | [50443]
Napunaited

Kui seadistuses [Enable SSL Version] (Luba SSL-versioon) on valitud "ON", lllitub suhtlus automaatselt TLS-
krlpteeritud reziimile. Maarake ka pordinumber.

DPWS
Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [DPWS Settings]
(DPWS-i satted) - [DPWS Common Settings] (DPWS-i Uihissétted)

Seadistus ‘ Soovitatav vaartus

[SSL Settings] SEES
(SSL-seaded)

POP

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [E-mail Setting]
(Meili satted) - [E-mail RX (POP)] (Sissetulev meil (POP))

Seadistus ‘ Soovitatav vaartus
[Enable SSL] SEES
(Luba SSL)

SMTP

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [E-mail Setting]
(Meili sétted) - [E-mail TX (SMTP)] (Véljaminev meil (SMTP))

Seadistus ‘ Soovitatav vaartus

[SSL/TLS Settings] [SMTP over SSL] (SMTP ile SSL-i)
(SSL-/TLS-i sétted)
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2.1.9

2.1.10

2.1.11

IEEE802.1X Auth

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [[IEEE802.1X
Authentication Setting] (IEEE802.1X autentimissate) - [[EEE802.1X Authentication Setting] (IEEE802.1X
autentimissate) - [Supplicant Setting] (Supplicant-satted)

Seadistus ‘ Soovitatav vaartus
[EAP-Type] Valige [EAP-TLS], [EAP-TTLS] voi [PEAP].
(EAP tllp)

LDAP

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [LDAP Setting]
(LDAP-i satted) - [Setting Up LDAP] (LDAP-i seadistamine)

Seadistus ‘ Soovitatav vaartus
[Enable SSL] SEES
(Luba SSL)

TCP-sokli

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [TCP Socket
Setting] (TCP-sokli satted)

Seadistus ‘ Soovitatav vaartus

[Use SSL/TLS] SEES
(Kasuta SSL-i/TLS-i)
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2.2 Muu kriiptimine

Soovitame teha allpool toodud seadistused, et vihendada haavatavustega seotud riske. Iga funktsiooni
seadistuste kohta leiate tdpsemat teavet vastavatest alaldikudest.

Funktsioon Soovitatav vaartus
SMBServer SMB-kruptimine, SMB-allkiri
SMBClient Kerberose autentimine
SNMP SNMPv3

IPsec IKEv2

S/MIME SEES

2.2.1 SMBServer

SMB-kriptimise ja SMB-allkirja kasutamine aitab vdhendada jargmisi turvariske.

° Pealtkuulamine: Pahatahtlik kolmas pool voib sidelihendust pealt kuulata ja varastada isiklikku voi
konfidentsiaalset teavet.

° Andmete voltsimine: Eksisteerib oht, et sidelihenduse sisu vdltsitakse "vahendajariinnaku" (MITM -
Man-In-The-Middle) kéigus.

. Teesklemine (spoofing): Kui autentimisteave varastatakse, vdib kolmas pool teeselda seaduslikku
kasutajat, et saada volitamata juurdepaésu.

° Teabeleke: Kriptimata suhtlust on lihtne pealt kuulata, eriti avalikes Wi-Fi-vorkudes, mis suurendab
ohtu, et lekib isiklik voi krediitkaardiandmetega seotud teave.

SMB kriiptimine

Eeltingimused

. Looge avalik kasutajaboks. Konfigureerige seaded viisil, et failid teisaldatakse automaatselt avalikust
kasutajaboksist SMB-kausta.

° Maarake kasutajaboksile parool.

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Box] (Boks) - [User Box List]
(Kasutajabokside loend)

Seadistus Soovitatav vaartus
[SMB Communication [Encrypt] (Kripti)
Encryption]

(SMB-side kriptimine)

SMB-allkiri

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [SMB Setting]
(SMB-sétted) - [SMB Server Settings] (SMB-serveri satted)

Seadistus Soovitatav vaartus
[SMB security Signature [Required] (Noutav)
Setting]

(SMB turbeallkirja sate)
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2.2.2

2.2.3

2.2.4

SMBClient

Kerberose autentimine kasutab tugevat kriiptimistehnoloogiat, vihendades méarkimisvaarselt riski, et
autentimisteavet voidakse autentimisprotsessi kdigus varastada. See tagab ka andmete tervikluse, valtides
andmete voltsimist saatja ja vastuvétja vahel ning NTLM-i releertinnakuid.

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [SMB Setting]
(SMB-sétted) - [Client Setting] (Kliendisatted)

Seadistus ‘ Soovitatav vaartus

[SMB Authentication Setting] | [Kerberos]
(SMB autentimissate)

SNMP

Seadistage kriiptimine SNMPv3 abil. Kui lisate ka autentimissétte, saab turvalisust veelgi suurendada.
Turvariskid on ligikaudu samad, mis SMB puhul.

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [SNMP Setting]

(SNMP sate)
Seadistus Soovitatav vaartus
[SNMP Setting] [SNMP v3(IP)]
(SNMP sate)
[Encryption Algorithm] [AES-128]

(Kruptimisalgoritm)

[Authentication Method]
(Autentimismeetod)

IPsec

Valige [SHA-256], [SHA-384] v6i [SHA-512].

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [TCP/IP Setting]
(TCP/IP-sétted) - [IPsec] - [IPsec Setting] (IPsec-i satted)

[IKEv2]
Seadistus Soovitatav vaartus
[Encryption Algorithm] [AES-CBC] ([256]/[192 ja 256]/[Kbik])

(KrGptimisalgoritm)

[Authentication Algorithm]
(Autentimisalgoritm)

[SHA-2] ([256]/[384)/[512)/[256 ja 384]/[384 ja 512)/[K&iK]), [AES-XCBC]

[Diffie-Hellman Group]
(Diffie-Hellmani riihm)

[SA]

Seadistus

[Group 14] (Rihm 14), [Group 19] (Rihm 19)

Soovitatav vaartus

[Encapsulation Mode]
(Kapseldusreziim)

[Tunnel], [Transport]

[Security Protocol] [ESP]
(Turbeprotokoll)
[Key Exchange Method] [IKEv2]

(Vétmevahetusmeetod)

[Authentication Method]
(Autentimismeetod)

[Digital Signature] (Digitaalallkiri)

[ESP Encryption Algorithm]
(ESP kriptimisalgoritm)

[AES-GCM] ([256]/[192 ja 256]/[K&iK]), [AES-GCM-64] ([256]/[192 ja
256)/[K5iK]), [ENC_NULL_AES_GMAC] ([256)/[192 ja 256]/[K5ik])

[Perfect Forward Secrecy]
(Taielik edasisalastatus)

SEES
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Seadistus Soovitatav vaartus

[Diffie-Hellman Group(IKEv2)] | [Group 14] (RUhm 14), [Group 19] (Rihm 19)
(Diffie-Hellmani rihm (IKEv2))
- [Priority1-4] (Prioriteet 1-4)

2.2.5 S/MIME

Kui kasutada e-kirjade saatmisel valikulist S/MIME'i, saab kirja sisu kriptida, et véaltida pealtkuulamist,
ning kontrollida saatja isikut elektroonilise allkirjaga. See on t6hus kaitse teesklemis- (spoofing) ja
andmeputgirinnakute (phishing) vastu.

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [E-mail Setting]
(Meili satted) - [S/MIME]

Seadistus Soovitatav vaartus

[Digital Signature] [Always add signature] (Lisa alati allkiri)
(Digitaalallkiri)

[Digital Signature Type] [SHA-256]
(Digitaalallkirja tuip)

[E-Mail Text Encrypt. [AES-256]
Method]

(E-kirja teksti
kriptimismeetod)
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3

3.1

3.2

3.3

Sertifikaadi valideerimise satete maaramine

Kui kasutate TLS-kriptitud sidet "vahendajartinnakute" (MITM - man-in-the-middle) mdju vahendamiseks,
soovitame rakendada sertifikaadi valideerimist. Valideerimise puhul soovitame minimaalselt lubada
sertifikaadi aegumiskuupéeva ja sertifikaadiahela kontrolli.

Kui Uritatakse Uhendust votta parandsiisteemiga, millel puudub sertifikaadi valideerimise funktsioon,
suureneb vahendajariinnaku oht. Seetbttu soovitame kasutada selliseid Uhendusi ainult turvalises
voérgukeskkonnas.

MFP-poolset sertifikaadi valideerimist soovitatakse jargmiste MFP kliendifunktsioonide korral. TApsemat
teavet seadistamise asukohtade kohta leiate vastavatest alaldikudest.

POP, SMTP (Start TLS/SMTP (ile SSL), IEEE802.1X Auth (EAP-TUUP: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Napunaited

MFP-ga Ghendatud kliendipoolel on sertifikaadi valideerimine soovitatav jargmiste MFP-serveri funktsioonide
korral:
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCP-sokli

POP

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [E-mail Setting]
(Meili satted) - [E-mail RX (POP)] (Sissetulev meil (POP))

Seadistus Soovitatav vaartus
[Certificate Verification [Expiration Date] (Aegumiskuupaev): SEES
Level Settings] [Chain] (Sertifikaadiahel): SEES

(Sertifikaadi valideerimise
taseme satted)

SMTP

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [E-mail Setting]
(Meili satted) - [E-mail TX (SMTP)] (Valjaminev meil (SMTP))

Seadistus Soovitatav vaartus
[Certificate Verification [Expiration Date] (Aegumiskuupéaev): SEES
Level Settings] [Chain] (Sertifikaadiahel): SEES

(Sertifikaadi valideerimise
taseme satted)

IEEE802.1X Auth

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [[EEE802.1X
Authentication Setting] (IEEE802.1X autentimissate) - [[EEE802.1X Authentication Setting] (IEEE802.1X
autentimisséte) - [Supplicant Setting] (Supplicant-satted)

Seadistus Soovitatav vaartus
[Certificate Verification [Expiration Date] (Aegumiskuupéaev): SEES
Level Settings] [Chain] (Sertifikaadiahel): SEES

(Sertifikaadi valideerimise
taseme satted)

Soovitused turvaliste vorguseadmete kasutamiseks 10



3.4

3.5

3.6

3.7

IPsec

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [TCP/IP Setting]
(TCP/IP-sétted) - [IPsec] - [Enable IPsec] (Luba IPsec)

Seadistus Soovitatav vaartus
[Certificate Verification [Expiration Date] (Aegumiskuupdéev): [Confirm] (Kinnita)
Level Settings] [Chain] (Sertifikaadiahel): [Confirm] (Kinnita)

(Sertifikaadi valideerimise
taseme satted)

Napunaited

[IPsec Setting] (IPsec-i satted) menlls tuleb eelnevalt registreerida jargmised Uksused: [IKE], [SA], [Peer]
(Partner) ja [Protocol Setting] (Protokollisatted).

WebDAVClient

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [WebDAV
Settings] (WebDAV-sétted) - [WebDAV Client Settings] (WebDAV kliendi satted)

Seadistus ‘ Soovitatav vaartus
[Certificate Verification [Expiration Date] (Aegumiskuupaev): SEES
Level Settings] [Chain] (Sertifikaadiahel): SEES

(Sertifikaadi valideerimise
taseme satted)

LDAP

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [LDAP Setting]
(LDAP-i satted) - [Setting Up LDAP] (LDAP-i seadistamine)

Seadistus Soovitatav vaartus
[Certificate Verification [Expiration Date] (Aegumiskuupéev): SEES
Level Settings] [Chain] (Sertifikaadiahel): SEES

(Sertifikaadi valideerimise
taseme satted)

DPWS

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [DPWS Settings]
(DPWS-i satted) - [DPWS Common Settings] (DPWS-i lihissatted)

Seadistus Soovitatav vaartus
[Certificate Verification [Expiration Date] (Aegumiskuup&ev): SEES
Level Settings] [Chain] (Sertifikaadiahel): SEES

(Sertifikaadi valideerimise
taseme satted)
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3.8 OpenAPI

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vork) - [OpenAPI

Setting] (OpenAPIl-seaded) - [OpenAPI Setting] (OpenAPI-seaded)

Seadistus Soovitatav vaartus
[Certificate Verification [Expiration Date] (Aegumiskuup&ev): SEES
Level Settings] [Chain] (Sertifikaadiahel): SEES

(Sertifikaadi valideerimise
taseme satted)

3.9 RemotePanel

Seadistamise asukoht: [Utility] (Utiliidid) - [Administrator] (Administraator) - [Network] (Vérk) - [Remote Panel

Settings] (Kaugpaneeli satted) - [Remote Panel Client Settings] (Kaugpaneeli kliendisatted)

Seadistus ‘ Soovitatav vaartus
[Certificate Verification [Expiration Date] (Aegumiskuupéev): SEES
Level Settings] [Chain] (Sertifikaadiahel): SEES

(Sertifikaadi valideerimise
taseme satted)

Soovitused turvaliste vorguseadmete kasutamiseks
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4 Taiendav teave turvalisuse kohta
4.1 Soovituslik parim tava

Soovitame kasutada kriiptimisalgoritme, mis vastavad ELi EUCC kriptograafia suunistes ja SOGIS-i
kokkulepitud kriiptomehhanismides (SOGIS-Agreed-Cryptographic-Mechanisms) soovitatud parimate

tavade satetele.

Allpool on loetelu EUCC kriptograafia suunistes ja SOGIS-i kokkulepitud kriiptomehhanismide
kriptimisalgoritmidest ja soovitatud vétmepikkustest.

Uksus

Soovitatav vaartus

Kripteerimisalgoritmid

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Kriptovétme pikkus

Napunaited

RSA: vdhemalt 2048 bitti
ECC: vahemalt 256 bitti
AES: 256 bitti

Lisateabe saamiseks tutvuge uusimate EUCC kriiptograafia soovitustega ning SOGIS-i kokkulepitud
kriptomehhanismidega (SOGIS-Agreed-Cryptographic-Mechanisms).

Soovitused turvaliste vorguseadmete kasutamiseks
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4.2

Ettevaatusabinoud suhtlemisel parandsiisteemidega

Parandsusteemidega suhtlemisel eeldatakse jargmiste protokollide ja versioonide kasutamist.

Parandsétete kasutamine suurendab turvariske, seetottu tuleb neid rakendada ainult turvalises

vorgukeskkonnas.
Uksus Parandsatted
Protokoll SLP
FTP
SMB (3.0 voi varasem versioon, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X autentimine (EAP-TUUP: Séltub serverist/VALJAS)
DPWS
TCP-sokli

Krupteerimisalgoritmid

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Kriptovdtme pikkus

IPsec parandsatted
[IKEV1]

RSA: 1024 bitti voi vahem
ECC: 160 bitti voi vdhem
AES: 128 bitti voi vahem
DES: 56 bitti

3DES: 112 bitti

Seadistus Parandsitted
[Encryption Algorithm] [DES-CBC]
(KrGptimisalgoritm) [BDES-CBC]
[AES-CBC] ([128]/[192]/[128 ja 192])
[Authentication Algorithm] Ei kasutata

(Autentimisalgoritm)

[Diffie-Hellman Group]
(Diffie-Hellmani rihm)

[Group 1] (Rihm 1), [Group 2] (Rihm 2), [Group 5] (Rihm 5)

[IKEv2]
Seadistus Parandsitted
[Encryption Algorithm] [DES-CBC]
(KrGptimisalgoritm) [BDES-CBC(C]
[AES-CBC] ([128]/[192]/[128 ja 192])
[Authentication Algorithm] Ei kasutata

(Autentimisalgoritm)

[Diffie-Hellman Group]
(Diffie-Hellmani riihm)

[Group 1] (Rihm 1), [Group 2] (Rihm 2), [Group 5] (Rihm 5)

[SA]
Seadistus Parandséatted
[Key Exchange Method] [IKEV1]

(Votmevahetusmeetod)

[Authentication Method]
(Autentimismeetod)

[Digital Signature] (Digitaalallkiri)

Soovitused turvaliste vorguseadmete kasutamiseks
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Seadistus

Parandsitted

[ESP Encryption Algorithm]
(ESP kriiptimisalgoritm)

[3DES-CBC] ([128]/[192]/[128 ja 192])

[AES-CTR] ([128]/[192]/[128 ja 192])

[AES-GCM] ([128]/[192)/[128 ja 192))
[AES-GCM-64] ([128]/[192]/[128 ja 192])
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 ja 192))

[Perfect Forward Secrecy]
(Taielik edasisalastatus)

SEES

[Diffie-Hellman Group(IKEv1)
(Diffie-Hellmani rihm (IKEv1)

==

[Group 1] (Rihm 1), [Group 2] (Rihm 2), [Group 5] (Rihm 5)

Soovitused turvaliste vorguseadmete kasutamiseks
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4.3

Seadmes tehasest lubatud vorguiihendused ja teenused

Teenuse tiilip Protokoll Port
DHCP UDP 68
HTTP-server TCP 80
NETBIOS-nimeteenus UbP 137
NETBIOS-andmegrammiteenus UDP 138
SNMP UDP 161
HTTP-server SSL-i kaudu / IPP Ule SSL-i TCP 443
LPD-printimine TCP 515
DHCPv6 klient UDP 546
IPP-printimine TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-tool) TCP 8091
RAW-printimine TCP 9100
RAW-printimine TCP 9112
RAW-printimine TCP 9113
RAW-printimine TCP 9114
RAW-printimine TCP 9115
RAW-printimine TCP 9116
OpenAPI TCP 50001

Soovitused turvaliste vorguseadmete kasutamiseks
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44 Sisestuse valideerimisest

Vorgu- ja muude sétete sisestusvéaljade tdhemargipiirangute kohta leiate teavet kasutusjuhendi vastavast
jaotisest.

Olenevalt keele kodeeringust voib mitmebaidiseid mérke toetavate véljade maksimaalne lubatud sisestus
(st MFP-sse salvestatav andmemaht) olla kuni kolm korda suurem kui lubatud markide arv.

Soovitused turvaliste vorguseadmete kasutamiseks
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Tietoa tasta oppaasta

Tassa oppaassa kaydaan lapi laitteiden turvallisen kaytén mahdollistavat tiedot ja asetukset.

Kun yhdistat paayksikon verkkoon, kayta sitd palomuurilla suojatussa ymparistdssd. Suosittelemme myds
maarittdmaan yksityisen IP-osoitteen padyksikon IP-osoitetta varten.

Yksityisen IP-osoitteen maarityksen myo6ta padyksikkda voivat kdyttad ainoastaan ldhiverkon, kuten yrityksen
sisdisen LAN-verkon, kaytt4jat ja ulkopuolinen luvaton kaytté estetaan.

Jos julkisen IP-osoitteen kayttd on tarpeen, asenna palomuuri padyksikon suojaksi.

Suojattuja verkkolaitteita koskevat suositukset 2



N 1
1 IP-suodatuksen asetus

IP-suodatus on toiminto, jolla pdayksikkda kayttavia laitteita rajoitetaan IP-osoitteen perusteella.
Maéarittdmalla tAman toiminnon oikein voit rajoittaa luvattomien laitteiden kayttdoikeuksia.

Paayksikon IP-osoitteen suodatustoiminto voidaan maarittdd seuraavilla kahdella tavalla:

1.1 IP-suodatus
M&é&ritd manuaalisesti niiden IP-osoitteiden alue, joiden kdyttdoikeudet sallitaan tai estetaan.

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Pa&kayttdja) - [Network]
(Verkko) - [TCP/IP Setting] (TCP-/IP-asetus) - [IP Address Filtering] (IP-suodatus)

Vinkkeja
Maarita sallittavat tai estettavat IP-osoitteet kayttdymparistén mukaan.

1.2 Pika-IP-suodatus

Kéytdn sallivien IP-osoitteiden alue maaritetdan automaattisesti padyksikk66n maéritetyn IP-osoitteen ja
aliverkon peitteen perusteella.

Asetus I6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakaytt&ja) - [Network]
(Verkko) - [TCP/IP Setting] (TCP-/IP-asetus) - [Quick IP Filtering] (IP-pikasuodatus)

Suositellut asetukset: [Synchronize IP Address] (Synkronoi IP-osoite) / [Synchronize Subnet Mask] (Synkronoi
aliverkon peite) *

* Valitse kayttdympéristddsi sopiva vaihtoehto.

Suojattuja verkkolaitteita koskevat suositukset 3



S 111
2 Salatun yhteyden asetus

Suosittelemme kdyttdmaan seuraavaa salattua yhteytta tietojen vakoilun ja peukaloinnin sek3 istuntojen
kaappaamisen estéamiseksi.

2.1 TLS-salaus

Suosittelemme maarittdmaan seuraavat asetukset haavoittuvuusriskien vahentamiseksi.

Asetus 16ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakaytt&ja) - [Security]
(Suojaus) - [PKI Settings] (PKl-asetukset) - [Enable SSL Version] (Ota kayttddn SSL-versio)

Asetusvaihtoehto Suositeltu asetus

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Paakayttajatila ja kayttajatila)
(SSL-/TLS-kayttétila)

[SSL/TLS Version Setting] TLS1.2
(SSL-/TLS-version asetus) TLS1.3 (IEEE802.1X-yhteensopimaton)

[Encryption Strength] AES-256
(Salausvahvuus)

Alkuperainen varmenne on asennettu tehtaalla. Jos tarvitset muuta varmennetta, rekisterdi uusi varmenne
seuraavassa paikassa.

Asetus |8ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Pa&kayttaja) - [Security]
(Suojaus) - [PKI Settings] (PKl-asetukset) - [Device Certificate Setting] (Laitteen varmenneasetus)

Asetusvaihtoehto Suositeltu asetus
[Encryption Key Type] RSA-2048_SHA-256
(Salausavaimen tyyppi) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

TLS-salausta tuetaan seuraaville protokollille ja palveluille. Asetuksen sijaintiin liittyvia lisatietoja 16ytyy
seuraavista osioista.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP over SSL)

IEEE802.1X-todennus (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP-vastake

21.1 HTTP (Web Connection)

Jos otat kayttdéon asetuksen [Enable SSL Version] (Ota kdyttéon SSL-versio), yhteystila muuttuu
automaattisesti TLS-salatuksi yhteydeksi (HTTPS).

21.2 WebDAVServer

Asetus 16ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttgja) - [Network]
(Verkko) - [WebDAV Settings] (WebDAV-asetukset) - [WebDAV Server Settings] (WebDAV-palvelimen

asetukset)
Asetusvaihtoehto ‘ Suositeltu asetus

[SSL Settings] [SSL Only] (Vain SSL)
(SSL-asetukset)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (P4akayttaja) - [Network]
(Verkko) - [HTTP Server Settings] (HTTP-palvelimen asetukset)

Asetusvaihtoehto ‘ Suositeltu asetus

[IPP-SSL Settings] [SSL Only] (Vain SSL)
(IPP-SSL-asetukset)

OpenAPI

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (P&akayttaja) - [Network]
(Verkko) - [OpenAPI Setting] (OpenAPI-asetus) - [OpenAPI Setting] (OpenAPI-asetus)

Asetusvaihtoehto ‘ Suositeltu asetus

[SSL/Port Settings] [SSL Only] (Vain SSL)
(SSL-/porttiasetukset)

RemotePanel

Asetus |8ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Pa&kaytt4ja) - [Network]
(Verkko) - [Remote Panel Settings] (Etdpaneelin asetukset) - [Remote Panel Server Settings] (Etdpaneelin
palvelimen asetukset)

Asetusvaihtoehto ‘ Suositeltu asetus

[Port No.(SSL)] ‘ (50443
(Portin numero (SSL))

Vinkkeja

Jos otat kaytt6on asetuksen [Enable SSL Version] (Ota kayttdon SSL-versio), yhteys muuttuu automaattisesti
TLS-salattuun tilaan. M&é&rita portin numero.

DPWS

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (P4akayttaja) - [Network]
(Verkko) - [DPWS Settings] (DPWS-asetukset) - [DPWS Common Settings] (DPWS:n yleiset asetukset)

Asetusvaihtoehto ‘ Suositeltu asetus

[SSL Settings] PAALLA
(SSL-asetukset)

POP

Asetus |8ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Pa&kaytt4ja) - [Network]
(Verkko) - [E-mail Setting] (Sahkdpostiasetus) - [E-mail RX (POP)] (Sahkdpostin vastaanotto (POP))

Asetusvaihtoehto ‘ Suositeltu asetus
[Enable SSL] PAALLA
(Ota SSL kayttéon)

SMTP

Asetus |8ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Pa&kaytt4ja) - [Network]
(Verkko) - [E-mail Setting] (S&hképostiasetus) - [E-mail TX (SMTP)] (Sahkdpostin lahetys (SMTP))

Asetusvaihtoehto ‘ Suositeltu asetus

[SSL/TLS Settings] [SMTP over SSL] (SMTP ennen SSL:44)
(SSL/TLS-asetukset)
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2.1.9

2.1.10

2.1.11

IEEE802.1X-todennus

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttaja) - [Network]
(Verkko) - [[EEE802.1X Authentication Setting] (IEEE802.1X-todennuksen asetus) - [[EEE802.1X
Authentication Setting] (IEEE802.1X-todennuksen asetus) - [Supplicant Setting] (Anoja-asetus)

Asetusvaihtoehto ‘ Suositeltu asetus
[EAP-Type] (EAP-tyyppi) ‘ Valitse [EAP-TLS], [EAP-TTLS] tai [PEAP].
LDAP

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttaja) - [Network]
(Verkko) - [LDAP Setting] (LDAP-asetus) - [Setting Up LDAP] (LDAP:n asetus)

Asetusvaihtoehto ‘ Suositeltu asetus
[Enable SSL] PAALLA
(Ota SSL kayttoon)

TCP-vastake

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttaja) - [Network]
(Verkko) - [TCP Socket Setting] (TCP-vastakkeen asetus)

Asetusvaihtoehto ‘ Suositeltu asetus
[Use SSL/TLS] PAALLA
(Kayta SSL:34/TLS:aa)
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2.2 Muu salaus

Suosittelemme maarittamaan seuraavat asetukset haavoittuvuusriskien vahentamiseksi. Kunkin toiminnon
asetuksiin liittyvia lisétietoja 16ytyy seuraavista osioista.

Toiminto Suositeltu asetus

SMBServer SMB-kansion salaus, SMB-allekirjoitus
SMBClient Kerberos-todennus

SNMP SNMPv3

IPsec IKEv2

S/MIME PAALLA

2.2.1 SMBServer

Kayttamalla SMB-kansion salausta ja SMB-allekirjoitusta voidaan vahentda seuraavia turvallisuusriskeja.

° Vakoilu: Haitallinen kolmas osapuoli voi siepata viesteja ja varastaa henkildtietoja tai luottamuksellisia
tietoja.

° Tietojen peukalointi: On olemassa vaara, etta viestien sisalt6ja voidaan muuttaa
vélistdvetohydkkayksen (MITM) avulla.

. Huijaus: Jos todennustiedot varastetaan, kolmas osapuoli voi esiintya laillisena kayttdjana saadakseen
luvattomasti kayttdoikeudet.

° Tietovuoto: Salaamattomat tiedot voidaan siepata helposti, erityisesti julkisia Wi-Fi-verkkoja
kaytettdessa, mika lisda henkildtietojen ja luottokorttitietojen vuotamisen riskia.

SMB-kansion salaus

Edellytykset

. Luo julkinen kayttdjalaatikko. Maaritd liséksi asetus, jonka mydta tiedostot siirretddn automaattisesti
julkisesta kayttéjalaatikosta ja tallennetaan SMB-kansioon.

° Maarita kayttajalaatikon salasana.

Asetus |8ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Pa&kayttdja) - [Box]
(Kayttajalaatikko) - [User Box List] (Kayttajalaatikkoluettelo)

Asetusvaihtoehto Suositeltu asetus
[SMB Communication [Encrypt] (Salaa)
Encryption]

(SMB-yhteyden salaus)

SMB-allekirjoitus

Asetus 16ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttdja) - [Network]
(Verkko) - [SMB Setting] (SMB-asetus) - [SMB Server Settings] (SMB-palvelimen asetukset)

Asetusvaihtoehto Suositeltu asetus
[SMB security Signature [Required] (Pakollinen)
Setting]

(SMB-suojauksen
allekirjoitusasetus)
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2.2.2

2.2.3

2.2.4

SMBClient

Kerberos-todennus kayttdd vahvaa salaustekniikkaa véhentden nain merkittavasti tunnistetietojen
varastamisen riskid todennusprosessin aikana. Liséksi se varmistaa tietojen eheyden ja estaa lahettajan

ja vastaanottajan vélisen viestinnan tietojen peukaloinnin sek&d NTLM Relay -hy6kkaykset.

Asetus 16ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakaytt&ja) - [Network]
(Verkko) - [SMB Setting] (SMB-asetus) - [Client Setting] (Asiakasasetus)

Asetusvaihtoehto

Suositeltu asetus

[SMB Authentication
Setting]
(SMB-todennuksen asetus)

SNMP

[Kerberos]

Maaritda SNMPv3-salaus. Voit parantaa turvallisuutta entisestaan lisddamalla myos todennuksen asetuksen.
Turvallisuusriskit ovat jotakuinkin samat kuin SMB:n yhteydessa.

Asetus |8ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Pa&kaytt&ja) - [Network]
(Verkko) - [SNMP Setting] (SNMP-asetus)

Asetusvaihtoehto

Suositeltu asetus

[SNMP Setting] [SNMP v3(IP)]
(SNMP-asetus)

[Encryption Algorithm] [AES-128]
(Salausalgoritmi)

[Authentication Method]
(Todennusmenetelma)

IPsec

Valitse [SHA-256], [SHA-384] tai [SHA-512].

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Pa&kayttdja) - [Network]

(Verkko) - [TCP/IP Setting] (TCP-/IP-asetus) - [IPsec] - [IPsec Setting] (IPsec-asetus)

[IKEv2]

Asetusvaihtoehto

Suositeltu asetus

[Encryption Algorithm]
(Salausalgoritmi)

[AES-CBC] ([256] / [192 and 256] (192 ja 256) / [All] (Kaikki)

[Authentication Algorithm]
(Todennusalgoritmi)

[SHA-2] ([256] / [384] / [512] / [256 and 384] (256 ja 384) / [384 and 512]
(384 ja 512) / [All] (Kaikki)), [AES-XCBC]

[Diffie-Hellman Group]
(Diffie-Hellman-ryhma)

[SA]

Asetusvaihtoehto

[Group 14] (Ryhma 14), [Group 19] (Ryhma 19)

Suositeltu asetus

[Encapsulation Mode]
(Kapselointitila)

[Tunnel] (Tunneli), [Transport] (Kuljetus)

[Security Protocol] [ESP]
(Suojausprotokolla)
[Key Exchange Method] [IKEv2]

(Avaimen vaihtomenetelma)

[Authentication Method]
(Todennusmenetelma)

[Digital Signature] (Digitaalinen allekirjoitus)

[ESP Encryption Algorithm]
(ESP-salausalgoritmi)

[AES-GCM] (1256] / [192 and 256] (192 ja 256) / [All] (Kaikki), [AES-GCM-
64] ([256] / [192 and 256] (192 ja 256) / [All] (Kaikki)), [ENC_NULL_AES_-
GMAC] ([256] / [192 and 256] (192 ja 256) / [All] (Kaikki))

Suojattuja verkkolaitteita koskevat suositukset



Asetusvaihtoehto Suositeltu asetus

[Perfect Forward Secrecy] PAALLA
(PFS-salaus)

[Diffie-Hellman [Group 14] (Ryhma 14), [Group 19] (Ryhma 19)
Group(IKEv2)]
(Diffie-Hellman-ryhma
(IKEv2)) -

[Priority1-4] (Prioriteetti 1 - 4)

2.2.5 S/MIME

Jos kaytat sdhkdpostin 1dhetyksen yhteydessa valinnaista S/MIME-standardia, voit salata sdhkopostin
siséllén vakoilun estdmiseksi ja Iahettdjan henkildllisyyden varmistamiseksi séhkdisen allekirjoituksen avulla.
Tama on tehokas tapa estaé Spoofing-tyyppiset huijausyritykset ja tietojenkalasteluyritykset.

Asetus 16ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttdja) - [Network]
(Verkko) - [E-mail Setting] (S&hkopostiasetus) - [S/MIME]

Asetusvaihtoehto Suositeltu asetus

[Digital Signature] [Always add signature] (Lisda aina allekirjoitus)
(Digitaalinen allekirjoitus)

[Digital Signature Type] [SHA-256]
(Digitaalisen allekirjoituksen

tyyppi)

[E-Mail Text Encrypt. [AES-256]
Method]
(S&hkopostin tekstin
salaustapa)
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3

3.1

3.2

3.3

Varmenteen tarkastuksen maaritys

Jos kaytat TLS-salattua yhteytta vélistdvetohydkkaysten vaikutusten vahentdmiseksi, suosittelemme
kayttdmaan varmenteen tarkastusta. Tarkastuskohteiksi suosittelemme ottamaan kéytt66n vahintaan
varmenteen vanhentumispaivan ja varmenneketjun.

Jos yhteytta yritetddn muodostaa vanhaan jarjestelmaympéristdon, jossa ei ole varmenteen tarkastus-
toimintoa, vélistavetohydkkaysten riski kasvaa. Suosittelemme kayttdméaan sité suojatussa verkkoym-
péristdssa.

Varmenteen tarkastusta MFP:n puolella suositellaan seuraavien MFP-asiakastoimintojen yhteydessa.
Asetuksen sijaintiin liittyvia lisatietoja 16ytyy seuraavista osioista.

POP, SMTP (Start TLS / SMTP over SSL), IEEE802.1X-todennus (EAP-TYYPPI: EAP-TLS/EAP-TTLS/PEAP),
IPSec, WebDAV, LDAP, DPWS, RemotePanel

Vinkkeja

Varmenteen tarkastusta MFP:hen yhdistetyn asiakkaan puolella suositellaan seuraavien MFP-palvelintoimin-
tojen yhteydessé.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCP-vastake

POP

Asetus I6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttaja) - [Network]
(Verkko) - [E-mail Setting] (Sahkdpostiasetus) - [E-mail RX (POP)] (Sahkdpostin vastaanotto (POP))

Asetusvaihtoehto Suositeltu asetus
[Certificate Verification [Expiration Date] (Vanhentumispéiva): PAALLA
Level Settings] [Chain] (Ketju): PAALLA
(Varmenteen vahvistustason
asetus)
SMTP

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttaja) - [Network]
(Verkko) - [E-mail Setting] (S&hkdpostiasetus) - [E-mail TX (SMTP)] (Sahkopostin lahetys (SMTP))

Asetusvaihtoehto Suositeltu asetus
[Certificate Verification [Expiration Date] (Vanhentumispaiva): PAALLA
Level Settings] [Chain] (Ketju): PAALLA
(Varmenteen vahvistustason
asetus)
IEEE802.1X-todennus

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Pa&kayttdja) - [Network]
(Verkko) - [[EEE802.1X Authentication Setting] (IEEE802.1X-todennuksen asetus) - [[EEE802.1X
Authentication Setting] (IEEE802.1X-todennuksen asetus) - [Supplicant Setting] (Anoja-asetus)

Asetusvaihtoehto Suositeltu asetus

[Certificate Verification [Expiration Date] (Vanhentumispaiva): PAALLA
Level Settings] [Chain] (Ketju): PAALLA

(Varmenteen vahvistustason

asetus)
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3.4 IPsec

Asetus 16ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttdja) - [Network]
(Verkko) - [TCP/IP Setting] (TCP-/IP-asetus) - [IPsec] - [Enable IPsec] (Ota IPsec kayttdon)

Asetusvaihtoehto Suositeltu asetus
[Certificate Verification [Expiration Date] (Vanhentumispaivé): [Confirm] (Vahvista)
Level Settings] [Chain] (Ketju): [Confirm] (Vahvista)
(Varmenteen vahvistustason
asetus)
Vinkkeja

Rekisterdi kohdassa [IPsec Setting] (IPsec-asetus) kohdat [IKE], [SA], [Peer] (Vertaislaite) ja [Protocol Setting]
(Protokolla-asetus) etukéteen.

3.5 WebDAVClient

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (P4akayttaja) - [Network]
(Verkko) - [WebDAV Settings] (WebDAV-asetukset) - [WebDAV Client Settings] (WebDAV-asiakkaan
asetukset)

Asetusvaihtoehto Suositeltu asetus

[Certificate Verification [Expiration Date] (Vanhentumispéiva): PAALLA
Level Settings] [Chain] (Ketju): PAALLA

(Varmenteen vahvistustason

asetus)

3.6 LDAP

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (P4akayttaja) - [Network]
(Verkko) - [LDAP Setting] (LDAP-asetus) - [Setting Up LDAP] (LDAP:n asetus)

Asetusvaihtoehto Suositeltu asetus
[Certificate Verification [Expiration Date] (Vanhentumispéiva): PAALLA
Level Settings] [Chain] (Ketju): PAALLA
(Varmenteen vahvistustason
asetus)
3.7 DPWS

Asetus |6ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttaja) - [Network]
(Verkko) - [DPWS Settings] (DPWS-asetukset) - [DPWS Common Settings] (DPWS:n yleiset asetukset)

Asetusvaihtoehto Suositeltu asetus

[Certificate Verification [Expiration Date] (Vanhentumispaiva): PAALLA
Level Settings] [Chain] (Ketju): PAALLA

(Varmenteen vahvistustason

asetus)
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3.8

3.9

OpenAPI

Asetus 16ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttgja) - [Network]
(Verkko) - [OpenAPI Setting] (OpenAPI-asetus) - [OpenAPI Setting] (OpenAPI-asetus)

Asetusvaihtoehto Suositeltu asetus
[Certificate Verification [Expiration Date] (Vanhentumispaiva): PAALLA
Level Settings] [Chain] (Ketju): PAALLA
(Varmenteen vahvistustason
asetus)
RemotePanel

Asetus 16ytyy seuraavaa polkua pitkin: [Utility] (Apuohjelma) - [Administrator] (Paakayttgja) - [Network]
(Verkko) - [Remote Panel Settings] (Etédpaneelin asetukset) - [Remote Panel Server Settings] (Etdpaneelin
asiakasasetukset)

Asetusvaihtoehto Suositeltu asetus

[Certificate Verification [Expiration Date] (Vanhentumispaiva): PAALLA
Level Settings] [Chain] (Ketju): PAALLA

(Varmenteen vahvistustason

asetus)
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T 1011
4 Turvallisuuteen liittyvia lisatietoja
4.1 Parhaita kaytanteita koskevat suositukset

Suosittelemme kdyttdmaan EUCC:n salaustekniikkaa koskevissa ohjeissa "Guidelines on Cryptography”

ja asiakirjassa "SOGIS-Agreed-C

ryptographic-Mechanisms" suositeltuja salausalgoritmeja, jotka tayttavat

parhaiden kéytanteiden maaritykset.

Alla on luettelo EUCC:n salaustekniikkaa koskevissa ohjeissa "Guidelines on Cryptography" ja asiakirjassa
"SOGIS-Agreed-Cryptographic-Mechanisms" suositelluista salausalgoritmeista ja avaimien pituuksista.

Kohde

Suositeltu asetus

Salausalgoritmit

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Salausavaimen pituus

Vinkkeja

RSA: vahint4an 2 048 bittia
ECC: vahintéén 256 bittia
AES: 256 bittia

Katso lisétietoja EUCC:n salaustekniikkaa koskevista uusimmista ohjeista "Guidelines on Cryptography" ja
asiakirjasta "SOGIS-Agreed-Cryptographic-Mechanisms".

Suojattuja verkkolaitteita koskevat suositukset
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4.2 Vanhojen jarjestelmien kanssa tapahtuvaan tietoliikenteeseen
liittyvat varotoimenpiteet

Oletuksena on, ettd seuraavia protokollia ja versioita kdytetdan vanhojen eli nk. perinnejérjestelmien kanssa
tapahtuvassa tietoliikenteessa.

Vanhojen asetusten kaytto liséa turvallisuusriskej, joten kéyta niitd suojatussa verkkoympéristossa.

Kohde

Vanhat asetukset

Protokolla

SLP

FTP

SMB (3.0 tai vanhempi versio, NTLMv1/v2)

SNMPv1/v2 L
IEEE802.1X-todennus (EAP-TYYPPI: Palvelimen mukaan / POIS PAALTA)
DPWS

TCPSocket

Salausalgoritmit

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Salausavaimen pituus

Asetusvaihtoehto

RSA: enintdan 1 024 bittia
ECC: enintdan 160 bittia
AES: enintdan 128 bittia
DES: 56 bittia

3DES: 112 bittia

Vanhat IPsec-asetukset
[IKEV1]

Vanhat asetukset

[Encryption Algorithm] [DES-CBC]
(Salausalgoritmi) [BDES-CBC]

[AES-CBC] ([128] /[192] / [128 and 192] (128 ja 192))
[Authentication Algorithm] Ei kaytossa

(Todennusalgoritmi)

[Diffie-Hellman Group]
(Diffie-Hellman-ryhma)

[IKEv2]

Asetusvaihtoehto

[Group 1] (Ryhma 1), [Group 2] (Ryhma 2), [Group 5] (Ryhma 5)

Vanhat asetukset

[Encryption Algorithm] [DES-CBC]
(Salausalgoritmi) [BDES-CBC]

[AES-CBC] ([128] / [192] / [128 and 192] (128 ja 192))
[Authentication Algorithm] Ei kaytdssd

(Todennusalgoritmi)

[Diffie-Hellman Group]
(Diffie-Hellman-ryhma)

[SA]

Asetusvaihtoehto

[Group 1] (Ryhma 1), [Group 2] (Ryhma 2), [Group 5] (Ryhma 5)

Vanhat asetukset

[Key Exchange Method]
(Avaimen vaihtomenetelma)

[IKEV1]

[Authentication Method]
(Todennusmenetelma)

[Digital Signature] (Digitaalinen allekirjoitus)
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Asetusvaihtoehto

Vanhat asetukset

[ESP Encryption Algorithm]
(ESP-salausalgoritmi)

[3DES-CBC] ([128] / [192] / [128 and 192] (128 ja 192))
[AES-CTR] ([128] / [192] / [128 and 192] (128 ja 192))

[AES-GCM] ([128] / [192] / [128 and 192] (128 ja 192))
[AES-GCM-64] ([128] / [192] / [128 and 192] (128 ja 192))
[ENC_NULL_AES_GMAGC] ([128] / [192] / [128 and 192] (128 ja 192))

[Perfect Forward Secrecy]
(PFS-salaus)

PAALLA

[Diffie-Hellman
Group(IKEv1)]
(Diffie-Hellman-ryhma
(IKEV1))

[Group 1] (Ryhma 1), [Group 2] (Ryhma 2), [Group 5] (Ryhma 5)

Suojattuja verkkolaitteita koskevat suositukset
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4.3

Verkkoliitannat ja -palvelut saatavilla tehtaalta toimitettaessa

Palvelutyyppi Protokolla Portin numero
DHCP UDP 68
HTTP-palvelin TCP 80
NETBIOS Name Service UDP 137
NETBIOS Datagram Service UDP 138
SNMP UDP 161
HTTP Server over SSL / IPP over SSL TCP 443
LPD Print TCP 515
DHCPv6 Client UDP 546
IPP Print TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-tyokalu) TCP 8091
RAW Print TCP 9100
RAW Print TCP 9112
RAW Print TCP 9113
RAW Print TCP 9114
RAW Print TCP 9115
RAW Print TCP 9116
OpenAPI TCP 50001

Suojattuja verkkolaitteita koskevat suositukset
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4.4 Tietoa syotettavien tietojen tarkastuksesta

Lisatietoja verkkoasetuksia varten syotettavien merkkien maéarasta yms. |6ydat Kayttédjan oppaasta kunkin
asetusvaihtoehdon kohdalta.

Kielen salauksesta riippuen syotettévien tietojen sallittu maksimimaéara (MFP:lle tallennetut tiedot) kohteille,
jotka tukevat monitavuisia merkkeja, voi olla kolme kertaa merkkien méaara.
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O ovom priru¢niku
U ovom su priru¢niku opisane informacije i postavke koje omogucuju sigurnu upotrebu uredaja.

Pri povezivanju uredaja s mrezom, upotrijebite ga u okruzenju zasticenom vatrozidom. Osim toga,
preporucujemo da za IP adresu uredaja postavite privatnu IP adresu.

Postavljanje privatne IP adrese omoguéuje da samo korisnici na lokalnoj mrezi, primjerice internoj LAN mreZi,
pristupaju uredaju, ¢ime se sprjec¢ava neovlasten pristup uredaju.

Ako morate upotrijebiti globalnu IP adresu, obavezno uredaj postavite u vatrozid.
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1

1.1

1.2

Postavljanje znacajke IP Address Filtering
(Filtriranje IP adresa)

Filtriranje IP adresa je funkcija koja ograniCava broj uredaja koji mogu pristupiti ovom uredaju temeljem IP
adrese. Ako se ova funkcija pravilno postavi, moze se ograniciti pristup s neovlastenih uredaja.

Funkcija filtriranja IP adrese na uredaju moze se postaviti na jedan od dva nacina koji su navedeni u nastavku.

Filtriranje IP adresa

Ruc¢no odredite raspon IP adresa kojima Zelite omoguciti ili onemoguditi pristup.

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [TCP/IP Setting] (TCP/IP
postavka) - [IP Address Filtering] (Filtriranje IP adresa)

Savjeti
Postavite Zelite li da vase IP adrese budu dopustene ili zabranjene u skladu s okruzenjem.

Brzo IP filtriranje

Raspon IP adresa kojima je dopusten pristup postavlja se automatski, temeljem IP adrese i maske podmreze
postavljenih na ovom uredaju.

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [TCP/IP Setting] (TCP/IP
postavka) - [Quick IP Filtering] (Brzo IP filtriranje)

Preporu¢ene postavke: [Synchronize IP Address] (Sinkroniziraj IP adrese)/[Synchronize Subnet Mask]
(Sinkroniziraj masku podmreze)*

* Odaberite opciju koja odgovara vasem okruzenju.
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2.1

2.1.1

Postavljanje znacCajke Encrypted Communication
(Sifrirana komunikacija)

Preporu€ujemo vam upotrebu Sifriranja komunikacije kako biste izbjegli neovlasten pristup i izmjenu
podataka te bilo kakve scenarije otmice podataka.

TLS Sifriranje
Preporucujemo vam da konfigurirate sljede¢e postavke kako biste smanijili ranjivost sustava.

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Security] (Sigurnost) -
[PKI Settings] (PKI postavke) - [Enable SSL Version] (Omoguci SSL verziju)

Postavljanje stavke Preporucena postavka

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Nacin rada administratora i korisnika)
(Nacin rada koji upotrebljava

SSL/TLS)

[SSL/TLS Version Setting] TLS1.2

(Postavljanje verzije za TLS1.3 (nije kompatibilno s IEEE802.1X)

SSL/TLS)

[Encryption Strength] AES-256

(Jacgina Sifriranja)

Prvotni je certifikat instaliran tvornicki. Ako trebate drugi certifikat, registrirajte novi na nekoj od lokacija u
nastavku.

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Security] (Sigurnost) - [PKI Settings]
(PKI postavke) - [Device Certificate Setting] (Postavljanje certifikata uredaja)

Postavljanje stavke Preporucena postavka
[Encryption Key Type] RSA-2048_SHA-256
(Vrsta kljuca za Sifriranje) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

Sifriranje TLS kompatibilno je sa sliedeéim protokolima i uslugama. Detalje o lokacijama postavke potrazite
u odjeljcima u nastavku.

. HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP over SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCPSocket

HTTP (Web Connection)

Ako omogucite opciju [Enable SSL Version] (Omoguci SSL verziju), na¢in komunikacije automatski ¢e se
prebaciti na TLS Sifriranu komunikaciju (HTTPS).

Preporuke za sigurno umrezavanje uredaja



2.1.2

213

21.4

2.1.5

2.1.6

21.7

WebDAVServer

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [WebDAV Settings]
(WebDAV postavke) - [WebDAV Server Settings] (Postavke WebDAV posluzitelja)

Postavljanje stavke ‘ Preporucena postavka
[SSL Settings] [SSL Only] (Samo SSL)
(SSL postavke)

IPP

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [HTTP Server Settings]
(Postavke HTTP posluzitelja)

Postavljanje stavke ‘ Preporucena postavka

[IPP-SSL Settings] [SSL Only] (Samo SSL)
(IPP-SSL postavke)

OpenAPI

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [OpenAPI Setting]
(OpenAPI postavka) - [OpenAPI Setting] (OpenAPI postavka)

Postavljanje stavke Preporucena postavka
[SSL/Port Settings] [SSL Only] (Samo SSL)
(SSL postavke /

postavke porta)

RemotePanel

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [Remote Panel Settings]
(Postavke za RemotePanel) - [Remote Panel Server Settings] (Postavke posluzitelja za RemotePanel)

Postavljanje stavke ‘ Preporuc¢ena postavka

[Port No.(SSL)] ‘ [50443]
(Br. porta (SSL))

Savjeti

Ako omogucite opciju [Enable SSL Version] (Omoguci SSL verziju), komunikacija ¢e se automatski prebaciti
na Sifrirani nacin TLS. Navedite broj porta.

DPWS

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [DPWS Settings] (DPWS
postavke) - [DPWS Common Settings] (Uobi¢ajene DPWS postavke)

Postavljanje stavke ‘ Preporuc¢ena postavka
[SSL Settings] UKLJUCENO
(SSL postavke)

POP

Lokacija postavke: [Utility] (UsluZni program) - [Administrator] - [Network] (Mreza) - [E-mail Setting] (Postavka
e-poste) - [E-mail RX (POP)] (E-posta RX (POP))

Postavljanje stavke ‘ Preporucena postavka

[Enable SSL] UKLJUCENO
(Omogudi SSL)
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2.1.8

2.1.9

2.1.10

2.1.11

SMTP

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [E-mail Setting] (Postavka
e-poste) - [E-mail TX (SMTP)] (E-posta TX (SMTP))

Postavljanje stavke ‘ Preporucena postavka

[SSL/TLS Settings] [SMTP over SSL] (Protokol SMTP over SSL)
(SSL/TLS postavke)

IEEE802.1X Auth

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [[EEE802.1X
Authentication Setting] (Postavka autentifikacije za IEEE802.1X) - [[EEE802.1X Authentication Setting]
(Postavka autentifikacije za IEEE802.1X) - [Supplicant Setting] (Postavke posiljatelja)

Postavljanje stavke ‘ Preporucena postavka
[EAP-Type] (Vrsta EAP-a) ‘ Odaberite [EAP-TLS], [EAP-TTLS] ili [PEAP].
LDAP

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [LDAP Setting] (LDAP
postavka) - [Setting Up LDAP] (Postavljanje LDAP-a)

Postavljanje stavke ‘ Preporucena postavka

[Enable SSL] (Omogudi SSL) \ UKLJUGENO

TCPSocket

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Network] (Mreza) - [TCP Socket Setting]
(Postavka TCP uti¢nice)

Postavljanje stavke ‘ Preporucena postavka

[Use SSL/TLS] UKLJUCENO
(Upotrijebi SSL/TLS)
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2.2

2.2.1

Drugo Sifriranje

Preporu¢ujemo vam da konfigurirate sljedece postavke kako biste smanijili ranjivost sustava. Detalje o
postavkama za svaku funkciju potrazite u odjeljcima u nastavku.

Funkcija Preporu¢ena postavka
SMBServer SMB Sifriranje, SMB potpis
SMBClient Autentifikacija Kerberos Authentication
SNMP SNMPv3
IPsec IKEv2
S/MIME UKLJUCENO
SMBServer

Upotrebom SMB Sifriranja i SMB potpisa mogu se smanijiti sigurnosni rizici koji su navedeni u nastavku.

° Neovlasten pristup ili prisluskivanje: zlonamjerna tre¢a strana moze presresti poruke i ukrasti osobne ili
povijerljive podatke.

° Neovlastena izmjena podataka: postoji rizik da se sadrzaj poruka neovlasteno izmjeni, tzv. napad
"Covjek u sredini" ili na eng. Man-In-The-Middle Attack (MITM).

. Obmana: ako se dogodi krada podataka za autentifikaciju, tre¢a strana moze se predstaviti kao
legitiman korisnik i na taj nacin ostvariti neovlasten pristup.

° Curenje podataka: nesifrirane poruke lako se mogu presretati, posebice na javnim Wi-Fi mrezama, ¢ime
se povecava opasnost od curenja osobnih podataka i podataka o kreditnim karticama.

SMB Sifriranje
Preduvjeti

° Kreirajte javni User Box. Isto tako, konfigurirajte postavku za automatski prijenos datoteka iz javnog
pretinca znaCajke User Box i njihov spremanje u SMB mapu.

. Izradite lozinku za User Box.

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] - [Box] (Pretinac) - [User Box List] (Popis u
funkciji User Box)

Postavljanje stavke Preporuc¢ena postavka
[SMB Communication [Encrypt] (Sifriraj)
Encryption]

(SMB Sifriranje poruka)

SMB potpis

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [SMB
Setting] (SMB postavka) - [SMB Server Settings] (Postavke SMB posluzitelja)

Postavljanje stavke Preporucena postavka
[SMB security Signature [Required] (Obavezno)
Setting]

(Postavka SMB sigurnosnog

potpisa)
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2.2.3

224

SMBClient

Autentifikacija Kerberos upotrebljava snaznu tehnologiju Sifriranja i znac¢ajno smanjuje rizik od krade

podataka za prijavu tijekom postupka autentifikacije. Takoder jaméi integritet podataka i onemogucava
neovlastenu izmjenu i pristup podacima izmedu poSiljatelja i primatelja, kao i NTLM napade.

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [SMB
Setting] (SMB postavka) - [Client Setting] (Postavka klijenta)

Postavljanje stavke

Preporucena postavka

[SMB Authentication
Setting]

(Postavka SMB
autentifikacije)

SNMP

[Kerberos]

Postavite Sifriranje rabec¢i SNMPv3. Ako se pritom doda i postavka autentifikacije, moze se dodatno povecati
sigurnost. Sigurnosni rizici otprilike su isti kao uz SMB.

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [SNMP

Setting] (SNMP postavka)

Postavljanje stavke

Preporucena postavka

[SNMP Setting] [SNMP v3(IP)]
(SNMP postavka)
[Encryption Algorithm] [AES-128]

(Algoritam za Sifriranje)

[Authentication Method]
(Nacin autentifikacije)

IPsec

Odaberite [SHA-256], [SHA-384] ili [SHA-512].

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [TCP/IP
Setting] (TCP/IP postavka) - [IPsec] - [IPsec Setting] (IPsec postavka)

[IKEv2]

Postavljanje stavke

Preporucena postavka

[Encryption Algorithm]
(Algoritam za Sifriranje)

[AES-CBC] ([256)/[192 and 256] (192 i 256)/[All] (Sve))

[Authentication Algorithm]
(Algoritam za autentifikaciju)

[SHA-2] ([256]/[384)/[512)/[256 and 384] (256 i 384)/[384 and 512]
(384 i 512)/[All] (Sve)), [AES-XCBC]

[Diffie-Hellman Group]
(Grupa Diffie-Hellman)

[SA]

Postavljanje stavke

[Group 14] (Grupa 14), [Group 19] (Grupa 19)

Preporucena postavka

[Encapsulation Mode]
(Nacin spajanja podataka)

[Tunnel] (Tunel), [Transport] (Transport)

[Security Protocol] [ESP]
(Sigurnosni protokol)
[Key Exchange Method] [IKEvZ]

(Nacin razmijene kljuca)

[Authentication Method]
(Nacin autentifikacije)

[Digital Signature] (Digitalni potpis)

[ESP Encryption Algorithm]
(ESP algoritam za Sifriranje)

[AES-GCM] ([256]/[192 and 256] (192 i 256)/[All] (Sve)), [AES-GCM-64]
(1256)/[192 and 256] (192 i 256)/[All] (Sve)), [ENC_NULL_AES_GMAC]
([256)/[192 and 256] (192 i 256)/[All] (Sve))
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Postavljanje stavke

Preporucena postavka

[Perfect Forward Secrecy]
(Savrsena tajnost
prosljedivanja)

UKLJUCENO

[Diffie-Hellman
Group(IKEv2)]

(Grupa Diffie-Hellman
(IKEv2) - [Priority1-4]
(Prioritet 1 - 4)

2.2.5 S/MIME

[Group 14] (Grupa 14), [Group 19] (Grupa 19)

Ako upotrebljavate dodatno S/MIME kad Saljete e-poStu, mozete Sifrirati sadrzaj e-poruke kako biste sprijecili
otkrivanje sadrzaja poruka odnosno prisluskivanje i potvrditi identitet poSiljatelja elektroni¢kim potpisom. Ovo
je u€inkovita mjera protiv prijevara u svrhu obmane ili krade identiteta.

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [E-mail
Setting] (Postavka e-poste) - [S/MIME]

Postavljanje stavke

Preporuc¢ena postavka

[Digital Signature]
(Digitalni potpis)

[Always add signature] (Uvijek dodaj potpis)

[Digital Signature Type]
(Vrsta digitalnog potpisa)

[SHA-256]

[E-Mail Text Encrypt.
Method]

(Nacin Sifriranja teksta
e-poruke)

[AES-256]
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3.1

3.2

3.3

Postavljanje znacajke Certificate Validation
(Provjera certifikata)

Kad se upotrebljava TLS Sifriranje poruka radi smanjenja ucinka napada tipa "€ovjek u sredini", preporu-
¢ujemo upotrebu provjere certifikata. Za stavke provjere preporu¢ujemo da omogucite minimalno provjeru
datuma isteka certifikata i lanca.

Pri poku$aju povezivanja s nekim okruzenjem sa starijim postavkama koje nema funkciju provjere certifikata,

rizik napada tipa "Covjek u sredini" se smanjuje. Preporuc¢ujemo da funkciju upotrebljavate u okruzenju
sigurne mreze.

Provjera certifikata na strani MFP-a preporucuje se za funkcije MFP klijenta u nastavku. Detalje o lokacijama
postavke potraZite u odjeljcima u nastavku.

POP, SMTP (Start TLS/SMTP over SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Savjeti

Provjera certifikata na strani klijenta povezanog s MFP-om preporucuje se za sliedec¢e funkcije MFP
posluzitelja.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCPSocket

POP

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [E-mail
Setting] (Postavka e-poste) - [E-mail RX (POP)] (E-posta RX (POP))

Postavljanje stavke Preporuc¢ena postavka
[Certificate Verification [Expiration Date] (Datum isteka): UKLJUCENO
Level Settings] [Chain] (Lanac): UKLJUCENO
(Postavke razine provjere
certifikata)
SMTP

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [E-mail
Setting] (Postavka e-poste) - [E-mail TX (SMTP)] (E-posta TX (SMTP))

Postavljanje stavke Preporucena postavka
[Certificate Verification [Expiration Date] (Datum isteka): UKLJUCENO
Level Settings] [Chain] (Lanac): UKLJUCENO
(Postavke razine provjere
certifikata)
IEEE802.1X Auth

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) -
[IEEE802.1X Authentication Setting] (Postavka autentifikacije za IEEE802.1X) - [IEEE802.1X Authentication
Setting] (Postavka autentifikacije za IEEE802.1X) - [Supplicant Setting] (Postavke posiljatelja)

Postavljanje stavke Preporucena postavka

[Certificate Verification [Expiration Date] (Datum isteka): UKLJUCENO
Level Settings] [Chain] (Lanac): UKLJUCENO

(Postavke razine provjere

certifikata)
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3.4

3.5

3.6

3.7

IPsec

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [TCP/IP
Setting] (TCP/IP postavka) - [IPsec] - [Enable IPsec] (Omogudi IPsec)

Postavljanje stavke Preporucena postavka
[Certificate Verification [Expiration Date] (Datum isteka): [Confirm] (Potvrdi)
Level Settings] [Chain] (Lanac): [Confirm] (Potvrdi)
(Postavke razine provjere
certifikata)
Savjeti

Pod stavkom [IPsec Setting] (IPsec postavka) registrirajte stavke [IKE], [SA], [Peer] (Glavni) i [Protocol Setting]
(Postavka protokola) unaprijed.

WebDAVClient

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [WebDAV
Settings] (WebDAV postavke) - [WebDAV Client Settings] (Postavke WebDAV klijenta)

Postavljanje stavke ‘ Preporucena postavka
[Certificate Verification [Expiration Date] (Datum isteka): UKLJUCENO
Level Settings] [Chain] (Lanac): UKLJUCENO
(Postavke razine provjere
certifikata)
LDAP

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [LDAP
Setting] (LDAP postavka) - [Setting Up LDAP] (Postavljanje LDAP-a)

Postavljanje stavke Preporucena postavka
[Certificate Verification [Expiration Date] (Datum isteka): UKLJUCENO
Level Settings] [Chain] (Lanac): UKLJUCENO
(Postavke razine provjere
certifikata)
DPWS

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [DPWS
Settings] (DPWS postavke) - [DPWS Common Settings] (Uobi¢ajene DPWS postavke)

Postavljanje stavke Preporuc¢ena postavka

[Certificate Verification [Expiration Date] (Datum isteka): UKLJUCENO
Level Settings] [Chain] (Lanac): UKLJUCENO

(Postavke razine provjere

certifikata)
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3.8

3.9

OpenAPI

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [OpenAPI
Setting] (OpenAPI postavka) - [OpenAPI Setting] (OpenAPI postavka)

Postavljanje stavke Preporucena postavka
[Certificate Verification [Expiration Date] (Datum isteka): UKLJUCENO
Level Settings] [Chain] (Lanac): UKLJUCENO
(Postavke razine provjere
certifikata)
RemotePanel

Lokacija postavke: [Utility] (Usluzni program) - [Administrator] (Administrator) - [Network] (Mreza) - [Remote
Panel Settings] (Postavke za RemotePanel) - [Remote Panel Client Settings] (Postavke RemotePanel klijenta)

Postavljanje stavke ‘ Preporuc¢ena postavka

[Certificate Verification [Expiration Date] (Datum isteka): UKLJUCENO
Level Settings] [Chain] (Lanac): UKLJUCENO

(Postavke razine provjere

certifikata)
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S 1
4 Dodatne sigurnosne informacije
4.1 Preporuka za najbolju praksu

Preporuéujemo upotrebu algoritama za Sifriranje u skladu s najboljom praksom i preporukama iz EUCC
smjernica za Sifriranje te potvrdenih mehanizama za Sifriranje SOGIS.

U nastavku se nalaze algoritmi za Sifriranje i duljine klju€eva u skladu s preporukama iz EUCC smijernica za
Sifriranje i iz potvrdenih mehanizama za Sifriranje SOGIS.

Predmet

Preporucena postavka

Algoritmi za Sifriranje

AES (eng. Advanced Encryption Standard)

RSA (eng. Rivest-Shamir-Adleman)

SHA-2 (eng. Secure Hash Algorithm 2)

ECC (eng. Elliptic Curve Cryptography)

HMAC (eng. Hash-based Message Authentication Code)

Duljina klju¢a za Sifriranje

Savjeti

RSA: 2048 bitova ili vise
ECC: 256 bitova ili viSe
AES: 256 bitova

Detalje potrazite u najnovijim EUCC smjernicama za Sifriranje i potvrdenim mehanizmima za Sifriranje SOGIS.

Preporuke za sigurno umrezavanje uredaja
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4.2

Mjere opreza pri komunikaciji sa sustavima sa starijim

postavkama

Protokoli i verzije navedeni u nastavku predvideni su za komunikaciju sa starijim verzijama sustava.

Upotreba starijin postavki povecava sigurnosne rizike, pa starije postavke upotrebljavate u sigurnom

mreznom okruzenju.

Predmet Starije postavke

Protokol SLP
FTP
SMB (3.0 ili novija verzija, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: Depend on Server/OFF)
DPWS
TCPSocket

Algoritmi za Sifriranje

SHA-1 (eng. Secure Hash Algorithm 1)

DES (eng. Data Encryption Standard)

3DES (eng. Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Duljina klju¢a za Sifriranje

RSA: 1024 bita ili vise
ECC: 160 bitova ili vise
AES: 128 bitova ili viSe
DES: 56 bitova

3DES: 112 bitova

Starije postavke za IPsec

[IKEv1]

Postavljanje stavke

Starije postavke

[Encryption Algorithm]
(Algoritam za Sifriranje)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 i 192))

[Authentication Algorithm]
(Algoritam za autentifikaciju)

Ne upotrebljava se

[Diffie-Hellman Group]
(Grupa Diffie-Hellman)

[IKEv2]

Postavljanje stavke

[Group 1] (Grupa 1), [Group 2] (Grupa 2), [Group 5] (Grupa 5)

Starije postavke

[Encryption Algorithm]
(Algoritam za Sifriranje)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 i 192))

[Authentication Algorithm]
(Algoritam za autentifikaciju)

Ne upotrebljava se

[Diffie-Hellman Group]
(Grupa Diffie-Hellman)

[Group 1] (Grupa 1), [Group 2] (Grupa 2), [Group 5] (Grupa 5)
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[SA]

Postavljanje stavke

Starije postavke

[Key Exchange Method]
(Nacin razmjene kljuca)

[IKEV1]

[Authentication Method]
(Nagin autentifikacije)

[Digital Signature] (Digitalni potpis)

[ESP Encryption Algorithm]
(ESP algoritam za Sifriranje)

[3DES-CBC] ([128]/[192)/[128 and 192] (128 i 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 i 192))

[AES-GCM] ([128]/[192]/[128 and 192] (128 i 192))
[AES-GCM-64] ([128]/[192]/[128 and 192] (128 i 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 and 192] (128 i 192))

[Perfect Forward Secrecy]
(Savrsena tajnost
prosljedivanja)

UKLJUCENO

[Diffie-Hellman
Group(IKEv1)]

(Grupa Diffie-Hellman
(IKEv1)

[Group 1] (Grupa 1), [Group 2] (Grupa 2), [Group 5] (Grupa 5)
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4.3

Tvornicki zadana aktivirana mrezna sucelja i popis usluga

Vrsta usluge Protokol Broj porta
DHCP UDP 68
HTTP posluzitelj TCP 80
Naziv usluge NETBIOS UDP 137
Datagram usluge NETBIOS UDP 138
SNMP UDP 161
HTTP posluzitelj preko SSL-a/ IPP preko SSL-a | TCP 443
LPD ispis TCP 515
DHCPv6 klijent UDP 546
IPP ispis TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS alat) TCP 8091
RAW ispis TCP 9100
RAW ispis TCP 9112
RAW ispis TCP 9113
RAW ispis TCP 9114
RAW ispis TCP 9115
RAW ispis TCP 9116
OpenAPI TCP 50001

Preporuke za sigurno umrezavanje uredaja
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4.4 Informacije o potvrdi unosa

Za broj znakova koje treba unijeti za, primjerice, mrezne postavke, pogledajte svaku od stavki u korisni¢kom
vodicu.

Ovisno o Sifriranju, najvec¢i dopusteni broj za unos (podataka koji je pohranjen u MFP) za stavke koje
podrzavaju znakove s viSe bajtova moze biti do trostruko veci od broja znakova.

Preporuke za sigurno umrezavanje uredaja
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A kézikdnyvrdl

Ez a kézikdnyv olyan informacidkat és beadllitasokat ismertet, amelyek lehetévé teszik a késziilékek
biztonsagos hasznalatat.

Amikor a készliléket egy halézathoz csatlakoztatja, csak egy tlizfallal védett kérnyezetben hasznalja.
Javasoljuk tovabba, hogy a késziilék IP-ciméhez allitson be egy privat IP-cimet.

A privat IP-cim beallitdsa csak egy helyi halozat, példaul egy belsé helyi haldzat felhasznaldinak teszi lehetévé
a gép elérését, megakadalyozva a kivilrél érkezd illetéktelen hozzaférést.

Ha globalis IP-cimet kell hasznalnia, gondoskodjon arrdl, hogy a késziiléket egy tlizfallal védetten telepitse.
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1 Az IP sziirés beallitasa

Az IP sz(rés funkcidval az IP-cim alapjan lehet korlatozni a készlilék elérését az egyes eszkdzokrél. A funkcid
megfeleld beallitdsaval korlatozhatja a hozzaférést az arra nem jogosult eszkdzokrdl.

Az IP sz(rés funkcidt az alabbi két médszer egyikével lehet bedllitani a készliléken:

1.1 IP sziirés

Kézi mdédon meghatarozva az IP-cimtartomanyt, amelynek engedélyezni vagy tiltani kivanja a hozzaférést.

Beallitasi hely: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IP Address Filtering] (Kezel6program -
Felligyeld - Halozat - TCP/IP beallitas - IP sz(rés)

Tippek
Allitsa be a kdrnyezetének megfelelden az engedélyezett vagy megtagadott IP-cimeket.

1.2 Gyors IP sziirés

Az IP-cim tartomany, amely részére engedélyezett a hozzaférés, automatikusan kerlil bedllitasra, a készilék
IP-cime és a bedllitott alhalézati maszk alapjan.

Bedllitasi hely: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [Quick IP Filtering] (Kezel6program -
Felligyeld - Halozat - TCP/IP beallitas - Gyors IP szlirés)

Ajanlott beallitadsok: [Synchronize IP Address]/[Synchronize Subnet Mask] (IP-cim szinkronizalasa/Alhalozati
maszk szinkronizalasa)*

* Valassza ki a kdrnyezetének megfelel6t.
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2 A titkositott kommunikacio beallitasa

Az adatok lehallgatasanak, meghamisitadsanak és a munkamenet eltéritésének megakadalyozasa érdekében
javasoljuk, hogy a kévetkez$ titkositott kommunikaciot hasznadlja.

2.1 TLS titkositas

A sebezhetdségek kockazatanak csdkkentése érdekében javasoljuk, hogy konfigurdlja a kdvetkezd
beallitasokat.

Beallitasi hely: [Utility] - [Administrator] - [Security] - [PKI Settings] - [Enable SSL Version] (Kezeléprogram -
Fellgyeld - Biztonsag - PKI beadllitasok - SSL-verzidé engedélyezése)

Beallitasi elem Ajanlott beallitas

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Felligy. mod és felhasznal6i maod)
(SSL/TLS-t hasznalé mad)

[SSL/TLS Version Setting] TLS1.2
(SSL/TLS verzid bedllitasa) TLS1.3 (IEEE802.1X incompatibilis)

[Encryption Strength] AES-256
(Titkositasi er6sség)

A kezdeti tanusitvanyt a gyarban telepitik. Ha mas tanusitvanyra van sziiksége, regisztraljon Ujat a kdvetkez6
helyen.

Beadllitasi hely: [Utility] - [Administrator] - [Security] - [PKI Settings] - [Device Certificate Setting]
(Kezeléprogram - Felligyel6 - Biztonsag - PKI bedllitasok - Eszkdztanusitvany beallitasa)

Beallitasi elem Ajanlott beallitas
[Encryption Key Type] RSA-2048_SHA-256
(Titkosito kulcs tipusa) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

A TLS-titkositas a kdvetkezd protokollok és szolgaltatdsok esetében tdmogatott. A beallitdsok részleteit lasd
az alabbi szakaszokban.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP over SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP Socket

211 HTTP (Web Connection)

Ha engedélyezi az [Enable SSL Version] (SSL-verzié engedélyezése) ehetéséget, a kommunikacidos méd
automatikusan atvalt a TLS titkositott kommunikaciora (HTTPS).

21.2 WebDAVServer
Bedllitasi hely: [Utility] - [Administrator] - [Network] - [WebDAYV Settings] - [WebDAV Server Settings]
(Kezel6program - Felligyel6 - Halozat - WebDAV bedllitas - WebDAV szerver bedllitas)
Beallitasi elem | Ajénlott beallitas

[SSL Settings] [SSL Only] (Csak SSL)
(SSL beallitasok)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Beallitasi hely: [Utility] - [Administrator] - [Network] - [HTTP Server Settings] (Kezel8program - Felligyel6 -
Halbézat - HTTP szerver beallitas)

Beallitasi elem \ Ajénlott beallitas

[IPP-SSL Settings] [SSL Only] (Csak SSL)
(IPP-SSL beallitasok)

OpenAPI

Beallitasi hely: [Utility] - [Administrator] - [Network] - [OpenAPI Setting] - [OpenAPI Setting] (Kezel6program -
Felligyeld - Halozat - OpenAPI bedllitas - OpenAPI beallitas)

Beallitasi elem \ Ajénlott beallitas

[SSL/Port Settings] [SSL Only] (Csak SSL)
(SSL/port beallitasok)

RemotePanel

Beallitasi hely: [Utility] - [Administrator] - [Network] - [Remote Panel Settings] - [Remote Panel Server Settings]
(Kezel6program - Felligyel§ - Halozat - Tavoli panel bedllitasai - Tavoli panel szerver beallitas)

Beallitasi elem ‘ Ajanlott beallitas

[Port No.(SSL)] ‘ (50443
(Portszam (SSL))

Tippek

Ha engedélyezi az [Enable SSL Version] (SSL-verzi6é engedélyezése) ehetéséget, a kommunikacidés méd
automatikusan atvalt a TLS titkositott modra. Adjon meg egy portszamot.

DPWS

Beallitasi hely: [Utility] - [Administrator] - [Network] - [DPWS Settings] - [DPWS Common Settings]
(Kezel6program - Felligyel6 - Halézat - DPWS beallitas - DPWS altalanos beallitas)

Beallitasi elem \ Ajénlott beallitas
[SSL beallitas] ‘ BE
POP

Beallitasi hely: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail RX (POP)] (Kezeléprogram -
Fellgyeld - Halézat - E-mail beadllitas - E-mail vétel (POP))

Beallitasi elem \ Ajénlott beallitas
[Enable SSL] BE
(SSL engedélyezése)

SMTP

Beallitasi hely: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail TX (SMTP)] (Kezeléprogram -
Felligyeld - Halozat - E-mail beallitas - E-mail tx (SMTP))

Beallitasi elem \ Ajénlott beallitas

[SSL/TLS Settings] [SMTP over SSL]
(SSL/TLS bedllitasok)
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2.1.9

2.1.10

2.1.11

IEEE802.1X Auth

Beallitasi hely: [Utility] - [Administrator] - [Network] - [[IEEE802.1X Authentication Setting] - [[EEE802.1X
Authentication Setting] - [Supplicant Setting]"(Kezeléprogram - Felligyel6 - Halézat - IEEE802.1X hitelesités
bedllitas - IEEE802.1X hitelesités bedllitas - Ugyfél bedllitas)

Beallitasi elem | Ajénlott beallitas
[EAP-Type] ‘ Valassza a kovetkezét: [EAP-TLS], [EAP-TTLS] vagy [PEAP].
LDAP

Beallitasi hely: [Utility] - [Administrator] - [Network] - [LDAP Setting] - [Setting Up LDAP] (Kezel&program -
Felligyeld - Halozat - LDAP beallitas - LDAP beallitasa)

Beallitasi elem \ Ajanlott beallitas
[Enable SSL] BE
(SSL engedélyezése)

TCP Socket

Beallitasi hely: [Utility] - [Administrator] - [Network] - [TCP Socket Setting] (Kezel6program - Felligyeld -
Halézat - TCP Socket beallitas)

Beallitasi elem \ Ajanlott beallitas

[Use SSL/TLS] BE
(SSL/TLS hasznalata)
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2.2 Egyéb titkositas

A sebezhet6ségek kockazatanak csdkkentése érdekében javasoljuk, hogy konfiguralja a kdvetkez6
bedllitasokat. Az egyes funkciok beallitasainak részleteit Iasd az alabbi szakaszokban.

Funkcioé Ajanlott beallitas
SMBServer SMB titkositas, SMB alairas
SMBClient Kerberos hitelesités

SNMP SNMPv3

IPSEC IKEv2

S/MIME BE

2.2.1 SMBServer

Az SMB-titkositas és az SMB-alairas hasznalataval a kdvetkez6 biztonsagi kockazatok csdkkentheték.

° Lehallgatas: Egy rosszindulatd harmadik fél lehallgathatja a kommunikéaciot, és ellophat személyes vagy
bizalmas informacidkat.

° Adatok meghamisitasa: Fennall a veszélye annak, hogy a kommunikacios tartalmakat manipulaljak egy
Man-In-The-Middle Attack (MITM) révén.

. Azonositéhamisitas: Ha a hitelesitési adatokat ellopjak, egy harmadik fél jogos felhasznalénak adhatja
ki magat, hogy jogosulatlan hozzaférést szerezzen.

. Informacidszivarogtatas: A titkositatlan kommunikacié konnyen lehallgathato, kiiléndsen a nyilvanos
Wi-Fi halézatokon, ami ndveli a személyes adatok és a hitelkartyaadatok kiszivargasanak kockazatat.

SMB titkositas

El6feltételek

° Hozzon létre egy nyilvanos felhasznaloi fiokot. Emellett konfiguralja a beallitast ugy is, hogy a fajlok
automatikusan atkeriljenek a nyilvanos felhasznaléi fiokbol, és az SMB mappaba mentddjenek.

° Jelszé megadasa a felhasznaléi fiokhoz.

Beallitasi hely: [Utility] - [Administrator] - [Box] - [User Box List] (Kezel6program - Felligyel6 - Felhasznaloi
fiok - Felhasznaldi fidk lista)

Beallitasi elem Ajanlott beallitas

[SMB Communication [Encrypt] (Titkosit)
Encryption]

(SMB kommunikacio

titkositas)

SMB alairas

Beallitasi hely: [Utility] - [Administrator] - [Network] - [SMB Setting] - [SMB Server Settings] (Kezel6program
- Felligyel6 - Halézat - SMB beallitas - SMB kiszolgald beallitasai)

Beallitasi elem Ajanlott beallitas
[SMB security Signature [Required] (Szlikséges)
Setting]

(SMB biztonsagi alairas

beallitasa)
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2.2.2

2.2.3

2.2.4

SMBClient

A Kerberos-hitelesités erds titkositasi technoldgiat hasznal, ami jelentésen csdkkenti a hitelesité adatok
ellopasanak kockazatat a hitelesitési folyamat soran. Biztositja az adatok integritasat is, megakadalyozva
az adatok meghamisitasat a felado és a cimzett kézoétt, valamint az NTLM relé tamadasokat.

Bedllitasi hely: [Utility] - [Administrator] - [Network] - [SMB Setting] - [Client Setting] (Kezeléprogram -
Fellgyeld - Halézat - SMB bedllitas - Kliens beallitas)

Beallitasi elem

Ajanlott beallitas

[SMB Authentication
Setting]
(SMB hitelesitési bedllitas)

SNMP

[Kerberos]

A titkositas bedllitasa az SNMPv3 hasznélataval. Ha a hitelesitési beallitas is hozzaadddik, tovabb novelheti
a biztonsagot. A biztonsagi kockazatok nagyjabdl ugyanazok, mint az SMB esetében.

Beallitasi hely: [Utility] - [Administrator] - [Network] - [SNMP Setting] (Kezel6program - Fellgyel6 - Halézat -

SNMP beallitas)

Beallitasi elem

Ajanlott beallitas

[SNMP Setting] [SNMP v3(IP)]
(SNMP beallitas)
[Encryption Algorithm] [AES-128]

(Titkositasi algoritmus)

[Authentication Method]
(Hitelesitési médszer)

IPSEC

Valassza ki a kdvetkez6k egyikét: [SHA-256], [SHA-384] vagy [SHA-512].

Beallitasi hely: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IPsec] - [IPsec Setting]
(Kezel6program - Felligyelé - Halézat - TCP/IP beallitas - IPsec - IPsec beallitas)

[IKEv2]

Beallitasi elem

Ajanlott beallitas

[Titkositasi algoritmus]

[AES-CBC] ([256]/[192 and 256]/[All]) (AES-CBC (256/192 és
256/0sszes))

[Hitelesitési algoritmus]

[SHA-2] ([256/[384]/[512]/[256 and 384]/[384 and 512)/[All}), [AES-XCBC]
(SHA-2 (256/384/512/256 és 384/384 és 512/Osszes), AES-XCBC)

[Diffie-Hellman Group]
(Diffie-Hellman csoport)

[SA]

Beallitasi elem

[Group 14], [Group 19] (14. csoport, 19. csoport)

Ajanlott beallitas

[Encapsulation Mode]
(Beagyazas maod)

[Tunnel], [Transport] (Alagut, Szallitdegység)

[Security Protocol] [ESP]
(Biztonsagi protokoll)
[Key Exchange Method] [IKEv2]

(Kulcs konverzié médszere)

[Authentication Method]
(Hitelesitési modszer)

[Digital Signature] (Digitalis alairas)

[ESP Encryption Algorithm]
(ESP titkos. algoritmus)

[AES-GCM] (1256]/[192 and 256]/[All]), [AES-GCM-64] ([256]/[192 and
256)/[All]), [ENC_NULL_AES_GMAC] ([256]/[192 and 256}/[All]
(AES-GCM (256/192 és 256/Osszes), AES-GCM-64 (256/192 és
256/Osszes), ENC_NULL_AES_GMAC (256/192 és 256/Osszes))
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2.2.5

Beallitasi elem

Ajanlott beallitas

[Perfect Forward Secrecy]
(Sérdlés utani
titkossagvédelem)

BE

[Diffie-Hellman Group
(IKEv2)] - [Priority1-4]
(Diffie-Hellman csoport
(IKEV2) - Prioritas 1-4)

S/MIME

Ha az opcionadlis S/MIME-t hasznalja e-mail klildéséhez, titkosithatja az e-mail tartalmat a lehallgatas
megakadalyozasa érdekében, és elektronikus alairassal igazolhatja a feladé személyazonossagat. Ez
hatékony intézkedés azonositohamisitas és adathalasz csalasok ellen.

Beallitasi elem

[Group 14], [Group 19] (14. csoport, 19. csoport)

Bedllitasi hely: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [S/MIME] (Kezel6program - Felligyel6 -
Halozat - E-mail bedllitas - S/MIME)

Ajanlott beallitas

[Digital Signature]
(Digitalis alairas)

[Always add signature] (Mindig alairassal)

[Digital Signature Type] [SHA-256]
(Digitalis alairas tipusa)
[E-Mail Text Encrypt. [AES-256]

Method]
(E-mail szbveg titkositasi
mad)
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3 A tanusitvany érvényesitésének beallitasa

A TLS titkositott kommunikacié hasznalatakor a man-in-the-middle tAmadasok hatasanak csokkentése
érdekében javasoljuk a tanusitvany-érvényesités hasznalatat. Az érvényesitési elemek esetében javasoljuk,
hogy legalabb a tanusitvany lejarati datumat és lancat engedélyezze.

Ha olyan hagyomanyos kérnyezethez prébalnak csatlakozni, amely nem rendelkezik tanusitvany-
érvényesitési funkcioval, megné a man-in-the-middle tamadasok kockazata. Javasoljuk, hogy biztonsagos
halézati kdrnyezetben haszndlja.

Az MFP-oldalon a tanusitvany érvényesitését a kdvetkez6 MFP-Ugyfélfunkcidokban ajanljuk. A beallitasok
részleteit lasd az alabbi szakaszokban.

POP, SMTP (Start TLS/SMTP over SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Tippek

Akliensoldalon az MFP-hez csatlakoztatva a tanusitvany érvényesitését a kdvetkezd MFP-Ugyfélfunkcidkban
ajanljuk.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCP Socket

3.1 POP

Beallitasi hely: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail RX (POP)] (Kezeléprogram -
Fellgyeld - Halézat - E-mail beallitas - E-mail vétel (POP))

Beallitasi elem Ajanlott beallitas
[Certificate Verification [Expiration Date] (Lejarat datuma): BE
Level Settings] [Chain] (Lanc): BE

(Tanusitvany ellenérzési
szintjének bedllitasa)

3.2 SMTP

Beallitasi hely: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail TX (SMTP)] (Kezeléprogram -
Felligyeld - Halézat - E-mail beallitas - E-mail tx (SMTP))

Beallitasi elem Ajanlott beallitas
[Certificate Verification [Expiration Date] (Lejarat datuma): BE
Level Settings] [Chain] (Lanc): BE

(Tanusitvany ellenérzési
szintjének bedllitasa)

3.3 IEEE802.1X Auth

Beallitasi hely: [Utility] - [Administrator] - [Network] - [[EEE802.1X Authentication Setting] - [[EEE802.1X
Authentication Setting] - [Supplicant Setting]__(Kezeléprogram - Felligyel6 - Halézat - IEEE802.1X hitelesités
beallitas - IEEE802.1X hitelesités beallitas - Ugyfél beallitas)

Beallitasi elem Ajanlott beallitas
[Certificate Verification [Expiration Date] (Lejarat datuma): BE
Level Settings] [Chain] (Lanc): BE

(Tanusitvany ellenérzési
szintjének bedllitasa)
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3.4

3.5

3.6

3.7

IPSEC

Bedllitasi hely: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IPsec] - [Enable IPsec]
(Kezel6program - Felligyel6 - Halozat - TCP/IP bedllitas - IPsec - IPsec engedélyezés)

Beallitasi elem Ajanlott beallitas
[Certificate Verification [Expiration Date] (Lejarat datuma): [Confirm] (Szaml./ jel.)
Level Settings] [Chain] (Lanc): [Confirm] (Szaml./ jel.)

(Tanusitvany ellenérzési
szintjének beallitasa)

Tippek

Az [IPsec Setting] (IPsec beallitas) alatt regisztralja elére az [IKE], [SA], [Peer] (Tars) és [Protocol Setting]
(Protokoll bedllitasa) elemeket.

WebDAVClient

Beallitasi hely: [Utility] - [Administrator] - [Network] - [WebDAV Settings] - [WebDAV Client Settings]
(Kezel6program - Felligyel6 - Halozat - WebDAV beallitas - WebDAV kliens bedllitas)

Beallitasi elem | Ajénlott beallitas
[Certificate Verification [Expiration Date] (Lejarat datuma): BE
Level Settings] [Chain] (Lanc): BE

(Tanusitvany ellenérzési
szintjének bedllitasa)

LDAP

Beallitasi hely: [Utility] - [Administrator] - [Network] - [LDAP Setting] - [Setting Up LDAP] (Kezel6program -
Felligyeld - Halozat - LDAP beallitas - LDAP beadllitasa)

Beallitasi elem Ajanlott beallitas
[Certificate Verification [Expiration Date] (Lejarat datuma): BE
Level Settings] [Chain] (Lanc): BE

(Tanusitvany ellenérzési
szintjének bedllitasa)

DPWS

Beallitasi hely: [Utility] - [Administrator] - [Network] - [DPWS Settings] - [DPWS Common Settings]
(Kezel6program - Felligyel6 - Halézat - DPWS beallitas - DPWS altalanos beallitas)

Beallitasi elem Ajanlott beallitas
[Certificate Verification [Expiration Date] (Lejarat datuma): BE
Level Settings] [Chain] (Lanc): BE

(Tanusitvany ellenérzési
szintjének beallitasa)
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3.8

3.9

OpenAPI

Beadllitasi hely: [Utility] - [Administrator] - [Network] - [OpenAPI Setting] - [OpenAPI Setting] (Kezel6program -
Fellgyeld - Halézat - OpenAPI beallitas - OpenAPI beallitas)

Beallitasi elem Ajanlott beallitas
[Certificate Verification [Expiration Date] (Lejarat datuma): BE
Level Settings] [Chain] (Lanc): BE

(Tanusitvany ellenérzési
szintjének beallitasa)

RemotePanel

Beadllitasi hely: [Utility] - [Administrator] - [Network] - [Remote Panel Settings] - [Remote Panel Client Settings]
(Kezeléprogram - Felligyel6 - Halozat - Tavoli panel beallitdsai - Tavoli panel kliens bedllitas)

Beallitasi elem ‘ Ajanlott beallitas
[Certificate Verification [Expiration Date] (Lejarat datuma): BE
Level Settings] [Chain] (Lanc): BE

(Tanusitvany ellenérzési
szintjének beallitasa)

Ajanlasok a biztonsagos halézati eszkézokre vonatkozdan
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4 Tovabbi biztonsagi informacio

4.1 Legjobb gyakorlatok ajanlasa

Javasoljuk, hogy az alkalmazando titkositasi algoritmusok feleljenek meg az EUCC kriptografiara vonatkozé
iranymutatasaiban és a SOGIS-Agreed-Cryptographic-Mechanisms (SOGIS-egyezményes kriptografiai
mechanizmusok) altal ajanlott legjobb gyakorlatnak.

Az alabbiakban az EUCC kriptografiara vonatkoz6 iranymutatasai és a SOGIS-Agreed-Cryptographic-
Mechanisms éltal ajanlott titkositasi algoritmusok és kulcshosszok listaja talalhato.

Elem

Ajanlott beallitas

Titkositasi algoritmusok

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Titkosité kulcs hossza

Tippek

RSA: legalabb 2048 bit
ECC: legalabb 256 bit
AES: 256 bit

A részleteket lasd az EUCC legujabb kriptografiai iranymutatasaiban és a SOGIS-Agreed-Cryptographic-
Mechanisms cim( dokumentumban.
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4

4.2 Ovintézkedések a régebbi rendszerekkel valé6 kommunikaciohoz

A kovetkezd protokollokat és verzidkat feltételezziik a régi rendszerekkel valé kommunikacidhoz.

A régi bedllitasok hasznalata ndveli a biztonsagi kockazatokat, ezért kérjlik, hogy biztonsagos halézati
koérnyezetben hasznalja 6ket.

Elem

Orokolt beallitasok

Protokoll

SLP

FTP

SMB (3.0 vagy korabbi verzié, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: Szervertél fiigg/OFF)
DPWS

TCPSocket

Titkositasi algoritmusok

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Titkositdé kulcs hossza

Beallitasi elem

RSA: 1024 bit vagy kevesebb
ECC: 160 bit vagy kevesebb
AES: 128 bit vagy kevesebb
DES: 56 bit

3DES: 112 bit

IPsec orokolt beallitasok
[IKEv1]

Orokolt beallitasok

[Titkositasi algoritmus]

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 és 192))

[Authentication Algorithm]
(Hitelesitési algoritmus)

Nem hasznalt

[Diffie-Hellman Group]
(Diffie-Hellman csoport)

[IKEv2]

Beallitasi elem

[Group 1], [Group 2], [Group 5] (1. csoport, 2. csoport, 5. csoport)

Orokolt beallitasok

[Encryption Algorithm]
(Titkositasi algoritmus)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 és 192))

[Authentication Algorithm]
(Hitelesitési algoritmus)

Nem hasznalt

[Diffie-Hellman Group]
(Diffie-Hellman csoport)

[SA]

Beallitasi elem

[Group 1], [Group 2], [Group 5] (csoport, 2. csoport, 5. csoport)

Orokolt beallitasok

[Key Exchange Method]
(Kulcs konverzié médszere)

[IKEV1]

[Authentication Method]
(Hitelesitési médszer)

[Digital Signature] (Digitalis alairas)
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Beallitasi elem

Orokolt beallitasok

[ESP Encryption Algorithm]
(ESP titkos. algoritmus)

[3DES-CBC] ([128]/[192]/[128 and 192] (128 és 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 és 192))

[AES-GCM] ([128]/[192)/[128 and 192] (128 és 192))
[AES-GCM-64] ([128]/[192]/[128 and 192] (128 és 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 and 192] (128 és 192))

[Perfect Forward Secrecy]
(Sérilés utani
titkossagvédelem)

BE

[Diffie-Hellman Group(IKEv1)]
(Diffie-Hellman csoport
(IKEv1))

[Group 1], [Group 2], [Group 5] (1. csoport, 2. csoport, 5. csoport)

Ajanlasok a biztonsagos halézati eszkézokre vonatkozdan
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4

4.3

Gyari beallitassal elérhetd halézati interfészek és szolgaltatasok

Szolgaltatas tipusa Protokoll Portszam
DHCP UDP 68
HTTP szerver TCP 80
NETBIOS név szolgaltatas UbP 137
NETBIOS Datagram szolgaltatas UDP 138
SNMP UDP 161
HTTP Server over SSL / IPP over SSL TCP 443
LPD nyomtatas TCP 515
DHCPv6 kliens UDP 546
IPP nyomtatas TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-eszkdz) TCP 8091
RAW nyomtatas TCP 9100
RAW nyomtatas TCP 9112
RAW nyomtatas TCP 9113
RAW nyomtatas TCP 9114
RAW nyomtatas TCP 9115
RAW nyomtatas TCP 9116
OpenAPI TCP 50001

Ajanlasok a biztonsagos halézati eszkézokre vonatkozdan
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4.4 A bevitel érvényesitésérol

A halézati bedllitasokhoz stb. beirandd karakterek szamat lasd a Felhasznaloi kézikonyv egyes bedllitasi
elemeinél.

A nyelv kddolasatdl fliggbéen a tdbbbajtos karaktereket tamogatd elemek esetében a maximalisan
megengedett bemeneti érték (az MFP-ben elmentett adatok) a karakterek szamanak haromszorosa lehet.
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Apie Sj vadova
Siame vadove aprasoma informacija ir nustatymai, leidZiantys saugiai naudoti jrenginius.

Jungdami §j jrenginj prie tinklo, naudokite jj uzkarda apsaugotoje aplinkoje. Taip pat rekomenduojame
nustatyti privaty jrenginio IP adresa.

Nustacius privaty IP adresg, prie jrenginio gali prisijungti tik vietinio tinklo, pvz., vidinio LAN, naudotojai,
o neteiséta prieiga i$ iSorés neleidziama.

Jei reikia naudoti visuotinj IP adresa, butinai jdiekite uzkardg Siame jrenginyije.
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1.1

1.2

IP adreso filtravimo nustatymas

IP adreso filtravimas yra funkcija, ribojanti kity jrenginiy prieiga prie Sio jrenginio pagal IP adresa. Tinkamai
nustacius Siag funkcijg galima apriboti prieiga i$ neteiséty jrenginiy.

Sio jrenginio IP adreso filtravimo funkcijg galima nustatyti bet kuriuo i$ toliau nurodyty dviejy btdy.

IP adreso filtravimas

Rankiniu budu nurodykite IP adresy diapazona, kuriam norite leisti arba drausti prieiga.

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[TCP/IP Setting] (TCP/IP nustatymas) - [IP Address Filtering] (IP adresy filtravimas)

Patarimai
Nustatykite leidziamus arba draudziamus IP adresus, kad jie atitikty jisy aplinka.

Spartusis IP filtravimas

IP adresy diapazonas, kuriam automati$kai suteikiama prieiga pagal IP adresa ir Sio jrenginio potinklio kaukés
nustatyma.

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[TCP/IP Setting] (TCP/IP nustatymas) - [Quick IP Filtering] (Greitas IP filtravimas)

Rekomenduojami nustatymai: [Synchronize IP Address] (Sinchronizuoti IP adresg) / [Synchronize Subnet
Mask] (Sinchronizuoti potinklio kauke)*

* Pasirinkite bet kurj i$ jy, kad tikty jusy aplinkai.
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2.1

Sifruoto rysio nustatymas

Kad iSvengtuméte duomeny perémimo, duomeny klastojimo ir sesijos uzgrobimo, rekomenduojame naudoti
Sifruota rysj.

TLS Sifravimas
Rekomenduojame sukonfigiruoti Siuos nustatymus, kad sumazintuméte pazeidziamumo rizika.

Nustatymo vieta: [Utility] (Pagalbinés priemones) - [Administrator] (Administratorius) - [Security] (Sauga) -
[PKI Settings] (PKI nustatymai) - [Enable SSL Version] (Leisti SSL versija)

Nustatomas elementas Rekomenduojamas nustatymas

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Admin. rezimas ir naudotojo rezimas)
(SSL/TLS naudojimo

rezimas)

[SSL/TLS Version Setting] TLS1.2

(SSL/TLS versijos TLS1.3 (nesuderinamas su IEEE802.1X)

nustatymas)

[Encryption Strength] AES-256

(Sifravimo stiprumas)

Pirminis sertifikatas yra jdiegtas gamykloje. Jei reikia kitokio sertifikato, uzregistruokite nauja sertifikata toliau
nurodytoje vietoje.

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Security] (Sauga) -
[PKI Settings] (PKI nustatymai) - [Device Certificate Setting] (Jrenginio sertifikato nustatymas)

Nustatomas elementas Rekomenduojamas nustatymas
[Encryption Key Type] RSA-2048_SHA-256
(Sifravimo rakto tipas) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

TLS Sifravimas palaikomas Siems protokolams ir paslaugoms. I§samesnés informacijos apie nustatymy
vietas rasite tolesniuose skyriuose.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPIl, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP over SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP jungtis
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2.1.1

2.1.2

2.1.3

21.4

2.1.5

2.1.6

HTTP (Web Connection)

Jei jjungiate [Enable SSL Version] (Leisti SSL versija), rySio rezimas automatiskai persijungia j TLS Sifruota
rysj. (HTTPS).

WebDAVServer

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[WebDAV Settings] (WebDAV nustatymai) - [WebDAV Server Settings] (WebDAV serverio nustatymai)

Nustatomas elementas ‘ Rekomenduojamas nustatymas

[SSL Settings] [SSL Only] (Tik SSL)
(SSL nustatymai)

IPP

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[HTTP Server Settings] (HTTP serverio nustatymai)

Nustatomas elementas ‘ Rekomenduojamas nustatymas

[IPP-SSL Settings] [SSL Only] (Tik SSL)
(IPP-SSL nustatymai)

OpenAPI

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[OpenAPI Setting] (OpenAPI nustatymas) - [OpenAPI Setting] (OpenAPI nustatymas)

Nustatomas elementas ‘ Rekomenduojamas nustatymas

[SSL/Port Settings] (SSL / [SSL Only] (Tik SSL)
prievado nustatymai)

RemotePanel

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[Remote Panel Settings] (Nuotolinio valdymo skydelio nustatymai) - [Remote Panel Server Settings]
(Nuotolinio valdymo skydelio serverio nustatymai)

Nustatomas elementas ‘ Rekomenduojamas nustatymas

[Port No.(SSL)] ‘ (50443
(Prievado Nr. (SSL)

Patarimai

Jei jjungiate [Enable SSL Version] (Leisti SSL versijg), rySys automatiSkai persijungia j TLS Sifruotajj rezima.
Nurodykite prievado numer;j.

DPWS

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[DPWS Settings] (DPWS nustatymai) - [DPWS Common Settings] (DPWS bendrigji nustatymai)

Nustatomas elementas ‘ Rekomenduojamas nustatymas
[SSL Settings] ON (Jjungtas)
(SSL nustatymai)
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2.1.7

2.1.8

2.1.9

2.1.10

2.1.11

POP

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[E-mail Setting] (El. pasto nustatymai) - [E-mail RX (POP)] (El. pasto RX (POP)

Nustatomas elementas ‘ Rekomenduojamas nustatymas
[Enable SSL] ON (Jjungtas)
(Leisti SSL)

SMTP

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[E-mail Setting] (El. pasto nustatymai) - [E-mail TX (SMTP)] (El. pasto TX (SMTP)

Nustatomas elementas ‘ Rekomenduojamas nustatymas

[SSL/TLS Settings] [SMTP over SSL] (SMTP per SSL)
(SSL/TLS nustatymai)

IEEE802.1X Auth

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[IEEE802.1X Authentication Setting] (IEEE802.1X autentikavimo nustatymas) - [[EEE802.1X Authentication
Setting] (IEEE802.1X autentikavimo nustatymas) - [Supplicant Setting] (Prasytojo nustatymas)

Nustatomas elementas ‘ Rekomenduojamas nustatymas
[EAP-Type] Pasirinkite [EAP-TLS], [EAP-TTLS] arba [PEAP].
(EAP tipas)

LDAP

Nustatymo vieta: [Utility] (Pagalbinés priemones) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[LDAP Setting] (LDAP nustatymas) - [Setting Up LDAP] (LDAP saranka)

Nustatomas elementas ‘ Rekomenduojamas nustatymas
[Enable SSL] ON (Jjungtas)
(Leisti SSL)

TCP jungtis

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[TCP Socket Setting] (TCP jungties nustatymas)

Nustatomas elementas ‘ Rekomenduojamas nustatymas

[Use SSL/TLS] ON (Jjungtas)
(Naudoti SSL/TLS)
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2.2

2.2.1

Kitas sSifravimas

Rekomenduojame sukonfiglruoti Siuos nustatymus, kad sumazintuméte pazeidziamumo rizika. ISsamesnés
informacijos apie kiekvieng funkcija rasite tolesniuose skyriuose.

Funkcija Rekomenduojamas nustatymas
SMBServer SMB Sifravimas, SMB paraSas
SMBClient "Kerberos" autentifikavimas
SNMP SNMPv3
IPsec IKEv2
S/MIME ON (ljungtas)

SMBServer

Naudojant SMB Sifravima ir SMB para$a galima sumazinti toliau aprasytas saugumo rizikas.

° Duomeny perémimas: Piktavali$ka trecioji Salis gali perimti praneSimus ir pavogti asmenine ar
konfidencialig informacija.

° Duomenuy klastojimas: kyla pavojus, kad komunikacijos turinys gali buti suklastotas naudojant
"Zmogaus viduryje" (angl. "Man-In-The-Middle", MITM) ataka.

° Apsimetingjimas: jei autentifikavimo informacija pavagiama, treCioji Salis gali apsimesti teisétu
naudotoju ir gauti neteiséta prieiga.

° Informacijos nutekéjimas: neuzsifruotus pranesimus galima lengvai perimti, ypa¢ vieSuosiuose "Wi-Fi"
tinkluose, todél didéja rizika, kad bus nutekinta asmeniné informacija ir kredito korteliy duomenys.

SMB sifravimas

Butinosios salygos
. Sukurkite vieSgjg naudotojo dézute. Taip pat sukonfiglruokite nustatyma, kad failai baty automatiskai
perkeliami i$ vieSosios naudotojo dezutés ir iSsaugomi SMB aplanke.

° Nustatykite naudotojo dézutés slaptazod,;.

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Box] (Dézuté) - [User
Box List] (Naudotojy déZuciy sarasas)

Nustatomas elementas Rekomenduojamas nustatymas
[SMB Communication [Encrypt] (Sifruoti)
Encryption]

(SMB rysio Sifravimas)

SMB parasas

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[SMB Setting] (SMB nustatymas) - [SMB Server Settings] (SMB serverio nustatymas)

Nustatomas elementas Rekomenduojamas nustatymas
[SMB security Signature [Required] (Batinas)

Setting]

(SMB saugos paraso

nustatymas)
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2.2.2

2.2.3

224

SMBClient

"Kerberos" autentifikavimui naudojama stipri Sifravimo technologija, todél labai sumazéja rizika, kad
autentifikavimo proceso metu jgaliojimai bus pavogti. Taip pat uztikrinamas duomeny vientisumas, uzkertant
kelig duomenuy klastojimui tarp siuntéjo ir gavéjo bei NTLM perdavimo atakoms.

Nustatymo vieta: [Utility] (Pagalbinés priemones) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[SMB Setting] (SMB nustatymas) - [Client Setting] (Kliento nustatymas)

Nustatomas elementas

Rekomenduojamas nustatymas

[SMB Authentication
Setting]

(SMB autentifikavimo
nustatymas)

SNMP

[Kerberos]

Nustatykite Sifravima naudodami SNMPv3. Jei taip pat pridedamas autentifikavimo nustatymas, galima dar
labiau padidinti sauguma. Saugos rizika yra mazdaug tokia pati kaip ir SMB atveju.

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[SNMP Setting] (SNMP nustatymas)

Nustatomas elementas

Rekomenduojamas nustatymas

[SNMP Setting] [SNMP v3(IP)]
(SNMP nustatymas)
[Encryption Algorithm] [AES-128]

(Sifravimo algoritmas)

[Authentication Method]
(Autentifikavimo metodas)

IPsec

Pasirinkite [SHA-256], [SHA-384] arba [SHA-512].

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[TCP/IP Setting] (TCP/IP nustatymas) - [IPsec] - [IPsec Setting] (IPsec nustatymas)

[IKEV2]

Nustatomas elementas

Rekomenduojamas nustatymas

[Encryption Algorithm]
(Sifravimo algoritmas)

[AES-CBC] ([256)/[192 ir 256]/[All] (Visi)

[Authentication Algorithm]
(Autentifikavimo algoritmas)

[SHA-2] ([256]/[384)/[512)/[256 ir 3841/[384 ir 512)/[All] (Visi), [AES-XCBC]

[Diffie-Hellman Group]
(Diffie-Hellman grupé)

[SA]

Nustatomas elementas

[Group 14] (14 grupé), [Group 19] (19 grupé)

Rekomenduojamas nustatymas

[Encapsulation Mode]
(Iterpimo rezimas)

[Tunnel], [Transport]

[Security Protocol] [ESP]
(Saugos protokolas)
[Key Exchange Method] [IKEvZ]

(Keitimosi raktu metodas)

[Authentication Method]
(Autentifikavimo metodas)

[Digital Signature] (Skaitmeninis parasas)

[ESP Encryption Algorithm]
(ESP Sifravimo algoritmas)

[AES-GCM] ([256]/[192 ir 256)/[All]), [AES-GCM-64] ([256]/[192 ir 256]/[All]
(visi), [ENC_NULL_AES_GMAC] ([256]/[192 ir 256)/[All] (Visi)
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2.2.5

Nustatomas elementas

Rekomenduojamas nustatymas

[Perfect Forward Secrecy]
(Puikus persiuntimo
slaptumas)

ON (Jjungtas)

[Diffie-Hellman Group(IKEv2)]
(Diffie-Hellman grupé

(IKEv2) - [Priority1-4]

(1-4 Prioritetas)

S/MIME

[Group 14] (14 grupé), [Group 19] (19 grupé)

Jei siysdami el. laiSkus naudojate papildoma S/MIME, galite uzSifruoti el. laiSko turinj, kad bty iSvengta
duomeny perémimo, ir patvirtinti siuntéjo tapatybe elektroniniu parasu. Tai veiksminga priemoné, padedanti
apsisaugoti nuo apsimetinéjimo ir suk&iavimo.

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[E-mail Setting] (El. pasto nustatymas) - [S/MIME]

Nustatomas elementas

Rekomenduojamas nustatymas

[Digital Signature]
(Skaitmeninis paraSas)

[Always add signature] (Visada pridéti parasa)

[Digital Signature Type] [SHA-256]
(Skaitmeninio para$o tipas)
[E-Mail Text Encrypt. [AES-256]

Method]
(El. laisky teksto Sifrav.
metodas)
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3.1

3.2

3.3

Sertifikato patvirtinimo nustatymas

Naudojant TLS Sifruota rys§j ir siekiant sumazinti "zmogaus viduryje" (MITM) ataky poveikj, rekomenduojame
naudoti sertifikato patvirtinima. Patvirtinimo elementams rekomenduojame jjungti bent jau sertifikato
galiojimo datg ir grandine.

Jei bandoma prisijungti prie senesnés aplinkos, neturin€ios sertifikato patvirtinimo funkcijos, padidéja MITM
ataky rizika. Rekomenduojame jj naudoti saugioje tinklo aplinkoje.

Sertifikato patvirtinimg MFP puséje rekomenduojama naudoti toliau nurodytose MFP kliento funkcijose.
ISsamesneés informacijos apie nustatymy vietas rasite tolesniuose skyriuose.

POP, SMTP (Start TLS/SMTP over SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Patarimai

Sertifikato patvirtinima kliento puséje, prijungtoje prie MFP, rekomenduojama naudoti toliau nurodytose MFP
serverio funkcijose.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCP Socket

POP

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[E-mail Setting] (El. pasto nustatymai) - [E-mail RX (POP)] (El. pasto RX (POP)

Nustatomas elementas Rekomenduojamas nustatymas
[Certificate Verification [Expiration Date] (Galiojimo data): ON (jjungta)
Level Settings] [Chain] (Grandiné): ON (Jjungta)

(Sertifikato patikrinimo
lygio nustatymai)

SMTP

Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[E-mail Setting] (El. pasto nustatymai) - [E-mail TX (SMTP)] (El. pasto TX (SMTP)

Nustatomas elementas Rekomenduojamas nustatymas
[Certificate Verification [Expiration Date] (Galiojimo data): ON (Jjungta)
Level Settings] [Chain] (Grandiné): ON (Jjungta)

(Sertifikato patikrinimo
lygio nustatymai)

IEEE802.1X Auth

Nustatymo vieta: [Utility] (Pagalbinés priemones) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[IEEE802.1X Authentication Setting] (IEEE802.1X autentikavimo nustatymas) - [IEEE802.1X Authentication
Setting] (IEEE802.1X autentikavimo nustatymas) - [Supplicant Setting] (Prasytojo nustatymas)

Nustatomas elementas Rekomenduojamas nustatymas
[Certificate Verification [Expiration Date] (Galiojimo data): ON (Jjungta)
Level Settings] [Chain] (Grandiné): ON (Jjungta)

(Sertifikato patikrinimo
lygio nustatymai)
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3.4 IPsec
Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[TCP/IP Setting] (TCP/IP nustatymas) - [IPsec] - [Enable IPsec] (Jjungti IPsec)
Nustatomas elementas Rekomenduojamas nustatymas
[Certificate Verification [Expiration Date] (Galiojimo data): [Confirm] (Patvirtinti)
Level Settings] [Chain] (Grandiné): [Confirm] (Patvirtinti)
(Sertifikato patikrinimo
lygio nustatymai)
Patarimai
[IPsec Setting] (IPsec nustatymuose) registruokite elementus [IKE], [SA], [Peer] ir [Protocol Setting] (Protokolo
nustatymas) i$ anksto.
3.5 WebDAVClient
Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[WebDAV Settings] (WebDAV nustatymai) - [WebDAV Client Settings] (WebDAV kliento nustatymai)
Nustatomas elementas ‘ Rekomenduojamas nustatymas
[Certificate Verification [Expiration Date] (Galiojimo data): ON (Jjungta)
Level Settings] [Chain] (Grandiné): ON (Jjungta)
(Sertifikato patikrinimo
lygio nustatymai)
3.6 LDAP
Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[LDAP Setting] (LDAP nustatymas) - [Setting Up LDAP] (LDAP saranka)
Nustatomas elementas Rekomenduojamas nustatymas
[Certificate Verification [Expiration Date] (Galiojimo data): ON (Jjungta)
Level Settings] [Chain] (Grandiné): ON (Jjungta)
(Sertifikato patikrinimo
lygio nustatymai)
3.7 DPWS
Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[DPWS Settings] (DPWS nustatymai) - [DPWS Common Settings] (DPWS bendrigji nustatymai)
Nustatomas elementas Rekomenduojamas nustatymas
[Certificate Verification [Expiration Date] (Galiojimo data): ON (Jjungta)
Level Settings] [Chain] (Grandiné): ON (Jjungta)
(Sertifikato patikrinimo
lygio nustatymai)
3.8 OpenAPI
Nustatymo vieta: [Utility] (Pagalbinés priemonés) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[OpenAPI Setting] (OpenAPI nustatymas) - [OpenAPI Setting] (OpenAPI nustatymas)
Nustatomas elementas Rekomenduojamas nustatymas
[Certificate Verification [Expiration Date] (Galiojimo data): ON (Jjungta)
Level Settings] [Chain] (Grandiné): ON (Jjungta)
(Sertifikato patikrinimo
lygio nustatymai)
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3.9 RemotePanel

Nustatymo vieta: [Utility] (Pagalbinés priemones) - [Administrator] (Administratorius) - [Network] (Tinklas) -
[Remote Panel Settings] (Nuotolinio valdymo skydelio nustatymai) - [Remote Panel Client Settings]
(Nuotolinio valdymo skydelio kliento nustatymai)

Nustatomas elementas Rekomenduojamas nustatymas
[Certificate Verification [Expiration Date] (Galiojimo data): ON (Jjungta)
Level Settings] [Chain] (Grandiné): ON (Jjungta)

(Sertifikato patikrinimo
lygio nustatymai)
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S 111
4 Papildoma saugos informacija
4.1 Geriausios praktikos rekomendacijos

Rekomenduojame, kad naudojami Sifravimo algoritmai atitikty geriausios praktikos nustatymus,
rekomenduojamus EUCC kriptografijos gairése ir SOGIS sutartuose kriptografiniuose mechanizmuose.

Toliau pateikiamas Sifravimo algoritmy ir rakty ilgiy, rekomenduojamy ESKK kriptografijos gairése ir SOGIS
sutartuose kriptografiniuose mechanizmuose, sarasas.

Elementas

Rekomenduojamas nustatymas

Sifravimo algoritmas

AES (Pazangus Sifravimo standartas)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Saugus heSo algoritmas 2)

ECC (Elipsinés kreives kriptografija)

HMAC (Hesu grindziamas pranesimo autentiSkumo patvirtinimo kodas)

Sifravimo rakto ilgis

Patarimai

RSA: 2048 bitai ar daugiau
ECC: 256 bitai ar daugiau
AES: 256 bitai

ISsamesneés informacijos rasite naujausiose EUCC kriptografijos gairése ir SOGIS- sutartuose
kriptografiniuose mechanizmuose.

Rekomendacijos dél saugiy tinklo jrenginiy
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Atsargumo priemonés dél rysSio su senosiomis sistemomis

Numatoma, kad rySiui su senosiomis sistemomis bus naudojami Sie protokolai ir jy versijos.

Naudojant senesnius nustatymus padidéja saugumo rizika, todél naudokite juos saugioje tinklo aplinkoje.

Punktas Senesni nustatymai

Protokolas SLP
FTP
SMB (3.0 arba ankstesné versija, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP TIPAS: priklauso nuo serverio / i§jungimo)
DPWS
TCPSocket

Sifravimo algoritmas

SHA-1 (Saugus he$o algoritmas 1)

DES (duomeny Sifravimo standartas)

3DES (trigubo duomeny Sifravimo standartas)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Sifravimo rakto ilgis

RSA: 1024 bitai ar maziau
ECC: 160 bity ar maziau
AES: 128 bitai ar maziau
DES: 56 bitai

3DES: 112 bity

IPsec senesni nustatymai

[IKEV1]

Nustatomas elementas

Senesni nustatymai

[Encryption Algorithm] [DES-CBC]
(Sifravimo algoritmas) [BDES-CBC]

[AES-CBC] ([128)/[192)/[128 ir 192])
[Authentication Algorithm] Nenaudojamas

(Autentifikavimo algoritmas)

[Diffie-Hellman Group]
(Diffie-Hellman grupé)

[IKEv2]

Nustatomas elementas

[Group 1] (1 grupé), [Group 2] (2 grupé), [Group 5] (5 grupé)

Senesni nustatymai

[Encryption Algorithm] [DES-CBC(C]
(Sifravimo algoritmas) [BDES-CBC(C]

[AES-CBC] ([128]/[192]/[128 ir 192])
[Authentication Algorithm] Nenaudojamas

(Autentifikavimo algoritmas)

[Diffie-Hellman Group]
(Diffie-Hellman grupé)

[SAl

Nustatomas elementas

[Group 1] (1 grupe), [Group 2] (2 grupé), [Group 5] (5 grupe)

Senesni nustatymai

[Key Exchange Method]
(Keitimosi raktu metodas)

[IKEV1]

[Authentication Method]
(Autentifikavimo metodas)

[Digital Signature] (Skaitmeninis parasas)

Rekomendacijos dél saugiy tinklo jrenginiy
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Nustatomas elementas

Senesni nustatymai

[ESP Encryption Algorithm]
(ESP sifravimo algoritmas)

[3DES-CBC] ([128)/[192)/[128 ir 192])

[AES-CTR] ([1281/[192]/[128 ir 192))

[AES-GCM] ([128]/[192)/[128 ir 192))
[AES-GCM-64] ([128]/[192]/[128 ir 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 ir 192])

[Perfect Forward Secrecy]
(Puikus persiuntimo
slaptumas)

ON (jjungtas)

[Diffie-Hellman Group(IKEv1)]
(Diffie-Hellman grupé(IKEv1)

[Group 1] (1 grupé), [Group 2] (2 grupe), [Group 5] (5 grupé)

Rekomendacijos dél saugiy tinklo jrenginiy
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4.3

Tinklo sagsajos ir paslaugos prieinamos nuo pat iSsiuntimo i$

gamyklos
Paslaugos tipas Protokolas Prievado numeris
DHCP UDP 68
HTTP serveris TCP 80
NETBIOS Name Service UDP 137
NETBIOS Datagram Service UDP 138
SNMP UDP 161
HTTP serveris per SSL / IPP per SSL TCP 443
LPD spausdinimas TCP 515
DHCPV6 klientas UDP 546
IPP spausdinimas TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS jrankis) TCP 8091
RAW spausdinimas TCP 9100
RAW spausdinimas TCP 9112
RAW spausdinimas TCP 9113
RAW spausdinimas TCP 9114
RAW spausdinimas TCP 9115
RAW spausdinimas TCP 9116
OpenAPI TCP 50001

Rekomendacijos dél saugiy tinklo jrenginiy
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4.4 Apie jvesties patvirtinima

Kiek Zenkly reikia jvesti tinklo nustatymams ir t. t., rasite prie kiekvieno nustatymy elemento naudotojo
vadove.

Atsizvelgiant j kalbos koduote, didZiausia leistina jvestis (MPDF iSsaugoti duomenys) elementams, kurie
palaiko daugiabaitinius simbolius, gali buti tris kartus didesné uz simboliy skaiciy.

Rekomendacijos dél saugiy tinklo jrenginiy
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Par So rokasgramatu
Saja rokasgramata ir aprakstita informacija un iestatijumi, kas garanté drosu iefidu lietoanu.

Savienojot So iekartu ar tiklu, izmantojiet to ar ugunsmiri aizsargata vide. Tapat iesakam papildus Sis iekartas
IP adresei iestatit privatu IP adresi.

lestatot privato IP adresi, iekartai var piekltt tikai lokala tikla, pieméram, ieks€ja LAN, lietotaji, tadejadi
noveérsot nesankcionétu piekluvi no arpuses.

Jair jaizmanto globala IP adrese, noteikti instalgjiet So iekartu ugunsmari.
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1.1

1.2

IP adresu filtreSsanas iestatiSana

IP adre$u filtreSana ir funkcija, kas ierobezo ierices, kuras var piek|ut $ai iekartai, atkariba no IP adreses.
Pareizi iestatot So funkciju, varat ierobezot piekluvi no nesankcionétam iericém.

Sis iekartas IP adresu filtréSanas funkciju var iestatit, izmantojot kadu no §im divam metodém.

IP adresSu filtreSana
Manuali noradiet IP adreSu diapazonu, kuram vélaties atlaut vai liegt piekluvi.

lestafijumu atraSanas vieta: [Utility] (Utiltprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[TCP/IP Setting] (TCP/IP iestafijumi) - [IP Address Filtering] (IP adresu filtreSana)

Padomi
Nosakiet atlautas vai aizliegtas IP adreses atbilstosi jusu videi.

Atra IP filtreSana
IP adreSu diapazons, kam lauts pieklt, tiek iestatits automatiski, pamatojoties uz $aja iekarta iestatito IP

adresi un apakstikla masku.

lestatijumu atrasanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[TCP/IP Setting] (TCP/IP iestatijumi) - [Quick IP Filtering] (Atra IP filtreSana)

leteicamie iestatijumi: [Synchronize IP Address] (Sinhronizét IP adresi)/[Synchronize Subnet Mask]
(Sinhronizét apakstikla masku) *

* |zvélieties savai videi piemérotako variantu.
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2.1

2.1.1

2.1.2

Sifretas komunikacijas iestati$ana

Meés iesakam izmantot $adu Sifrétu komunikaciju, lai novérstu datu partversanu, datu viltoSanu un sesijas
partversanu.

TLS sSifreSana
Lai samazinatu ievainojamibu risku, iesakam konfiguret $adus iestatijumus.

lestatljumu atrasanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Security]
(DroSiba) - [PKI Settings] (PKI iestatijumi) - [Enable SSL Version] (lesp€&jot SSL versiju)

lestatijums leteicamais iestatijums

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Administratora reZims un lietotaja reZims)
(ReZims, kura izmanto

SSL/TLS)

[SSL/TLS Version Setting] TLS1.2

(SSL/TLS versijas TLS1.3 (nesaderigs ar IEEE802.1X)

iestatijums)

[Encryption Strength] AES-256

(SifreSanas stiprums)

Sakotnéjais sertifikats tiek instaléts rlipnica. Ja nepiecieSams cits sertifikats, redistrgjiet jaunu sertifikatu Seit.

lestafljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Security]
(Drosiba) - [PKI Settings] (PKI iestatijumi) - [Device Certificate Setting] (lerices sertifikata iestatijumi)

lestatijums leteicamais iestatijums
[Encryption Key Type] RSA-2048_SHA-256
(SifreSanas atslégas tips) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

TLS sifréSana tiek atbalstita $adiem protokoliem un pakalpojumiem. Sikaku informaciju par iestatijumu
atraSanas vietam skatiet turpmakajas sadalas.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPIl, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP over SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP ligzda

HTTP (Web Connection)

Jaiespéjojat [Enable SSL Version] (lespégjot SSL versiju), komunikacijas reZims automatiski parsledzas uz TLS
Sifretu komunikaciju (HTTPS).

WebDAVServer

lestatljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[WebDAV Settings] (WebDAV iestatijumi) - [WebDAV Server Settings] (WebDAV servera iestatijumi)

lestatijums ‘ leteicamais iestatijums

[SSL Settings] [SSL Only] (Tikai SSL)
(SSL iestatijumi)
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2.1.3

21.4

2.1.5

2.1.6

21.7

IPP

lestatijumu atrasanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[HTTP Server Settings] (HTTP servera iestatijumi)

lestatijums ‘ leteicamais iestatijums

[IPP-SSL Settings] [SSL Only] (Tikai SSL)
(IPP-SSL iestatijumi)

OpenAPI

lestatijumu atrasanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[OpenAPI Setting] (OpenAPI iestatijumi) - [OpenAPI Setting] (OpenAPI iestatijumi)

lestatijums ‘ leteicamais iestatijums

[SSL/Port Settings] [SSL Only] (Tikai SSL)
(SSL/porta iestatijumi)

RemotePanel

lestatijumu atrasanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[Remote Panel Settings] (Remote Panel iestatijumi) - [Remote Panel Server Settings] (Remote Panel servera
iestatijumi)

lestatijums ‘ leteicamais iestatijums

[Port No.(SSL)] ‘ (50443
((SSL) porta Nr.)

Padomi

Jaiespejojat [Enable SSL Version] (lespé&jot SSL versiju), komunikacija automatiski parslédzas uz TLS Sifrétas
komunikacijas reZimu. Noradiet porta numuru.

DPWS

lestatijumu atrasanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[DPWS Settings] (DPWS iestatijumi) - [DPWS Common Settings] (DPWS kopéjie iestatijumi)

lestatijums ‘ leteicamais iestatijums

[SSL Settings] IESL.
(SSL iestatijumi)

POP

lestatijumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[E-mail Setting] (E-pasta iestatijumi) - [E-mail RX (POP)] (E-pasta RX (POP))

lestatijums ‘ leteicamais iestatijums
[Enable SSL] IESL.
(lespejot SSL)

leteikumi attieciba uz drosam tikla iericém



2.1.8

2.1.9

2.1.10

2.1.11

SMTP

lestatljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[E-mail Setting] (E-pasta iestatijumi) - [E-mail TX (SMTP)] ((E-pasta TX (SMTP)))

lestatijums ‘ leteicamais iestatijums

[SSL/TLS Settings] [SMTP over SSL] (SMTP caur SSL)
(SSL/TLS iestatijumi)

IEEE802.1X Auth

lestatljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[IEEE802.1X Authentication Setting] (IEEE802.1X autentifikacijas iestatijumi) - [EEE802.1X Authentication
Setting] (IEEE802.1X autentifikacijas iestatijumi) - [Supplicant Setting] (Pieprasitaja iestatijumi)

lestatijums ‘ leteicamais iestatijums
[EAP-Type] Izvélieties [EAP-TLS], [EAP-TTLS] vai [PEAP].
(EAP tips)

LDAP

lestatijumu atrasanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[LDAP Setting] (LDAP iestatijumi) - [Setting Up LDAP] (LDAP iestatiSana)

lestatijums ‘ leteicamais iestatijums
[Enable SSL] IESL.
(lespejot SSL)

TCP ligzda

lestatljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[TCP Socket Setting] (TCP ligzdas iestatijumi)

lestatijums ‘ leteicamais iestatijums
[Use SSL/TLS] IESL.
(lzmantot SSL/TLS)
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2.2

2.2.1

Cita Sifresana
Lai samazinatu ievainojamibu risku, iesakam konfigurét $adus iestatijumus. Sikaku informaciju par katras
funkcijas iestatijumiem skatiet turpmakajas sadalas.

Funkcija leteicamais iestatijums
SMBServer SMB Encryption, SMB Signature
SMBClient Kerberos Authentication
SNMP SNMPv3
IPsec IKEv2
S/MIME IESL.

SMBServer

Izmantojot SMB SifréSanu un SMB parakstu, var samazinat $adus dros$ibas riskus.

. PartverSana: launpratiga tre$a persona var partvert komunikacijas un piesavinaties personisku vai
konfidencialu informaciju.

° Datu viltoSana: pastav risks, ka komunikacijas saturs var tikt viltots, izmantojot partvérgjuzbrukumu
(Man-In-The-Middle Attack, MITM).

° IzlikSanas: ja tiek piesavinata autentifikacijas informacija, tre$a persona var uzdoties par likumigu
lietotaju, lai iegutu nesankcionétu piekluvi.

° Informacijas noplude: nesifrétas komunikacijas var viegli partvert, jo Tpasi publiskos Wi-Fi tiklos,
tadejadi palielinot personas datu un kreditkarSu informacijas nopludes risku.

SMB sifresana
PriekSnosacijumi

° Izveidojiet publisku lietotaja bloku. Konfiguréjiet ari iestatijumu, lai automatiski parsutitu failus no
publiska lietotaja bloka un saglabatu tos SMB mape.

° Noradiet lietotaja bloka paroli.

lestatijumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Box] (Bloki) - [User
Box List] (Lietotaju bloku saraksts)

lestatijums leteicamais iestatijums

[SMB Communication [Encrypt] (Sifré&t)
Encryption]

(SMB komunikacijas

SifréSana)

SMB Signature

lestafljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[SMB Setting] (SMB iestatijumi) - [SMB Server Settings] (SMB servera iestatijumi)

lestatijums leteicamais iestatijums
[SMB security Signature [Required] (Obligats)
Setting]

(SMB droSibas paraksta

iestatijums)
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2.2.2

2.2.3

2.2.4

SMBClient

Kerberos autentifikacija tiek izmantota spéciga SifréSanas tehnologija, kas ievérojami samazina risku, ka
autentifikacijas procesa laika varétu tikt piesavinati akreditacijas dati. Ta nodrosina art datu integritati,
noversot datu viltoSanu starp safitaju un sanémeju, ka art NTLM relejuzbrukumus.

lestatijumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[SMB Setting] (SMB iestatijumi) - [Client Setting] (Klienta iestatijumi)

lestatijums

leteicamais iestatijums

[SMB Authentication
Setting]

(SMB autentifikacijas
iestatijums)

SNMP

[Kerberos]

lestatiet SifreSanu, izmantojot SNMPV3. Ja tiek pievienots arT autentifikacijas iestatijums, varat vél vairak
palielinat drosibu. Drosibas riski ir aptuveni tadi pasi ka ar SMB.

lestafljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[SNMP Setting] (SNMP iestatijumi)

lestatijums leteicamais iestatijums
[SNMP Setting] [SNMP v3(IP)]

(SNMP iestatijumi)

[Encryption Algorithm] [AES-128]

(SifreSanas algoritms)

[Authentication Method]
(Autentifikacijas metode)

IPsec

Izvélieties [SHA-256], [SHA-384] vai [SHA-512].

lestatijumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[TCP/IP Setting] (TCP/IP iestatijumi) - [IPsec] - [IPsec Setting] (IPsec iestatijumi)

[IKEv2]
lestatijums leteicamais iestatijums
[Encryption Algorithm] [AES-CBC] ([256]/[192 and 256] (192 un 256)/[All] (Visi))

(SifreSanas algoritms)

[Authentication Algorithm]
(Autentifikacijas algoritms)

[SHA-2] ([256)/[384)/[512)/[256 and 384] (256 un 384)/[384 and 512] (384
un 512)/[All] (Visi)), [AES-XCBC]

[Diffie-Hellman Group]
(Diffie-Hellman grupa)

[SA]

lestatijums

[Group 14] (Grupa 14), [Group 19] (Grupa 19)

leteicamais iestatijums

[Encapsulation Mode]
(lekapsulésanas reZims)

[Tunnel], [Transport]

[Security Protocol] [ESP]
(Drosibas protokols)
[Key Exchange Method] [IKEv2]

(Atslegas apmainas metode)

[Authentication Method]
(Autentifikacijas metode)

[Digital Signature] (Digitalais paraksts)

[ESP Encryption Algorithm]
(ESP sifreSanas algoritms)

[AES-GCM] ([256]/[192 and 256] (192 un 256)/[All] (Visi)), [AES-GCM-64]
(1256]/[192 and 256] (192 un 256)/[All] (Visi)), [ENC_NULL_AES_GMAC]
([256)/[192 and 256] (192 un 256)/[All] (Visi))
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lestatijums leteicamais iestatijums
[Perfect Forward Secrecy] IESL.

(Perfekta turpmaka

slepeniba)

[Diffie-Hellman Group(IKEv2)] | [Group 14] (Grupa 14), [Group 19] (Grupa 19)
(Diffie-Hellman grupa
(IKEV2)) -

[Priority1-4] (Prioritate1-4)

2.2.5 S/MIME

Ja, sitot e-pastu, izmantojat izveles S/MIME, varat Sifrét e-pasta saturu, lai novérstu partversanu, un
apstiprinat sttitaja identitati ar elektronisko parakstu. Tas ir efektivs ldzeklis pret izlikSanos un pikSkerésanu.

lestatijumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[E-mail Setting] (E-pasta iestatijumi) - [S/MIME]

lestatijums leteicamais iestatijums

[Digital Signature] [Always add signature] (Vienmér pievienot parakstu)
(Digitalais paraksts)

[Digital Signature Type] [SHA-256]
(Digitala paraksta tips)

[E-Mail Text Encrypt. [AES-256]
Method]
(E-pasta teksta SifreSanas
metode)
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3

3.1

3.2

3.3

Sertifikata validacijas iestatiSana

Izmantojot TLS Sifretu komunikaciju, lai mazinatu partveréjuzbrukumu ietekmi, més iesakam izmantot
sertifikata validaciju. lesakam iespéjot vismaz sertifikata deriguma termina beigu datuma un kédes validaciju.

Ja tiek veikts meginajums izveidot savienojumu ar novecojusu vidi, kura nav sertifikata validacijas funkcijas,
pieaug partvéréjuzbrukumu risks. Més iesakam to izmantot drosa fikla vide.

Sertifikata validaciju MFP pus€ ieteicams izmantot §adas MFP klienta funkcijas. Sikaku informaciju par
iestatljumu atrasanas vietam skatiet turpmakajas sadalas.

POP, SMTP (TLS/SMTP palai§ana caur SSL), IEEE802.1X Auth (EAP tips: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Padomi

Sertifikata validacija klienta pusé, kas savienota ar MFP, ir ieteicama $adas MFP servera funkcijas.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCP ligzda

POP

lestafljumu atraSanas vieta: [Utility] (Utiltprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[E-mail Setting] (E-pasta iestatijumi) - [E-mail RX (POP)] (E-pasta RX (POP))

lestatijums leteicamais iestatijums
[Certificate Verification [Expiration Date] (Deriguma termins): IESL.
Level Settings] [Chain] (Kede): IESL.

(Sertifikata verifikacijas
imena iestatijumi)

SMTP

lestatljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[E-mail Setting] (E-pasta iestatijumi) - [E-mail TX (SMTP)] (E-pasta TX (SMTP))

lestatijums leteicamais iestatijums
[Certificate Verification [Expiration Date] (Deriguma termins): IESL.
Level Settings] [Chain] (Kede): IESL.

(Sertifikata verifikacijas
imena iestatjumi)

IEEE802.1X Auth

lestatijumu atrasanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[IEEE802.1X Authentication Setting] (IEEE802.1X autentifikacijas iestatijumi) - [[EEE802.1X Authentication
Setting] (IEEE802.1X autentifikacijas iestatijumi) - [Supplicant Setting] (Pieprasitaja iestatijumi)

lestatijums leteicamais iestatijums
[Certificate Verification [Expiration Date] (Deriguma termins): IESL.
Level Settings] [Chain] (Kede): IESL.

(Sertifikata verifikacijas
imena iestatjumi)
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3.4

3.5

3.6

3.7

3.8

IPsec

lestatljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[TCP/IP Setting] (TCP/IP iestatijumi) - [IPsec] - [Enable IPsec] (lesp€jot IPsec)

lestatijums leteicamais iestatijums
[Certificate Verification [Expiration Date] (Deriguma termins): [Confirm] (Apstiprinat)
Level Settings] [Chain] (Kede): [Confirm] (Apstiprinat)

(Sertifikata verifikacijas
imena iestatijumi)

Padomi

Sadala [IPsec Setting] (IPsec iestatijumi) ieprieks regdistrgjiet vienumus [IKE], [SA], [Peer] un [Protocol Setting]
(Protokola iestatijumi).

WebDAVClient

lestatljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[WebDAV Settings] (WebDAV iestatijumi) - [WebDAV Client Settings] (WebDAV klienta iestatijumi)

lestatijums ‘ leteicamais iestatijums
[Certificate Verification [Expiration Date] (Deriguma termins): IESL.
Level Settings] [Chain] (Kede): IESL.

(Sertifikata verifikacijas
Tmena iestatijumi)

LDAP

lestatijumu atrasanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[LDAP Setting] (LDAP iestatijumi) - [Setting Up LDAP] (LDAP iestatiSana)

lestatijums leteicamais iestatijums
[Certificate Verification [Expiration Date] (Deriguma termins): IESL.
Level Settings] [Chain] (Kede): IESL.

(Sertifikata verifikacijas
limena iestatijumi)

DPWS

lestafljumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[DPWS Settings] (DPWS iestatijumi) - [DPWS Common Settings] (DPWS kopéjie iestatijumi)

lestatijums leteicamais iestatijums
[Certificate Verification [Expiration Date] (Deriguma termins): IESL.
Level Settings] [Chain] (Kede): IESL.

(Sertifikata verifikacijas
imena iestatijumi)

OpenAPI

lestatijumu atraSanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[OpenAPI Setting] (OpenAPI iestatijumi) - [OpenAPI Setting] (OpenAPI iestatijumi)

lestatijums leteicamais iestatijums
[Certificate Verification [Expiration Date] (Deriguma termins): IESL.
Level Settings] [Chain] (Kede): IESL.

(Sertifikata verifikacijas
imena iestatjumi)

leteikumi attieciba uz drosam tikla iericém 11



3.9 RemotePanel

lestatljumu atrasanas vieta: [Utility] (Utilitprogrammas) - [Administrator] (Administrators) - [Network] (Tikls) -
[Remote Panel Settings] (Remote Panel iestafijumi) - [Remote Panel Client Settings] (Remote Panel klienta

iestatijumi)
lestatijums leteicamais iestatijums
[Certificate Verification [Expiration Date] (Deriguma termins): IESL.
Level Settings] [Chain] (Kede): IESL.

(Sertifikata verifikacijas
imena iestatijumi)
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T 1011
4 Papildu informacija par drosSibu
4.1 Paraugprakses ieteikumi

Mes iesakam izmantot SifréSanas algoritmus, kas atbilst EUCC vadlinijas par kriptografiju un SOGIS
saskanotajas kriptografijas mehanismu vadiinijas ieteiktajiem paraugprakses iestatijumiem.

Zemak ir sniegts SifréSanas algoritmu un atslegu garumu saraksts, kas ieteikti EUCC vadlinijas par
kriptografiju un SOGIS saskanotajas kriptografijas mehanismu vadlinijas.

Vienums

leteicamais iestatijums

Sifré8anas algoritmi

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Sifréanas atslégas garums

Padomi

RSA: 2048 biti vai vairak
ECC: 256 biti vai vairak
AES: 256 biti

Sikaka informacija atrodama jaunakajas EUCC vadIinijas par kriptografiju un SOGIS saskanotajas
kriptografijas mehanismu vadlinijas.

leteikumi attieciba uz drosam tikla iericém
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Piesardzibas pasakumi komunikacijai ar mantotam sistemam

Tiek pienemts, ka komunikacijai ar mantotam sistémam tiek izmantoti $adi protokoli un versijas.

Izmantojot mantotos iestatijumus, pieaug droSibas riski, tapéc izmantojiet tos tikai drosa tikla vide.

Vienums Mantotie iestatijumi

Protokols SLP
FTP
SMB (3.0 vai vecaka versija, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP tips: Atkariba no servera/lzsl.)
DPWS
TCPSocket

Sifrésanas algoritmi

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Sifré$anas atslégas garums

RSA: 1024 biti vai mazak
ECC: 160 biti vai mazak
AES: 128 biti vai mazak
DES: 56 biti

3DES: 112 biti

IPsec mantotie iestatijumi

[IKEv1]
lestatijums Mantotie iestatijumi
[Encryption Algorithm] [DES-CBC]
(SifreSanas algoritms) [BDES-CBC]

[AES-CBC] ([128)/[192)/[128 and 192] (128 un 192))

[Authentication Algorithm]
(Autentifikacijas algoritms)

Netiek izmantots

[Diffie-Hellman Group]
(Diffie-Hellman grupa)

[Group 1] (Grupa 1), [Group 2] (Grupa 2), [Group 5] (Grupa 5)

[IKEv2]
lestatijums Mantotie iestatijumi
[Encryption Algorithm] [DES-CBC]
(SifreSanas algoritms) [BDES-CBC]

[AES-CBC] ([128]/[192)/[128 and 192] (128 un 192))

[Authentication Algorithm]
(Autentifikacijas algoritms)

Netiek izmantots

[Diffie-Hellman Group]
(Diffie-Hellman grupa)

[SA]

lestatijums

[Group 1] (Grupa 1), [Group 2] (Grupa 2), [Group 5] (Grupa 5)

Mantotie iestatijumi

[Key Exchange Method]
(Atslegas apmainas metode)

[IKEv1]

[Authentication Method]
(Autentifikacijas metode)

[Digital Signature] (Digitalais paraksts)
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lestatijums

Mantotie iestatijumi

[ESP Encryption Algorithm]
(ESP sifreSanas algoritms)

[3DES-CBC] ([128]/[192]/[128 and 192] (128 un 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 un 192))

[AES-GCM] ([128]/[192)/[128 and 192] (128 un 192))
[AES-GCM-64] ([128]/[192)/[128 and 192] (128 un 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 and 192] (128 un 192))

[Perfect Forward Secrecy]
(Perfekta turpmaka
slepeniba)

IESL.

[Diffie-Hellman Group(IKEv1)]
(Diffie-Hellman grupa(lKEv2))

[Group 1], (Grupa 1) [Group 2] (Grupa 2), [Group 5] (Grupa 5)
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4.3

Tikla saskarnes un pakalpojumi, kas pieejami péec rupnicas

piegades
Pakalpojuma veids Protokols Porta numurs
DHCP UDP 68
HTTP serveris TCP 80
NETBIOS nosaukumu pakalpojums UDP 137
NETBIOS datagrammu pakalpojums UDP 138
SNMP UDP 161
HTTP serveris caur SSL / IPP caur SSL TCP 443
LPD druka TCP 515
DHCPV6 klients UDP 546
IPP druka TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS riks) TCP 8091
RAW druka TCP 9100
RAW druka TCP 9112
RAW druka TCP 9113
RAW druka TCP 9114
RAW druka TCP 9115
RAW druka TCP 9116
OpenAPI TCP 50001

leteikumi attieciba uz drosam tikla iericém
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4.4 Par ievades validaciju
Lai uzzinatu tikla iestatijumu ievadamo rakstzimju skaitu utt., skatiet katru iestatijumu elementu lietotaja
rokasgramata.

Atkariba no valodas kod€juma maksimalais pielaujamais ievades (MFP saglabato datu) rakstzZimju skaits
elementiem, kas atbalsta daudzbitu rakstzimes, var but tris reizes lielaks par rakstzZimju skaitu.

leteikumi attieciba uz drosam tikla iericém
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Informatie over deze handleiding
Deze handleiding bevat informatie en instellingen die het veilige gebruik van apparaten mogelijk maken.

Gebruik deze machine in een omgeving die door een firewall wordt beschermd wanneer u deze op het
netwerk aansluit. We raden ook aan om een privé-IP-adres in te stellen voor het IP-adres van de machine.

Het instellen van een privé-IP-adres zorgt ervoor dat alleen gebruikers op een lokaal netwerk, zoals een
interne LAN, toegang hebben tot de machine, waardoor ongeautoriseerde toegang van buitenaf wordt

voorkomen.
Als u een globaal IP-adres moet gebruiken, zorg er dan voor dat de machine zich achter een firewall bevindt.
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1.1

1.2

IP-adres filteren instellen

IP-adres filteren is een functie waarmee u apparaten die op basis van hun IP-adres toegang hebben tot de
machine, kunt beperken. U kunt de toegang door onbevoegde apparaten beperken door deze functie correct
in te stellen.

Het IP-adres filteren van deze machine kan op een van de volgende twee manieren worden ingesteld.

IP-adres filteren
Geef handmatig het bereik van IP-adressen op waarvoor toegang moet worden toegestaan of geweigerd.

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [TCP/IP
Setting] (TCP/IP-instelling) - [IP Address Filtering] (IP-adres filteren)

Tips
Stel de IP-adressen in die moeten worden toegestaan of geweigerd, afhankelijk van uw omgeving.

Snel IP filteren

Het bereik van IP-adressen waarvoor toegang is toegestaan, wordt automatisch ingesteld op basis van het
IP-adres en subnetmasker dat in deze machine is geconfigureerd.

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [TCP/IP
Setting] (TCP/IP-instelling) - [Quick IP Filtering] (Snel IP filteren)

Aanbevolen instelling: [Synchronize IP Address] (IP-adres synchroniseren)/[Synchronize Subnet Mask]
(Subnetmasker synchroniseren) *

* Selecteer een van beide, afhankelijk van uw omgeving.
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2.1

2.1.1

2.1.2

Versleutelde communicatie instellen

We raden aan de volgende versleutelde communicatiemethode te gebruiken om gegevensafluistering,
gegevensmanipulatie en sessiekaping te voorkomen.

TLS-versleuteling
We raden aan de volgende instellingen te configureren om het risico op kwetsbaarheden te verkleinen.

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Security] (Beveiliging) - [PKI
Settings] (PKI-instellingen) - [Enable SSL Version] (SSL-versie inschakelen)

Instelitem Aanbevolen instelling
[Mode using SSL/TLS] [Admin. Mode and User Mode] (Beheerdersmodus en gebruikersmodus)
(Modus via SSL/TLS)

[SSL/TLS Version Setting] TLS1.2
[SSL-/TLS-versie-instelling] TLS1.3 (IEEE802.1X incompatibel)

[Encryption Strength] AES-256
(Versleutelingssterkte)

Het initiéle certificaat wordt in de fabriek geinstalleerd. Als u een ander certificaat nodig hebt, registreer dan
een nieuw certificaat op de volgende locatie.

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Security] (Beveiliging) - [PKI
Settings] (PKI-instellingen) - [Device Certificate Setting] (Instelling apparaatcertificaat)

Instelitem Aanbevolen instelling

[Encryption Key Type] RSA-2048_SHA-256

[Versleutelingssleuteltype] ECDSA-256_SHA-256
ECDSA-384_SHA-384
ECDSA-521_SHA-384

De TLS-versleuteling wordt ondersteund voor de volgende protocollen en services. Raadpleeg de volgende
secties voor meer informatie over de instellingslocaties.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP over SSL)SMTP (Start TLS, SMTP over SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP socket

HTTP (Web Connection)

Als u [Enable SSL Version] (SSL-versie inschakelen) inschakelt, schakelt de communicatiemodus
automatisch over naar de TLS-versleutelde communicatie (HTTPS).

WebDAV-server

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [WebDAV
Settings] (WebDAV-instellingen) - [WebDAV Server Settings] (WebDAV-serverinstellingen)

Instelitem ‘ Aanbevolen instelling

[SSL Settings] [SSL Only] [Alleen SSL]
(SSL-instellingen)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [HTTP Server
Settings] (Instelling HTTP server)

Instelitem ‘ Aanbevolen instelling

[IPP-SSL Settings] [SSL Only] (Alleen SSL)
(IPP-SSL-instellingen)

OpenAPI

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [OpenAPI
Setting] (OpenAPI instelling) - [OpenAPI Setting] (OpenAPI instelling)

Instelitem ‘ Aanbevolen instelling

[SSL/Port Settings] [SSL Only] (Alleen SSL)
[SSL/poortinstellingen]

Extern paneel

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [Remote
Panel Settings] (Instellingen extern paneel) - [Remote Panel Server Settings] (Serverinstellingen extern
paneel)

Instelitem ‘ Aanbevolen instelling
[Port No. (SSL)] [50443]
(Poortnummer (SSL))

Tips

Als u [Enable SSL Version] (SSL-versie inschakelen) inschakelt, schakelt de communicatie automatisch over
naar de TLS-versleutelde modus. Geef een poortnummer op.

DPWS

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [DPWS
Settings] (DPWS-instellingen) - [DPWS Common Settings] (Algemene DPWS-instellingen)

Instelitem ‘ Aanbevolen instelling

[SSL Settings] AAN
(SSL-instellingen)

POP

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [E-mail
Setting] (E-mailinstelling) - [E-mail RX (POP)] (E-mailontvangst (POP))

Instelitem ‘ Aanbevolen instelling

[Enable SSL] AAN
(SSL inschakelen)

SMTP

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [E-mail
Setting] (E-mailinstelling) - [E-mail TX (SMTP)] (E-mail TX (SMTP))

Instelitem ‘ Aanbevolen instelling

[SSL/TLS Settings] [SMTP over SSL]
[SSL/TLS-instellingen]
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2.1.9

2.1.10

2.1.11

IEEE802.1X Auth

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [[EEE802.1X
Authentication Setting] (EEE802.1X authenticatie-instelling) - [[IEEE802.1X Authentication Setting]
(IEEE802.1X authenticatie-instelling) - [Supplicant Setting] (Instelling aanvrager)

Instelitem ‘ Aanbevolen instelling
[EAP-Type] ‘ Selecteer [EAP-TLS], [EAP-TTLS], of [PEAP].
LDAP

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [LDAP
Setting] (LDAP-instelling) - [Setting Up LDAP] (LDAP installeren)

Instelitem ‘ Aanbevolen instelling

[Enable SSL] AAN
(SSL inschakelen)

TCP socket

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [TCP Socket
Setting] (Instelling TCP socket)

Instelitem ‘ Aanbevolen instelling
[Use SSL/TLS] AAN
(SSL/TLS gebruiken)
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2.2 Andere versleuteling

We raden aan de volgende instellingen te configureren om het risico op kwetsbaarheden te verkleinen.
Raadpleeg de volgende secties voor meer informatie over de instellingen van elke functie.

Functie Aanbevolen instelling

SMB-server SMB-versleuteling, SMB-handtekening
SMB-client Kerberos-authenticatie

SNMP SNMPv3

IPsec IKEv2

S/MIME AAN

2.2.1 SMB-server

Het gebruik van SMB-versleuteling en SMB-handtekening kan de volgende beveiligingsrisico's verminderen.

° Gegevensafluistering: Een kwaadwillende derde partij kan communicatie onderscheppen en persoon-
lijke of vertrouwelijke informatie stelen.

° Gegevensmanipulatie: Er bestaat een risico dat communicatie-inhoud wordt gemanipuleerd door een
Man-in-the-Middle-aanval (MITM).

° Spoofing: Als authenticatie-informatie wordt gestolen, kan een derde partij zich voordoen als een
legitieme gebruiker om ongeautoriseerde toegang te verkrijgen.

° Informatielek: Niet-versleutelde communicatie kan gemakkelijk worden onderschept, vooral op open-
bare wifi-netwerken, waardoor het risico op het lekken van persoonlijke en creditcardinformatie
toeneemt.

SMB-versleuteling

Voorwaarden

. Maak een openbare gebruikersbox aan. Configureer ook de instelling om bestanden automatisch over
te dragen vanuit de openbare gebruikersbox en op te slaan in de SMB-map.

° Geef het wachtwoord voor de gebruikersbox op.

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Box] (Gebruikersbox) - [User Box
List] (Lijst gebruikersboxen)

Instelitem Aanbevolen instelling
[SMB Communication [Encrypt] (Versleutelen)
Encryption]

(Versleuteling van
SMB-communicatie)

SMB-handtekening

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [SMB
Setting] (SMB-instelling) - [SMB Server Settings] (SMB-serverinstellingen)

Instelitem Aanbevolen instelling
[SMB security Signature [Required] (Vereist)
Setting]

(Beveiligingsinstelling voor
SMB-handtekening)
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2.2.2

2.2.3

224

SMB-client

De Kerberos-authenticatie gebruikt sterke versleutelingstechnologie, waardoor het risico dat inloggegevens
worden gestolen tijdens het authenticatieproces aanzienlijk wordt verminderd. Het waarborgt ook de
integriteit van gegevens en voorkomt zowel manipulatie tussen zender en ontvanger als NTLM-relay-

aanvallen.

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [SMB
Setting] (SMB-instelling) - [Client Setting] (Clientinstelling)

Instelitem

Aanbevolen instelling

[SMB Authentication
Setting]
(SMB-authenticatie-
instelling)

SNMP

[Kerberos]

Stel de versleuteling in met SNMPv3. Als u ook de authenticatie-instelling toevoegt, kunt u de veiligheid
verder vergroten. De beveiligingsrisico's zijn ongeveer hetzelfde als bij SMB.

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [SNMP

Setting] (SNMP-instelling)

Instelitem Aanbevolen instelling
[SNMP Setting] [SNMP v3(IP)]
(SNMP-instelling)

[Encryption Algorithm] [AES-128]

(Versleutelingsalgoritme)

[Authentication Method]
(Authenticatiemethode)

IPsec

Selecteer [SHA-256], [SHA-384] of [SHA-512].

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [TCP/IP
Setting] (TCP/IP-instelling) - [IPsec] (IPsec) - [IPsec Setting] (IPsec-instelling)

[IKEv2]
Instelitem Aanbevolen instelling
[Encryption Algorithm] [AES-CBC] ([256]/[192 en 256]/[All])

(Versleutelingsalgoritme)

[Authentication Algorithm]
(Authenticatie-algoritme)

[SHA-2] (1256]/[384)/[512]/[256 en 384]/[384 en 512)/[All]), [AES-XCBC]

[Diffie-Hellman Group]
(Diffie-Hellman-groep)

[SAl

Instelitem

[Group 14] (Groep 14), [Group 19] (Groep 19)

Aanbevolen instelling

[Encapsulation Mode]
(Ingekapselde modus)

[Tunnel], [Transport]

[Security Protocol] [ESP]
(Beveiligingsprotocol)
[Key Exchange Method] [IKEV2]

(Toetsuitwisselingsmethode)

[Authentication Method]
(Authenticatiemethode)

[Digital Signature] (Digitale handtekening)
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2.2.5

Instelitem

Aanbevolen instelling

[ESP Encryption Algorithm]
(ESP-versleutelings-
algoritme)

[AES-GCM] (1256]/[192 en 256]/[All]), [AES-GCM-64] ([256]/[192 en
256)/[All]), [ENC_NULL_AES_GMAC] ([256)/[192 en 256)/[All)

[Perfect Forward Secrecy]
(Perfecte geheimhouding
doorsturen)

AAN

[Diffie-Hellman
Group(IKEv2)]
(Diffie-Hellman-groep
(IKEv2)) - [Priority1-4]
(Prioriteit1-4)

S/MIME

[Group 14] (Groep 14), [Group 19] (Groep 19)

Als u bij het verzenden van e-mail gebruikmaakt van de optionele S/MIME, kunt u de inhoud versleutelen om
afluisteren te voorkomen en met een elektronische handtekening de identiteit van de afzender verifiéren. Dit
is een effectieve maatregel tegen spoofing en phishing-aanvallen.

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [E-mail
Setting] (E-mailinstelling) - [S/MIME]

Instelitem Aanbevolen instelling

[Digital Signature] [Always add signature] (Altijd ondertek.)
(Digitale handtekening)

[Digital Signature Type] [SHA-256]

(Type digitale handtekening)

[E-Mail Text Encrypt. [AES-256]

Method]
[Versleutelingsmethode
e-mailtekst]
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3.1

3.2

3.3

Certificaatvalidatie instellen

Bij gebruik van TLS-versleutelde communicatie om de impact van man-in-the-middle-aanvallen te ver-
minderen, raden we aan de certificaatvalidatie te gebruiken. Voor validatie-items raden we aan om minimaal
de certificaatvervaldatum en de certificaatketen in te schakelen.

Als u verbinding probeert te maken met een legacy-omgeving zonder certificaatvalidatie, neemt het risico op
man-in-the-middle-aanvallen toe. We raden aan om dit in een beveiligde netwerkomgeving te gebruiken.

Certificaatvalidatie aan de MFP-zijde wordt aanbevolen voor de volgende MFP-clientfuncties. Raadpleeg de
volgende secties voor meer informatie over de instellingslocaties.

POP, SMTP (Start TLS/SMTP over SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Tips
Certificaatvalidatie aan de clientzijde die met de MFP is verbonden, wordt aanbevolen voor de volgende

MFP-serverfuncties.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCP socket

POP

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [E-mail
Setting] (E-mailinstelling) - [E-mail RX (POP)] (E-mailontvangst (POP))

Instelitem Aanbevolen instelling

[Certificate Verification Level | [Expiration Date] (Vervaldatum): AAN
Settings] [Chain] (Keten): AAN

(Instellingen certificaat

verificatieniveau)

SMTP

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [E-mail
Setting] (E-mailinstelling) - [E-mail TX (SMTP)] (E-mail TX (SMTP))

Instelitem Aanbevolen instelling

[Certificate Verification Level | [Expiration Date] (Vervaldatum): AAN
Settings] [Chain] (Keten): AAN

(Instellingen certificaat

verificatieniveau)

IEEE802.1X Auth

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [[EEE802.1X
Authentication Setting] (IEEE802.1X authenticatie-instelling) - [[EEE802.1X Authentication Setting]
(IEEE802.1X authenticatie-instelling) - [Supplicant Setting] (Instelling aanvrager)

Instelitem Aanbevolen instelling

[Certificate Verification Level | [Expiration Date] (Vervaldatum): AAN
Settings] [Chain] (Keten): AAN

(Instellingen certificaat

verificatieniveau)
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3.4

3.5

3.6

3.7

3.8

IPsec

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [TCP/IP
Setting] (TCP/IP-instelling) - [IPsec] (IPsec) - [Enable IPsec] (IPsec inschakelen)

Instelitem Aanbevolen instelling

[Certificate Verification Level | [Expiration Date] (Vervaldatum): [Confirm] (Bevestigen)
Settings] [Chain] (Keten): [Confirm] (Bevestigen)

(Instellingen certificaat

verificatieniveau)

Tips
Registreer vooraf in de [IPsec Setting] (IPsec-instelling) de items [IKE], [SA], [Peer] en [Protocol Setting]
(Protocolinstelling).

WebDAV-client

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [WebDAV
Settings] (WebDAV-instellingen) - [WebDAV Client Settings] (WebDAV-client-instellingen)

Instelitem ‘ Aanbevolen instelling
[Certificate Verification Level | [Expiration Date] (Vervaldatum): AAN
Settings] [Chain] (Keten): AAN

(Instellingen certificaat
verificatieniveau)

LDAP

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [LDAP
Setting] (LDAP-instelling) - [Setting Up LDAP] (LDAP installeren)

Instelitem Aanbevolen instelling

[Certificate Verification Level | [Expiration Date] (Vervaldatum): AAN
Settings] [Chain] (Keten): AAN

(Instellingen certificaat

verificatieniveau)

DPWS

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [DPWS
Settings] (DPWS-instellingen) - [DPWS Common Settings] (Algemene DPWS-instellingen)

Instelitem Aanbevolen instelling

[Certificate Verification Level | [Expiration Date] (Vervaldatum): AAN
Settings] [Chain] (Keten): AAN

(Instellingen certificaat

verificatieniveau)

OpenAPI

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [OpenAPI
Setting] (OpenAPI instelling) - [OpenAPI Setting] (OpenAPI instelling)

Instelitem Aanbevolen instelling

[Certificate Verification Level | [Expiration Date] (Vervaldatum): AAN
Settings] [Chain] (Keten): AAN

(Instellingen certificaat

verificatieniveau)
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3.9 Extern paneel

Instellingslocatie: [Utility] (Hulpprogramma) - [Administrator] (Beheerder) - [Network] (Netwerk) - [Remote
Panel Settings] (Instellingen extern paneel) - [Remote Panel Client Settings] (Client-instellingen extern paneel)

Instelitem ‘ Aanbevolen instelling
[Certificate Verification Level | [Expiration Date] (Vervaldatum): AAN
Settings] (Instellingen [Chain] (Keten): AAN

certificaat verificatieniveau)
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4 Aanvullende beveiligingsinformatie
4.1 Aanbeveling voor best practices

We raden aan dat de te gebruiken versleutelingsalgoritmes voldoen aan de best practices-instellingen zoals
aanbevolen in de EUCC Guidelines on Cryptography en de SOGIS-Agreed-Cryptographic-Mechanisms.

Hieronder volgt een lijst van versleutelingsalgoritmes en bijbehorende sleutellengtes, zoals aanbevolen in de
'EUCC Guidelines on Cryptography en de SOGIS-Agreed-Cryptographic-Mechanisms'.

Item

Aanbevolen instelling

Versleutelingsalgoritmes

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Lengte van de
versleutelingssleutel

Tips

RSA: 2048 bits of meer
ECC: 256 bits of meer
AES: 256-bits

Raadpleeg voor meer informatie de nieuwste EUCC Guidelines on Cryptography en SOGIS-Agreed-

Cryptographic-Mechanisms.
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4

4.2 Voorzorgsmaatregelen bij communicatie met legacy-systemen

Voor communicatie met legacy-systemen worden de volgende protocollen en versies verondersteld te

worden gebruikt.

Het gebruik van legacy-instellingen vergroot de beveiligingsrisico's. Gebruik ze daarom alleen in een

beveiligde netwerkomgeving.

ltem Legacy-instellingen

Protocol SLP
FTP
SMB (3.0 of een eerdere versie, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: Afhankelijk van server/UIT)
DPWS
TCPSocket

Versleutelingsalgoritmes

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Lengte van de
versleutelingssleutel

RSA: 1024 bits of minder
ECC: 160 bits of minder
AES: 128 bits of minder
DES: 56-bits

3DES: 112-bits

IPsec-legacy-instellingen

[IKEv1]
Instelitem Legacy-instellingen
[Encryption Algorithm] [DES-CBC(C]
(Versleutelingsalgoritme) [BDES-CBC(C]
[AES-CBC] ([128)/[192])/[128 en 192))
[Authentication Algorithm] Niet gebruikt

(Authenticatie-algoritme)

[Diffie-Hellman Group]
(Diffie-Hellman-groep)

[Group 1] (Groep 1), [Group 2] (Groep 2), [Group 5] (Groep 5)

[IKEv2]
Instelitem Legacy-instellingen
[Encryption Algorithm] [DES-CBC]
(Versleutelingsalgoritme) [BDES-CBC]
[AES-CBC] ([128]/[192]/[128 en 192])
[Authentication Algorithm] Niet gebruikt

(Authenticatie-algoritme)

[Diffie-Hellman Group]
(Diffie-Hellman-groep)

[SA]

Instelitem

[Group 1] (Groep 1), [Group 2] (Groep 2), [Group 5] (Groep 5)

Legacy-instellingen

[Key Exchange Method]
(Toetsuitwisselingsmethode)

[IKEV1]

[Authentication Method]
(Authenticatiemethode)

[Digital Signature] (Digitale handtekening)
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Instelitem

Legacy-instellingen

[ESP Encryption Algorithm]
(ESP-versleutelings-
algoritme)

[3DES-CBC] ([128]/[192]/[128 en 192])
[AES-CTR] ([128]/[192]/[128 en 192])

[AES-GCM] ([128]/[192)/[128 en 192])
[AES-GCM-64] ([128]/[192]/[128 en 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 en 192])

[Perfect Forward Secrecy]
(Perfecte geheimhouding
doorsturen)

AAN

[Diffie-Hellman
Group(IKEv1)]
(Diffie-Hellman-groep
(IKEv1))

[Group 1] (Groep 1), [Group 2] (Groep 2), [Group 5] (Groep 5)
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4.3

Netwerkinterfaces en services die bij aflevering uit de fabriek

beschikbaar zijn

Servicetype Protocol Poortnummer
DHCP UDP 68
HTTP-server TCP 80
NETBIOS Name Service UDP 137
NETBIOS Datagram Service UDP 138
SNMP UDP 161
HTTP-server over SSL?/?IPP?over?SSL TCP 443
LPD-afdruk TCP 515
DHCPv6-client UDP 546
IPP-afdruk TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-tool) TCP 8091
RAW-afdruk TCP 9100
RAW-afdruk TCP 9112
RAW-afdruk TCP 9113
RAW-afdruk TCP 9114
RAW-afdruk TCP 9115
RAW-afdruk TCP 9116
OpenAPI TCP 50001

Aanbevelingen voor beveiligde netwerkapparatuur
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44 Over invoervalidatie

Raadpleeg voor het aantal in te voeren tekens voor netwerkinstellingen, enz. de afzonderlijke instellingen in
de handleiding.

Afhankelijk van de taalcodering kan de maximaal toegestane invoer (in de MFP opgeslagen gegevens) voor
items met multibyte-ondersteuning driemaal zo groot zijn als het aantal tekens.
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Om denne bruksanvisningen

Denne bruksanvisningen beskriver informasjon og innstillinger som gjar det mulig & bruke utstyr pa en sikker
mate.

Nar du kobler denne maskinen til nettverket, ma du bruke den i et miljg som er beskyttet av en brannmur.
Vi anbefaler ogsa at du konfigurerer en privat IP-adresse som IP-adresse til maskinen.

Konfigurasjon av en privat IP-adresse gir brukere bare pa et lokalnett, for eksempel et internt lokalnett, tilgang
til maskinen, noe som hindrer uautorisert tilgang utenfra.

Hvis du ma bruke en global IP-adresse, m& du serge for 4 installere maskinen i en brannmur.

Anbefalinger for sikkert nettverkstilkoblet utstyr 2



1

1.1

1.2

Konfigurasjon av IP-adressefiltreringen

IP-adressefiltrering er en funksjon som begrenser hvilket utstyr som har tilgang til maskinen gjennom
IP-adressen. Du kan begrense tilgang fra uautorisert utstyr ved & stille inn denne funksjonen riktig.

IP-adressefiltreringsfunksjonen pa maskinen kan stilles inn ved hjelp av fglgende to metoder.

IP-adressefiltrering
Spesifiser manuelt hvilket IP-adresseomrade du gnsker 4 tillate eller nekte tilgang.

Plassering av innstillinger: [Utility] (Verktoy) - [Administrator] (Administrator) - [Network] (Nettverk) - [TCP/IP
Setting] (TCP/IP-innstilling) - [IP Address Filtering] (IP-adressefiltrering)

Tips
Angi IP-adressene du ensker 4 tillate eller nekte for & passe miljget ditt.

Hurtig IP-filtrering

IP-adresseomradet som gis tilgang, stilles inn automatisk basert pa IP-adressen og nettverksmasken som er
angitt i maskinen.

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [TCP/IP
Setting] (TCP/IP-innstilling) - [Quick IP Filtering] (Hurtig IP-filtrering)

Anbefalte innstillinger: [Synchronize IP Address]/[Synchronize Subnet Mask] (Synkroniser IP-adresse /
Synkroniser nettverksmaske)*

* Velg den som passer miljget ditt.
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2

2.1

2.1.1

2.1.2

Konfigurasjon av den krypterte kommunikasjonen

Vi anbefaler at du bruker felgende krypterte kommunikasjon for & hindre tyvlytting av data, datamanipulering
og oktkapring.

TLS-kryptering
Vi anbefaler at du konfigurerer falgende innstillinger for & redusere risikoen for sarbarheter.

Plassering av innstillinger: [Utility] (Verktoy) - [Administrator] (Administrator) - [Security] (Sikkerhet) - [PKI
Settings] (PKI-innstillinger) - [Enable SSL Version] (Aktiver SSL-versjon)

Innstilling Anbefalt innstilling

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Adminmodus og brukermodus)
(Modus med SSL/TLS)

[SSL/TLS Version Setting] TLS1.2

(SSL/TLS-versjons- TLS1.3 (IEEE802.1X-inkompatibel)
innstilling)

[Encryption Strength] AES-256

(Krypteringsstyrke)

Det opprinnelige sertifikatet er installert pa fabrikken. Hvis du trenger et annet sertifikat, ma du registrere et
nytt p& felgende sted.

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Security] (Sikkerhet) - [PKI
Settings] (PKI-innstillinger) - [Device Certificate Setting] (Enhetssertifikatinnstilling)

Innstilling Anbefalt innstilling
[Encryption Key Type] RSA-2048_SHA-256
(Krypteringsnakkeltype) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

TLS-krypteringen stattes for falgende protokoller og tjenester. Mer informasjon om plassering av innstillinger
finnes i folgende avsnitt.

. HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP over SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP Socket

HTTP (Web Connection)

Hvis du aktiverer [Enable SSL Version] (Aktiver SSL-versjon), skifter kommunikasjonsmodusen automatisk til
TLS-kryptert kommunikasjon (HTTPS).

WebDAVServer

Plassering av innstillinger: [Utility] (Verktey) - [Administrator] (Administrator) - [Network] (Nettverk) - [WebDAV
Settings] (WebDAV-innstillinger) - [WebDAV Server Settings] (WebDAV-serverinnstillinger)

Innstilling ‘ Anbefalt innstilling

[SSL Settings] [SSL Only] (Kun SSL)
(SSL-innstillinger)

Anbefalinger for sikkert nettverkstilkoblet utstyr



2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [HTTP
Server Settings] (HTTP-serverinnstillinger)

Innstilling ‘ Anbefalt innstilling

[IPP-SSL Settings] [SSL Only] (Kun SSL)
(IPP-SSL-innstillinger)

OpenAPI

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [OpenAPI
Setting] (OpenAPI-innstilling) - [OpenAPI Setting] (OpenAPI-innstilling)

Innstilling ‘ Anbefalt innstilling

[SSL/Port Settings] [SSL Only] (Kun SSL)
(SSL-/portinnstillinger)

RemotePanel

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [Remote
Panel Settings] (Innstillinger for fijernstyrt panel) - [Remote Panel Server Settings] (Serverinnstillinger for
fiernstyrt panel)

Innstilling ‘ Anbefalt innstilling

[Port No.(SSL)] ‘ (50443
(Portnr. (SSL))

Tips
Hvis du aktiverer [Enable SSL Version] (Aktiver SSL-versjon), skifter kommunikasjonsmodusen automatisk til
TLS-kryptert kommunikasjon. Spesifiser et portnummer.

DPWS

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [DPWS
Settings] (DPWS-innstillinger) - [DPWS Common Settings] (DPWS-fellesinnstillinger)

Innstilling ‘ Anbefalt innstilling

[SSL Settings] PA
(SSL-innstillinger)

POP

Plassering av innstillinger: [Utility] (Verktoy) - [Administrator] (Administrator) - [Network] (Nettverk) - [E-mail
Setting] (E-postinnstilling) - [E-mail RX (POP)] (E-post RX (POP))

Innstilling ‘ Anbefalt innstilling
[Enable SSL] PA
(Aktiver SSL)

SMTP

Plassering av innstillinger: [Utility] (Verktoy) - [Administrator] (Administrator) - [Network] (Nettverk) - [E-mail
Setting] (E-postinnstilling) - [E-mail TX (SMTP)] (E-post TX (SMTP))

Innstilling ‘ Anbefalt innstilling

[SSL/TLS Settings] [SMTP over SSL]
(SSL/TLS-innstillinger)
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2.1.9

2.1.10

2.1.11

IEEE802.1X Auth

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) -
[IEEE802.1X Authentication Setting] (IEEE802.1X-autentiseringsinnstilling) - [[EEE802.1X Authentication
Setting] (IEEE802.1X-autentiseringsinnstilling) - [Supplicant Setting] (Vikarinnstilling)

Innstilling ‘ Anbefalt innstilling
[EAP-Type] ‘ Velg [EAP-TLS], [EAP-TTLS] eller [PEAP].
LDAP

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [LDAP
Setting] (LDAP-innstilling) - [Setting Up LDAP] (Konfigurere LDAP)

Innstilling ‘ Anbefalt innstilling
[Enable SSL] PA
(Aktiver SSL)

TCP Socket

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [TCP
Socket Setting] (TCP Socket-innstilling)

Innstilling ‘ Anbefalt innstilling
[Use SSL/TLS] PA
(Bruk SSL/TLS)
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2.2 Annen kryptering

Vi anbefaler at du konfigurerer fglgende innstillinger for & redusere risikoen for sarbarheter. Mer informasjon
om innstillingene for hver funksjon finnes i falgende avsnitt.

Funksjon Anbefalt innstilling
SMBServer SMB-kryptering, SMB-signatur
SMBClient Kerberos-autentisering

SNMP SNMPv3

IPsec IKEv2

S/MIME PA

2.2.1 SMBServer

Bruk av SMB-kryptering og SMB-signatur kan redusere folgende sikkerhetsrisikoer.

° Tyvlytting: En ondsinnet tredjepart kan avskjaere kommunikasjon og stjele personlig eller konfidensiell
informasjon.

° Datamanipulering: Det finnes en risiko for at kommunikasjonsinnhold kan manipuleres med et Man-In-
The-Middle-angrep (MITM).

° Spoofing: Hvis autentiseringsinformasjon blir stjalet, kan en tredjepart fremsta som en legitim bruker for
a f& uautorisert tilgang.

° Informasjonslekkasje: Ukryptert kommunikasjon kan enkelt avskjeeres, spesielt pa offentlige wifi-
nettverk, noe som gker risikoen for at personlig informasjon og kredittkortinformasjon lekkes.

SMB-kryptering

Forutsetninger

. Opprett en offentlig brukerboks. Konfigurer ogsa innstillingen for automatisk & overfere filer fra den
offentlige brukerboksen og lagre dem i SMB-mappen.

° Spesifiser passordet for brukerboksen.

Plassering av innstillinger: [Utility] (Verktoy) - [Administrator] (Administrator) - [Box] (Boks) - [User Box List]
(Brukerboksliste)

Innstilling Anbefalt innstilling
[SMB Communication [Encrypt] (Krypter)
Encryption]

(SMB-kommunikasjons-

kryptering)

SMB-signatur

Plassering av innstillinger: [Utility] (Verktoy) - [Administrator] (Administrator) - [Network] (Nettverk) - [SMB
Setting] (SMB-innstilling) - [SMB Server Settings] (SMB-serverinnstillinger)

Innstilling Anbefalt innstilling
[SMB security Signature [Required] (Pakrevd)
Setting]

(SMB-sikkerhetssignatur-

innstilling)
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2.2.2

2.2.3

224

SMBClient

Kerberos-autentiseringen bruker sterk krypteringsteknologi og reduserer vesentlig risikoen for at informasjon
blir stjalet under autentiseringsprosessen. Det sikrer ogsa dataintegritet og hindrer datamanipulering mellom

sender og mottaker samt NTLM-reléangrep.

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [SMB
Setting] (SMB-innstilling) - [Client Setting] (Klientinnstilling)

Innstilling Anbefalt innstilling
[SMB Authentication [Kerberos]
Setting]

(SMB-autentiserings-
innstilling)

SNMP

Angi krypteringen med SNMPv3. Hvis autentiseringsinnstillingen ogsa legges til, kan du gke sikkerheten
ytterligere. Sikkerhetsrisikoene er omtrent de samme som med SMB.

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [SNMP

Setting] (SNMP-innstilling)

Innstilling Anbefalt innstilling
[SNMP Setting] [SNMP v3(IP)]
(SNMP-innstilling)

[Encryption Algorithm] [AES-128]
(Krypteringsalgoritme)

[Authentication Method]
(Autentiseringsmetode)

IPsec

Velg [SHA-256], [SHA-384] eller [SHA-512].

Plassering av innstillinger: [Utility] (Verktoy) - [Administrator] (Administrator) - [Network] (Nettverk) - [TCP/IP
Setting] (TCP/IP-innstilling) - [IPsec] (IPsec) - [IPsec Setting] (IPsec-innstilling)

[IKEv2]
Innstilling Anbefalt innstilling
[Encryption Algorithm] [AES-CBC] ([256]/[192 and 256] (192 og 256)/[All] (Alle))
(Krypteringsalgoritme)

[Authentication Algorithm]
(Autentiseringsalgoritme)

[SHA-2] ([256)/[384)/[512)/[256 and 384] (256 og 384)/[384 and 512] (384
og 512)/[All] (Alle)), [AES-XCBC]

[Diffie-Hellman Group]
(Diffie-Hellman-gruppe)

[SA]

Innstilling

[Group 14] (Gruppe 14), [Group 19] (Gruppe 19)

Anbefalt innstilling

[Encapsulation Mode]
(Innkapslingsmodus)

[Tunnel], [Transport]

[Security Protocol] [ESP]
(Sikkerhetsprotokoll)
[Key Exchange Method] [IKEvZ]

(Nokkelutvekslingsmetode)

[Authentication Method]
(Autentiseringsmetode)

[Digital Signature] (Digital signatur)

[ESP Encryption Algorithm]
(ESP-krypteringsalgoritme)

[AES-GCM] ([256]/[192 and 256] (192 og 256)/[All] (Alle)), [AES-GCM-64]
(1256)/[192 and 256] (192 og 256)/[All] (Alle)), [ENC_NULL_AES_GMAC]
([256)/[192 and 256] (192 og 256)/[All] (Alle))
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Innstilling

Anbefalt innstilling

[Perfect Forward Secrecy]
(PFS)

PA

[Diffie-Hellman
Group(IKEv2)] (Diffie-Hell-
man-gruppe (IKEv2)) -
[Priority1-4] (Prioritet 1-4)

2.2.5 S/MIME

[Group 14] (Gruppe 14), [Group 19] (Gruppe 19)

Hvis du bruker valgfri S/MIME nar du sender e-post, kan du kryptere e-postinnholdet for 8 hindre tyvlytting
og verifisere senderens identitet med elektronisk signatur. Dette er et effektivt tiltak mot spoofing- og

phishing-svindler.

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [E-mail
Setting] (E-postinnstilling) - [S/MIME] (S/MIME)

Innstilling

Anbefalt innstilling

[Digital Signature]
(Digital signatur)

[Always add signature] (Alltid legg til signatur)

[Digital Signature Type] [SHA-256]
(Digital signaturtype)
[E-Mail Text Encrypt. [AES-256]

Method]
(Krypteringsmetode for
e-posttekst)
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3

3.1

3.2

3.3

Konfigurasjon av sertifikatvalideringen

Nar TLS-kryptert kommunikasjon brukes til & redusere pavirkningen fra man-in-the-middle-angrep, anbefaler
vi at du bruker sertifikatvalideringen. For valideringselementer anbefaler vi at du aktiverer sertifiaktets
utlopsato og kjede som et minimum.

Hvis det gjores forsgk pa & koble til et eldre milja som ikke har en sertifikatvalideringsfunksjon, gker risikoen
for man-in-the-middle-angrep. Vi anbefaler at du bruker den i et sikkert nettverksmiljg.

Sertifikatvalideringen p4 MFP-siden anbefales i falgende MFP-klientfunksjoner. Mer informasjon om
plassering av innstillinger finnes i felgende avsnitt.

POP, SMTP (Start TLS/SMTP over SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Tips
Sertifikatvalideringen pa klientsidne tilkoblet MFP anbefales i falgende MFP-serverfunksjoner.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCP Socket

POP

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [E-mail
Setting] (E-postinnstilling) - [E-mail RX (POP)] (E-post RX (POP))

Innstilling Anbefalt innstilling

o

[Certificate Verification Level | [Expiration Date] (Utlgpsdato): PA
Settings] [Chain] (Kjede): PA

(Innstillinger for sertifikat-

kontrollniva)

SMTP

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [E-mail
Setting] (E-postinnstilling) - [E-mail TX (SMTP)] (E-post TX (SMTP))

Innstilling Anbefalt innstilling

o

[Certificate Verification Level | [Expiration Date] (Utlgpsdato): PA
Settings] [Chain] (Kjede): PA

(Innstillinger for sertifikat-

kontrollniva)

IEEE802.1X Auth

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) -
[IEEE802.1X Authentication Setting] (IEEE802.1X-autentiseringsinnstilling) - [[EEE802.1X Authentication
Setting] (IEEE802.1X-autentiseringsinnstilling) - [Supplicant Setting] (Vikarinnstilling)

Innstilling Anbefalt innstilling

o

[Certificate Verification Level | [Expiration Date] (Utlgpsdato): PA
Settings] [Chain] (Kjede): PA

(Innstillinger for sertifikat-

kontrollniva)
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3.4

3.5

3.6

3.7

3.8

IPsec

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [TCP/IP
Setting] (TCP/IP-innstilling) - [IPsec] (IPsec) - [Enable IPsec] (Aktiver IPsec)

Innstilling Anbefalt innstilling

[Certificate Verification Level | [Expiration Date] (Utlopsdato): [Confirm] (Bekreft)
Settings] [Chain] (Kjede): [Confirm] (Bekreft)

(Innstillinger for sertifikat-

kontrollniva)

Tips
| [IPsec Setting] (IPsec-innstilling) registrer du elementene [IKE] (IKE), [SA] (SA), [Peer] (Likenett) og [Protocol
Setting] (Protokollinnstilling) pa forhand.

WebDAVClient

Plassering av innstillinger: [Utility] (Verktoy) - [Administrator] (Administrator) - [Network] (Nettverk) - [WebDAV
Settings] (WebDAV-innstillinger) - [WebDAV Client Settings] (WebDAV-klientinnstillinger)

Innstilling ‘ Anbefalt innstilling
[Certificate Verification Level | [Expiration Date] (Utlepsdato): PA
Settings] [Chain] (Kjede): PA

(Innstillinger for sertifikat-
kontrollniva)

LDAP

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [LDAP
Setting] (LDAP-innstilling) - [Setting Up LDAP] (Konfigurere LDAP)

Innstilling Anbefalt innstilling
[Certificate Verification Level | [Expiration Date] (Utlepsdato): PA
Settings] [Chain] (Kjede): PA

(Innstillinger for sertifikat-
kontrollniva)

DPWS

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [DPWS
Settings] (DPWS-innstillinger) - [DPWS Common Settings] (DPWS-fellesinnstillinger)

Innstilling Anbefalt innstilling

o

[Certificate Verification Level | [Expiration Date] (Utlgpsdato): PA
Settings] [Chain] (Kjede): PA

(Innstillinger for sertifikat-

kontrollniva)

OpenAPI

Plassering av innstillinger: [Utility] (Verktoy) - [Administrator] (Administrator) - [Network] (Nettverk) - [OpenAPI
Setting] (OpenAPI-innstilling) - [OpenAPI Setting] (OpenAPI-innstilling)

Innstilling Anbefalt innstilling

o

[Certificate Verification Level | [Expiration Date] (Utlgpsdato): PA
Settings] [Chain] (Kjede): PA

(Innstillinger for sertifikat-

kontrollniva)
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3.9 RemotePanel

Plassering av innstillinger: [Utility] (Verktay) - [Administrator] (Administrator) - [Network] (Nettverk) - [Remote
Panel Settings] (Innstillinger for fiernstyrt panel) - [Remote Panel Client Settings] (Klientinnstillinger for
fiernstyrt panel)

Innstilling Anbefalt innstilling

o

[Certificate Verification Level | [Expiration Date] (Utlgpsdato): PA
Settings] [Chain] (Kjede): PA

(Innstillinger for sertifikat-

kontrollniva)
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E—— 1]
4 Ytterligere sikkerhetsinformasjon
4.1 Anbefalinger om beste praksis

Vi anbefaler at krypteringsalgoritmene som skal brukes, overholder innstillingene for beste praksis som
anbefales i EUCC Guidelines on Cryptography og SOGIS-Agreed-Cryptographic-Mechanisms.

Nedenfor er en liste over krypteringsalgoritmer og nekkellengder som anbefales av EUCC Guidelines on
Cryptography og SOGIS-Agreed-Cryptographic-Mechanisms.

Element Anbefalt innstilling
Krypteringsalgoritmer AES (Advanced Encryption Standard)
RSA (Rivest-Shamir-Adleman)
SHA-2 (Secure Hash Algorithm 2)
ECC (Elliptic Curve Cryptography)
HMAC (Hash-based Message Authentication Code)
Lengde pa RSA: 2048 bits eller mindre
krypteringsnakkel ECC: 256 bits eller mindre
AES: 256 bits
Tips

Mer informasjon finnes i de nyeste EUCC Guidelines on Cryptography og SOGIS-Agreed-Cryptographic-

Mechanisms.
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4.2 Forholdsregler for kommunikasjon med eldre systemer

Folgende protokoller og versjoner forutsettes brukt for kommunikasjon med eldre systemer.

Bruk av eldre innstillinger gker sikkerhetsrisikoene, sa bruk dem i et sikkert nettverksmilje.

Element Eldre innstillinger

Protokoll SLP

FTP

SMB (3.0 eller tidligere versjon, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: Avhengig av server/AV)
DPWS

TCPSocket

Krypteringsalgoritmer SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

RSA: 1024 bits eller mindre
ECC: 160 bits eller mindre
AES: 128 bits eller mindre
DES: 56 bits

3DES: 112 bits

Lengde pa
krypteringsnokkel

Eldre IPsec-innstillinger

[IKEv1]
Innstilling Eldre innstillinger
[Encryption Algorithm] [DES-CBC]
(Krypteringsalgoritme) [BDES-CBC]

[AES-CBC] ([128]/[192)/[128 and 192] (128 og 192))

[Authentication Algorithm]
(Autentiseringsalgoritme)

Brukes ikke

[Diffie-Hellman Group]
(Diffie-Hellman-gruppe)

[Group 1] (Gruppe 1), [Group 2] (Gruppe 2), [Group 5] (Gruppe 5)

[IKEv2]
Innstilling Eldre innstillinger
[Encryption Algorithm] [DES-CBC]
(Krypteringsalgoritme) [BDES-CBC]

[AES-CBC] ([128)/[192)/[128 and 192] (128 og 192))

[Authentication Algorithm]
(Autentiseringsalgoritme)

Brukes ikke

[Diffie-Hellman Group]
(Diffie-Hellman-gruppe)

[SA]

Innstilling

[Group 1] (Gruppe 1), [Group 2] (Gruppe 2), [Group 5] (Gruppe 5)

Eldre innstillinger

[Key Exchange Method]
(Nekkelutvekslingsmetode)

[IKEv1]

[Authentication Method]
(Autentiseringsmetode)

[Digital Signature] (Digital signatur)

Anbefalinger for sikkert nettverkstilkoblet utstyr
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Innstilling

Eldre innstillinger

[ESP Encryption Algorithm]
(ESP-krypteringsalgoritme)

[3DES-CBC] ([128]/[192]/[128 and 192] (128 og 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 og 192))

[AES-GCM] ([128]/[192)/[128 and 192] (128 og 192))
[AES-GCM-64] ([128]/[192)/[128 and 192] (128 og 192))
[ENC_NULL_AES_GMAC] ([128]/[192)/[128 and 192] (128 og 192))

[Perfect Forward Secrecy]
(PFS)

PA

[Diffie-Hellman
Group(IKEv1)]
(Diffie-Hellman-gruppe
(IKEv2))

[Group 1] (Gruppe 1), [Group 2] (Gruppe 2), [Group 5] (Gruppe 5)
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4.3

Nettverksgrensesnitt og tjenester som er tilgjengelige fra

fabrikkforsendelse
Tjenestetype Protokoll Portnummer
DHCP UDP 68
HTTP-server TCP 80
NETBIOS-navnetjeneste UDP 137
NETBIOS-datagramtjeneste UDP 138
SNMP UDP 161
HTTP Server over SSL / IPP over SSL TCP 443
LPD-utskrift TCP 515
DHCPv6-klient UDP 546
IPP-utskrift TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-verktay) TCP 8091
RAW-utskrift TCP 9100
RAW-utskrift TCP 9112
RAW-utskrift TCP 9113
RAW-utskrift TCP 9114
RAW-utskrift TCP 9115
RAW-utskrift TCP 9116
OpenAPI TCP 50001

Anbefalinger for sikkert nettverkstilkoblet utstyr
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4.4 Om inndatavalidering
Antallet tegn som skal legges inn for nettverksinnstillinger osv., finnes i hver av innstillingene i bruker-
veiledningen.

Avhengig av kodingen av spraket kan starste tillatte inndata (data lagret i MFP) for elementer som statter tegn
med flere byte, veere tre ganger antallet tegn.
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Informacje na temat niniejszej instrukciji
W niniejszej instrukcji opisano informacje i ustawienia umozliwiajace bezpieczne korzystanie z urzadzenia.

Podtaczajgc urzadzenie do sieci nalezy pamietac, by korzysta¢ z niego w srodowisku chronionym przez
zapore. Zaleca sie rowniez ustawienie prywatnego adresu IP jako adresu IP urzadzenia.

Skonfigurowanie prywatnego adresu IP pozwala na dostgp do urzgdzenia jedynie uzytkownikom
podtaczonym do sieci lokalnej, a tym samym zapobiega nieautoryzowanemu dostepowi z zewnatrz.

Jesli konieczne jest korzystanie z globalnego adresu IP, nalezy pamietac, by urzadzenie zainstalowaé za
zapora.

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci



1

1.1

1.2

Ustawianie filtrowania adresow IP

Filtrowanie adreséw IP to funkcja ograniczajaca urzadzenia, w zaleznosci od ich adreséw IP, ktére moga
uzyskiwac¢ dostep do urzadzenia. Jesli ta funkcja zostanie poprawnie skonfigurowana, mozliwe bedzie
ograniczenie dostepu do urzadzenia przez nieuprawione urzadzenia.

Funkcija filtrowania adreséw IP w urzadzeniu moze by¢ skonfigurowana z wykorzystaniem dwoch ponizszych
metod.

Filtrowanie adresow IP

Reczne okresli¢ zakres adresow IP, ktére moga lub nie moga uzyskiwaé dostep do urzadzenia.

Lokalizacja ustawienia: [Utility] (Narzedzie) - [Administrator] (Administrator) - [Network] (Sie¢) - [TCP/IP
Setting] (Ustawienie TCP/IP) - [IP Address Filtering] (Filtrowanie adreséw IP)

Wskazowki

Nalezy skonfigurowac takie dozwolone lub niedozwolone adresy IP, kt6re bedg odpowiednie dla srodowiska,
w ktérym uzywane jest urzadzenie.

Szybkie filtrowanie IP

Zakres adresow IP, ktéry umozliwia dostep, jest ustawiany automatycznie w oparciu o adres IP i maske
podsieci skonfigurowane w urzadzeniu.

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [TCP/IP
Setting] (Ustawienie TCP/IP) - [Quick IP Filtering] (Szybkie filtrowanie IP)

Zalecane ustawienia: [Synchronize IP Address] (Synchronizuj adres IP)/[Synchronize Subnet Mask]
(Synchronizuj maske podsieci) *

* Nalezy wybra¢ jedna z tych opciji, najlepiej odpowiadajgcg srodowisku, w ktdérym uzywane jest urzadzenie.

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci



2

2.1

2.1.1

2.1.2

Ustawianie komunikaciji zaszyfrowanej

Zaleca sie korzystanie z nastepujacych potaczen szyfrowanych, aby nie dopuscié¢ do podstuchiwania,
fatszowania danych i przechwytywania ses;ji.

Szyfrowanie TLS

Zaleca sie skonfigurowanie nastepujacych ustawien, aby zredukowac ryzyko wystapienia luk w
zabezpieczeniach.

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Security] (Zabezpieczenia) -
[PKI Settings] (Ustawienia PKI) - [Enable SSL Version] (Wtacz wersje SSL)

Element ustawienia Zalecane ustawienie

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Tryb administratora i Tryb uzytkownika)
(Tryb korzystajacy z

SSL/TLS)

[SSL/TLS Version Setting] TLS1.2
(Ustawienie wersji SSL/TLS) | TLS1.3 (niezgodny z IEEE802.1X)

[Encryption Strength] AES-256
(Sita szyfrowania)

Poczatkowy certyfikat jest instalowany fabrycznie. Jesli wymagany bedzie inny certyfikat, nalezy go
zarejestrowacé w nastepujacej lokalizacji.

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Security] (Zabezpieczenia) -
[PKI Settings] (Ustawienia PKI) - [Device Certificate Setting] (Ustawienie certyfikatu urzadzenia)

Element ustawienia Zalecane ustawienie

[Encryption Key Type] RSA-2048_SHA-256

(Rodzaj klucza szyfrowania) ECDSA-256_SHA-256
ECDSA-384_SHA-384
ECDSA-521_SHA-384

Szyfrowanie TLS jest obstugiwane przez nastepujace protokoty i ustugi. Aby poznaé szczegdty na temat
lokalizacji ustawien, patrz kolejne sekcje.

. HTTP (Potaczenie sieci Web, Serwer WebDAV, IPP, OpenAPI, Panel zdalny)
DPWS

POP

SMTP (Start TLS, SMTP z wykorzystaniem SSL)

Uwierzytelnienie IEEE802.1X (EAP-TLS, EAP-TTLS, PEAP)

LDAP

Gniazdo TCP

HTTP (Potaczenie sieci Web)

Jesli wigczone zostanie ustawienie [Enable SSL Version] (Wtacz wersje SSL), tryb potaczen automatycznie
przetaczony bedzie do opcji potaczen szyfrowanych TLS (HTTPS).

Serwer WebDAV

Lokalizacja ustawienia: [Utility] (Narzedzia)- [Administrator] (Administrator) - [Network] (Sie¢) - [WebDAV
Settings] (Ustawienia WebDAV) - [WebDAV Server Settings] (Ustawienia serwera WebDAV)

Element ustawienia ‘ Zalecane ustawienie
[SSL Settings] [SSL Only] (Tylko SSL)
(Ustawienia SSL)
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2.1.3

21.4

2.1.5

2.1.6

2.1.7

2.1.8

IPP

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [HTTP Server
Settings] (Ustawienia serwera HTTP)

Element ustawienia ‘ Zalecane ustawienie

[IPP-SSL Settings] [SSL Only] (Tylko SSL)
(Ustawienie IPP-SSL)

OpenAPI

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [OpenAPI
Setting] (Ustawienie OpenAPl) - [OpenAPI Setting] (Ustawienie OpenAPI)

Element ustawienia ‘ Zalecane ustawienie
[SSL/Port Settings] [SSL Only] (Tylko SSL)
(Ustawienia portu/SSL)

Panel zdalny

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie€) - [Remote Panel
Settings] (Ustawienia panelu zdalnego) - [Remote Panel Server Settings] (Ustawienia serwera panelu
zdalnego)

Element ustawienia ‘ Zalecane ustawienie
[Port No. (SSL)] | [50443]
Wskazowki

Jesli wigczone zostanie ustawienie [Enable SSL Version] (Wtacz wersje SSL), potaczenia automatycznie
przetaczone bedg w tryb szyfrowania TLS. Nalezy okresli¢ numer portu.

DPWS

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [DPWS
Settings] (Ustawienia DPWS) - [DPWS Common Settings] (Ustawienia ogélne DPWS)

Element ustawienia ‘ Zalecane ustawienie
[SSL Settings] WE.
(Ustawienia SSL)

POP

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [E-mail
Setting] (Ustawienie e-mail) - [E-mail RX (POP)] (Odbieranie e-maili (POP))

Element ustawienia ‘ Zalecane ustawienie
[Enable SSL] Wk
(Wtacz SSL)

SMTP

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [E-mail
Setting] (Ustawienie e-mail) - [E-mail TX (SMTP)] (TX e-maila (SMTP))

Element ustawienia ‘ Zalecane ustawienie

[Ustawienia SSL/TLS] ‘ [SMTP przed SSL]
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2.1.9

2.1.10

2.1.11

Uwierzytelnienie IEEE802.1X

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [[EEE802.1X
Authentication Setting] (Ustawienie autoryzacji IEEE802.1X) - [[EEE802.1X Authentication Setting]
(Ustawienie autoryzacji IEEE802.1X) - [Supplicant Setting] (Ustawienie suplikanta)

Element ustawienia ‘ Zalecane ustawienie
[EAP-Type] ‘ Wybra¢ [EAP-TLS], [EAP-TTLS] lub [PEAP].
LDAP

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] - [Network] (Sie¢) - [LDAP Setting] (Ustawienie
LDAP) - [Setting Up LDAP] (Konfiguracja LDAP)

Element ustawienia ‘ Zalecane ustawienie
[Enable SSL] WE.
(Wtacz SSL)

Gniazdo TCP

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [TCP Socket
Setting] (Ustawienie gniazda TCP)

Element ustawienia ‘ Zalecane ustawienie

[Use SSL/TLS] Wi.
(Uzyj SSL/TLS)

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci



2.2

2.2.1

Inne sposoby szyfrowania

Zaleca sie skonfigurowanie nastepujgcych ustawien, aby zredukowac ryzyko wystgpienia luk w
zabezpieczeniach. Aby poznac¢ szczegdty na temat ustawien kazdej z funkcji, patrz kolejne sekcje.

Funkcja Zalecane ustawienie
Serwer SMB Szyfrowanie folderu SMB, Podpisywanie SMB
Klient SMB Autoryzacja Kerberos
SNMP SNMPv3
IPsec IKEv2
S/MIME WE.
Serwer SMB

Korzystanie z szyfrowania SMB i podpisywania SMB moze przyczyni¢ sie do zredukowania nastepujacych
zagrozen bezpieczenstwa.

° Podstuchiwania: Ztosliwa strona trzecia moze przechwytywacé potaczenia i kras¢ informacje osobiste
lub poufne.

° Fatszowania danych: Istnieje ryzyko, ze tres¢ komunikacji moze by¢ modyfikowana przez ataki typu
Man-In-The-Middle (MITM).

. Fatszowania adresu IP: Jesli informacje o autoryzacji zostang skradzione, strona trzecia moze podawac
sie za uprawnionego uzytkownika, aby uzyskac nieautoryzowany dostep.

° Wyciekéw informaciji: Potaczenia nieszyfrowane moga z tatwoscig by¢ przechwytywane, szczegdlnie
w publicznych sieciach Wi-Fi, co zwigksza zagrozenie wycieku informaciji osobistych lub dot. kart
kredytowych.

Szyfrowanie folderu SMB

Warunki konieczne

° Nalezy utworzy¢ Skrzynke uzytkownika publicznego. Ponadto, skonfigurowaé ustawienie
umozliwiajgce automatyczne przesytanie plikéw ze Skrzynki uzytkownika publicznego i zapisywanie ich
w Folderze SMB.

° Skonfigurowaé hasto do Skrzynki uzytkownika.

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Box] (Skrzynka uzytkownika) -
[User Box List] (Lista skrzynek uzytkownika)

Element ustawienia Zalecane ustawienie
[SMB Communication [Encrypt] (Szyfruj)
Encryption]

(Szyfrowanie potaczen SMB)

Podpisywanie SMB

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Siec€) - [SMB Setting]
(Ustawienie SMB) - [SMB Server Settings] (Ustawienia serwera SMB)

Element ustawienia ‘ Zalecane ustawienie
[SMB security [Wymagana]
Signature Setting]

(Ustawienie podpisu
zabezpieczen SMB)

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci



2.2.2

2.2.3

2.2.4

Klient SMB

Autoryzacja Kerberos wykorzystuje technologie silnego szyfrowania, w znaczniej mierze redukujac
zagrozenie kradzieza danych uwierzytelniajacych w procesie autoryzacji. Zapewnia réwniez integralnos¢
danych, uniemozliwiajgc ich fatszowanie pomiedzy nadawca i odbiorcg, a takze ataki NTLM Relay.

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [SMB Setting]
(Ustawienie SMB) - [Client Setting] (Ustawienie klienta)

Element ustawienia

Zalecane ustawienie

[SMB Authentication
Setting]

(Ustawienie autoryzaciji
SMB)

SNMP

[Kerberos]

Nalezy skonfigurowac szyfrowanie z wykorzystaniem SNMPv3. Jesli dodane zostanie rowniez ustawienie
autoryzacji, umozliwi to zwiekszenie bezpieczenstwa. Zagrozenia dot. bezpieczenstwa sa mniej wiecej

podobne jak w przypadku SMB.

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [SNMP

Setting] (Ustawienie SMTP)

Element ustawienia

Zalecane ustawienie

[SNMP Setting] [SNMP v3(IP)]
(Ustawienie SNMP)
[Algorytm kodowania] [AES-128]

[Authentication Method]
(Metoda autoryzaciji)

IPsec

Wybraé [SHA-256], [SHA-384] lub [SHA-512].

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [TCP/IP
Setting] (Ustawienie TCP/IP) - [IPsec] (IPsec) - [IPsec Setting] (Ustawienie IPsec)

[IKEV2]

Element ustawienia

Zalecane ustawienie

[Algorytm kodowania]

[AES-CBC] ([256]/[192 i 256]/[All] (Wszystkie))

[Algorytm uwierzyteln.]

[SHA-2] ([256)/[384]/[512)/[256 | 384]/[384 i 512]/[All] (Wszystkie)), [AES-
XCBC]

[Grupa Diffiego-Hellmana]

[SAl

Element ustawienia

[Group 14] (Grupa 14), [Group 19] (Grupa 19)

Zalecane ustawienie

[Encapsulation Mode]
(Tryb hermetyzacji)

[Tunnel] (Tunel), [Transport] (Transport)

[Protokét zabezpieczen] [ESP]
[Metoda wymiany klucza] [IKEvZ]
[Authentication Method] [Podpis cyfrowy]

(Metoda autoryzaciji)

[Algorytm kodowania ESP]

[AES-GCM] ([256]/[192 i 256]/[All] (Wszystkie)), [AES-GCM-64] ([256]/[192
i 256]/[All] (Wszystkie)), [ENC_NULL_AES_GMAC] ([256]/[192 i 256]/[All]
(Wszystkie))

[Przekazywanie utajnione]

WEL.

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci



2.2.5

Element ustawienia Zalecane ustawienie

[Diffie-Hellman Group(IKEv2)] | [Group 14] (Grupa 14), [Group 19] (Grupa 19)
(Grupa Diffiego-Hellmana

(IKEv2)) - [Priority1-4]

(Priorytet 1-4)

S/MIME

Jesli podczas wysytania e-mail uzywany jest opcjonalny S/MIME, mozliwe jest zaszyfrowanie tresci
wiadomosci, aby zabezpieczy¢ jg przed podstuchaniem oraz zweryfikowanie tozsamosci nadawcy z
wykorzystaniem podpisu elektronicznego. Jest to efektywne zabezpieczenie przed podszywaniem sie
pod nadawce e-mail i wytudzeniem informaciji.

Lokalizacja ustawienia: [Utility] (Narzedzie) - [Administrator] (Administrator) - [Network] (Sie¢) - [E-mail
Setting] (Ustawienie e-mail) - [S/MIME] (S/MIME)

Element ustawienia Zalecane ustawienie

[Podpis cyfrowy] [Always add signature] (Zawsze dodawaj podpis)
[Digital Signature Type] [SHA-256]

(Rodzaj podpisu cyfrowego)

[E-Mail Text [AES-256]

Encrypt. Method]

(Metoda szyfrowania

tresci e-maila)

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci



3

3.1

3.2

3.3

Ustawienie walidacji certyfikatu

Kiedy uzywane sa potaczenia szyfrowane z uzyciem TLS, aby zredukowa¢ wptyw atakéw Man-In-The-
Middle, zaleca sie wykorzystanie walidacji certyfikatu. W elementach walidacji zaleca sie wtaczenie co
najmniej daty wygasniecia certyfikatu i fancucha.

Jesli nastgpi proba uzyskania potaczenia ze starsza wersja srodowiska, nieposiadajacego funkcji walidaciji
certyfikatu, ryzyko atakow Man-In-The-Middle wzrasta. Zaleca sie uzywanie jej w bezpiecznym srodowisku
sieciowym.

Walidacja certyfikatu po stronie MFP jest zalecana w nastepujacych funkcjach klienta MFP. Aby poznac¢
szczegoly na temat lokalizacji ustawien, patrz kolejne sekcje.

POP, SMTP (Start TLS/SMTP z wykorzystaniem SSL), Uwierzytelnienie IEEE802.1X (EAP-TYPE: EAP-TLS/
EAP-TTLS/PEAP), IPSec, WebDAV, LDAP, DPWS, Panel zdalny

Wskazowki

Walidacja certyfikatu po stronie klienta podtgczonego do MFP jest zalecana w nastepujacych funkcjach
serwera MFP.
HTTP (Potaczenie sieci Web / WebDAV / IPP / DPWS / OpenAPI / Panel zdalny), Gniazdo TCP

POP

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [E-mail
Setting] (Ustawienie e-mail) - [E-mail RX (POP)] (Odbieranie e-maili (POP))

Element ustawienia Zalecane ustawienie
[Certificate Verification Level | [Expiration Date] (Data wygasniecia): Wk.
Settings] (Ustawienia [Chain] (kancuch): WE.
poziomu weryfikaciji
certyfikatu)
SMTP

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [E-mail
Setting] (Ustawienie e-mail) - [E-mail TX (SMTP)] (TX e-maila (SMTP))

Element ustawienia Zalecane ustawienie
[Certificate Verification [Expiration Date] (Data wygasniecia): Wk.
Level Settings] [Chain] (kancuch): WEL.

(Ustawienia poziomu
weryfikacji certyfikatu)

Uwierzytelnienie IEEE802.1X

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [IEEE802.1X
Authentication Setting] (Ustawienie autoryzacji IEEE802.1X) - [[IEEE802.1X Authentication Setting]
(Ustawienie autoryzacji IEEE802.1X) - [Supplicant Setting] (Ustawienie suplikanta)

Element ustawienia Zalecane ustawienie
[Certificate Verification [Expiration Date] (Data wygasniecia): Wk.
Level Settings] [Chain] (kancuch): WE.

(Ustawienia poziomu
weryfikacji certyfikatu)

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci 10



3.4

3.5

3.6

3.7

3.8

IPsec

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [TCP/IP
Setting] (Ustawienie TCP/IP) - [IPsec] (IPsec) - [IPsec Setting] (Ustawienie IPsec)

Element ustawienia Zalecane ustawienie
[Certificate Verification [Expiration Date] (Data wygasnigcia): [SprawdZ]
Level Settings] [Chain] (kancuch): [SprawdZ]

(Ustawienia poziomu
weryfikacji certyfikatu)

Wskazowki

W [IPsec Setting] (Ustawienie IPsec) z wyprzedzeniem zarejestrowac elementy [IKE] (IKE), [SA] (Skojarzenie
zabezpieczen), [Peer] (Urzadzenie rownorzedne) i [Protocol Setting] (Ustawienie protokotu).

Klient WebDAV

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [WebDAV
Settings] (Ustawienia WebDAV) - [WebDAV Client Settings] (Ustawienia klienta WebDAV)

Element ustawienia ‘ Zalecane ustawienie
[Certificate Verification [Expiration Date] (Data wygasniecia): Wk.
Level Settings] [Chain] (kancuch): WE.

(Ustawienia poziomu
weryfikacji certyfikatu)

LDAP

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] - [Network] (Sie¢) - [LDAP Setting] (Ustawienie
LDAP) - [Setting Up LDAP] (Konfiguracja LDAP)

Element ustawienia Zalecane ustawienie
[Certificate Verification [Expiration Date] (Data wygasniecia): Wk.
Level Settings] [Chain] (kancuch): WE.

(Ustawienia poziomu
weryfikacji certyfikatu)

DPWS

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [DPWS
Settings] (Ustawienia DPWS) - [DPWS Common Settings] (Ustawienia ogélne DPWS)

Element ustawienia Zalecane ustawienie
[Certificate Verification [Expiration Date] (Data wygasnigcia): Wk.
Level Settings] [Chain] (kancuch): WE.

(Ustawienia poziomu
weryfikacji certyfikatu)

OpenAPI

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie¢) - [OpenAPI
Setting] (Ustawienie OpenAPl) - [OpenAPI Setting] (Ustawienie OpenAPI)

Element ustawienia Zalecane ustawienie
[Certificate Verification [Expiration Date] (Data wygasnigcia): Wk.
Level Settings] [Chain] (kancuch): WE.

(Ustawienia poziomu
weryfikacji certyfikatu)

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci 11



3.9 Panel zdalny

Lokalizacja ustawienia: [Utility] (Narzedzia) - [Administrator] (Administrator) - [Network] (Sie€) - [Remote Panel
Settings] (Ustawienia panelu zdalnego) - [Remote Panel Client Settings] (Ustawienia klienta panelu zdalnego)

Element ustawienia ‘ Zalecane ustawienie
[Certificate Verification [Expiration Date] (Data wygasnigcia): Wk.
Level Settings] [Chain] (kancuch): WE.

(Ustawienia poziomu
weryfikacji certyfikatu)

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci 12



A 111
4 Dodatkowe informacje o zabezpieczeniach
4.1 Zalecane najlepsze rozwigzania

Zaleca sie, by uzywane algorytmy szyfrowania byly zgodne z ustawieniami najlepszych rozwigzan
polecanych w EUCC Guidelines on Cryptography oraz SOGIS-Agreed-Cryptographic-Mechanisms.

Ponizej zamieszczono liste algorytmow szyfrowania oraz dtugosci kluczy zalecanych w EUCC Guidelines
on Cryptography oraz SOGIS-Agreed-Cryptographic-Mechanisms.

Element Zalecane ustawienie

Algorytmy szyfrowania AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Algorytm bezpiecznego haszowania 2)
ECC (Kryptografia krzywych eliptycznych)
HMAC (Haszujacy kod autoryzacji wiadomosci)

Diugos¢ klucza szyfrowania | RSA: 2048 bitdw lub wiecej
ECC: 256 bitow lub wiecej
AES: 256 bitéw

Wskazowki

Aby poznaé szczegdty, patrz najnowsze EUCC Guidelines on Cryptography oraz SOGIS-Agreed-
Cryptographic-Mechanisms.

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci 13
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4.2 Srodki ostroznosci dotyczace potaczen ze starszymi systemami

Ponizsze protokoty i wersje powinny by¢ uzywane do komunikacji ze starszymi systemami.

Korzystanie ze starszych ustawien zwieksza zagrozenia zwigzane z bezpieczenstwem, dlatego nalezy ich
uzywac w bezpiecznym srodowisku sieciowym.

Element Starsze ustawienia

Protokot SLP

FTP

SMB (3.0 lub wczesniejsza wersja, NTLMv1/v2)

SNMPv1/v2

Uwierzytelnienie IEEE802.1X (EAP-TYPE: Zaleznie od serwera/WYL.)
DPWS

Gniazdo TCP

Algorytmy szyfrowania SHA-1 (Algorytm bezpiecznego haszowania 1)

DES (algorytm Data Encryption Standard)

3DES (potrojny algorytm Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Dtugos¢ klucza szyfrowania | RSA: 1024 bity lub mniej
ECC: 160 bity lub mniej
AES: 128 bitow lub mniej
DES: 56 bitow

3DES: 112 bitéw

Stare ustawienia IPsec

[IKEv1]
Element ustawienia Starsze ustawienia
[Algorytm kodowania] [DES-CBC]
[BDES-CBC]
[AES-CBC] ([128]/[192]/[128 and 192] (128 i 192))
[Algorytm uwierzyteln.] Nie wykorzystywana
[Grupa Diffiego-Hellmana] [Group 1] (Grupa 1), [Group 2] (Grupa 2), [Group 5] (Grupa 5)
[IKEv2]
Element ustawienia Starsze ustawienia
[Algorytm kodowania] [DES-CBC]
[BDES-CBC]
[AES-CBC] ([128]/[192]/[128 and 192] (128 i 192))
[Algorytm uwierzyteln.] Nie wykorzystywana
[Grupa Diffiego-Hellmana] [Group 1] (Grupa 1), [Group 2] (Grupa 2), [Group 5] (Grupa 5)
[SA]
Element ustawienia Starsze ustawienia
[Metoda wymiany klucza] [IKEv1]
[Authentication Method] [Podpis cyfrowy]
(Metoda autoryzaciji)
[Algorytm kodowania ESP] [BDES-CBC] ([128)/[192])/[128 and 192] (128 i 192))
[AES-CTR] ([128]/[192)/[128 and 192] (128 i 192))
[AES-GCM] ([128]/[192]/[128 and 192] (128 i 192))
[AES-GCM-64] ([128]/[192]/[128 and 192] (128 i 192))
[ENC_NULL_AES_GMAC] ([128]/[192]/[128 and 192] (128 i 192))
[Przekazywanie utajnione] WE.

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci 14



Element ustawienia Starsze ustawienia

[Diffie-Hellman Group(IKEv1)] | [Group 1] (Grupa 1), [Group 2] (Grupa 2), [Group 5] (Grupa 5)
(Grupa Diffiego-Hellmana
(IKEv1))

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci
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4.3 Interfejsy i ustugi instalowane fabrycznie
Typ ustugi Protokét Numer portu
DHCP UDP 68
Serwer HTTP TCP 80
Ustuga nazw NETBIOS UDP 137
Ustuga datagramoéw NETBIOS UDP 138
SNMP UDP 161
Serwer HTTP z uzyciem SSL / TCP 443
IPP z uzyciem SSL
Drukowanie LPD TCP 515
Klient DHCPv6 UDP 546
Drukowanie IPP TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (narzedzie IWS) TCP 8091
Drukowanie RAW TCP 9100
Drukowanie RAW TCP 9112
Drukowanie RAW TCP 9113
Drukowanie RAW TCP 9114
Drukowanie RAW TCP 9115
Drukowanie RAW TCP 9116
OpenAPI TCP 50001

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci
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4.4 Informacje o walidacji wprowadzanych danych

W przypadku pewnej liczby znakéw, ktére sg wprowadzane w ramach ustawien sieciowych, itp., nalezy
zapoznac sie z kazdym elementem ustawienia w Podreczniku uzytkownika.

Zaleznie od kodowania jezyka maksymalna dozwolona liczba wprowadzanych danych (danych zapisywa-
nych w MFP) dla elementéw, ktdre obstuguja znaki wielobajtowe, moze by¢ trzykrotnie wyzsza, niz liczba
znakow.

Zalecenia dotyczace bezpieczenstwa urzadzen podtaczonych do sieci
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Sobre este manual
Este manual descreve informacdes e definicdes que permitem a utilizagdo segura de dispositivos.

Ao ligar a maquina a rede, use-a num ambiente protegido por uma firewall. Também recomendamos que
defina um endereco IP privado como endereco IP da maquina.

A definicdo de um endereco IP privado apenas permite o0 acesso a maquina por utilizadores numa rede local,
como uma LAN interna, impedindo o acesso nao autorizado a partir do exterior.

Se tiver de usar um endereco IP global, certifique-se de que instala a maquina numa firewall.
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1.1

1.2

Definicao da filtragem IP

A filtragem IP é uma funcéo que restringe os dispositivos que podem aceder a maquina em fungdo do
endereco IP. Definir esta fungéo corretamente permite-lhe restringir o acesso a dispositivos ndo autorizados.

A funcéo de filtragem IP da maquina pode ser definida através de um dos dois métodos seguintes.

Filtragem IP
Especifique manualmente o intervalo de enderecos IP com acesso permitido ou negado.

Localizagéo da definigéo: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IP Address Filtering]
(Utilitario - Administrador - Rede - Definicdes TCP/IP - Filtragem IP)

Sugestoes
Defina os enderecos IP permitidos ou negados de modo adequado ao seu ambiente.

Filtragem IP rapida

O intervalo de enderecos IP com permissdo de acesso € definido automaticamente com base no endereco
IP e mascara de sub-rede definidos na maquina.

Localizacdo da definigao: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [Quick IP Filtering] (Utilitario
- Administrador - Rede - Definicdes TCP/IP - Filtragem IP rapida)

Definicdes recomendadas: [Synchronize IP Address]/[Synchronize Subnet Mask] (Sincronizar endereco IP /
Sincronizar mascara de subrede)*

* Selecione uma das opgdes para se adaptar ao seu ambiente.
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2.1

2.1.1

2.1.2

Definir a comunicacao encriptada

Recomendamos que utilize a seguinte comunicagéo encriptada para evitar a espionagem de dados,
a manipulagdo de dados e o sequestro de sessdes.

Encriptacao TLS

Recomendamos que configure as definicbes seguintes para reduzir o risco de vulnerabilidades.

Localizagéo da definigao: [Utility] - [Administrator] - [Security] - [PKI Settings] - [Enable SSL Version] (Utilitario
- Administrador - Segurancga - Definigdes PKI - Ativar versdo SSL)

Item de definicao Definicao recomendada

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Modo admin. e Modo utilizador)
(Modo utilizando SSL/TLS)

[SSL/TLS Version Setting] TLS1.2

(Definicao da versao TLS1.3 (incompativel com IEEE802.1X)
SSL/TLS)
[Encryption Strength] AES-256

(Forca de encriptacgao)

O certificado inicial é instalado na fabrica. Se precisar de um certificado diferente, registe um novo na
localizag&o seguinte.

Localizagéo da definigdo: [Utility] - [Administrator] - [Security] - [PKI Settings] - [Device Certificate Setting]
(Utilitario - Administrador - Seguranga - Definicoes PKI - Definigdes do certificado do dispositivo)

Item de definicao Definicao recomendada
[Encryption Key Type] RSA-2048_SHA-256
(Tipo de chave de ECDSA-256_SHA-256
encriptacéo) ECDSA-384_SHA-384

ECDSA-521_SHA-384

A encriptacdo TLS é suportada para os protocolos e servigos seguintes. Para detalhes sobre as localizagbes
da definicdo, consulte as sec¢des seguintes.

° HTTP (Web Connection, Servidor WebDAV, IPP, OpenAPI, Painel remoto)
DPWS

POP

SMTP (Iniciar TLS, SMTP sobre SSL)

Autenticacéo IEEE802.1X (EAP-TLS, EAP-TTLS, PEAP)

LDAP

Tomada TCP

HTTP (Web Connection)

Se ativar [Enable SSL Version] (Ativar versdo SSL), o modo de comunicagdo muda automaticamente para a
comunicacéo encriptada TLS (HTTPS).

Servidor WebDAV

Localizagéo da definigdo: [Utility] - [Administrator] - [Network] - [WebDAV Settings] - [WebDAV Server
Settings] (Utilitario - Administrador - Rede - Definicdes WebDAV - Definicdes de servidor WebDAV)

Item de definicao ‘ Definicao recomendada
[SSL Settings] [SSL Only] (Apenas SSL)
(Definicoes de SSL)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Localizagao da definigado: [Utility] - [Administrator] - [Network] - [HTTP Server Settings] (Utilitario -
Administrador - Rede - Definicdes de servidor HTTP)

Item de definicao ‘ Definicado recomendada

[IPP-SSL Settings] [SSL Only] (Apenas SSL)
(Definigoes IPP-SSL)

OpenAPI

Localizagao da definigdo: [Utility] - [Administrator] - [Network] - [OpenAPI Setting] - [OpenAPI Setting]
(Utilitario - Administrador - Rede - Definicao de OpenAPI - Definicdo de OpenAPI)

Item de definicao ‘ Definicado recomendada
[SSL/Port Settings] [SSL Only] (Apenas SSL)
(Definicoes de SSL/porta)

Painel remoto

Localizagao da definicéo: [Utility] - [Administrator] - [Network] - [Remote Panel Settings] - [Remote Panel
Server Settings] (Utilitario - Administrador - Rede - Definicdes do painel remoto - Definicdes de servidor do
painel remoto)

Item de definicao ‘ Definicado recomendada
[Port No.(SSL)] [60443]
(Numero da porta (SSL))

Sugestoes

Se ativar [Enable SSL Version] (Ativar versao SSL), a comunicagdo muda automaticamente para o modo
encriptado TLS. Especifigue um nimero da porta.

DPWS

Localizagao da definigao: [Utility] - [Administrator] - [Network] - [DPWS Settings] - [DPWS Common Settings]
(Utilitario - Administrador - Rede - Definicoes DPWS - Definicdes comuns DPWS)

Item de defini¢cao ‘ Definicado recomendada
[SSL Settings] ON
(Definicoes de SSL)

POP

Localizagao da defini¢do: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail RX (POP)] (Utilitario
- Administrador - Rede - Definicao de e-mail - Recegéo de e-mail (POP))

Item de definicao ‘ Definicado recomendada
[Enable SSL] ON
(Ativar SSL)

SMTP

Localizagao da definicdo: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail TX (SMTP)] (Utilitario
- Administrador - Rede - Definicdo de e-mail - Transmissao de e-mail (SMTP))

Item de definicao ‘ Definicado recomendada
[SSL/TLS Settings] [SMTP over SSL] (SMTP sobre SSL)
(Definigbes SSL/TLS)
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21.9 Autenticacao IEEE802.1X

Localizagcao da definigédo: [Utility] - [Administrator] - [Network] - [[IEEE802.1X Authentication Setting] -
[IEEE802.1X Authentication Setting] - [Supplicant Setting] (Utilitario - Administrador - Rede - Definicdo
de autenticacao IEEE802.1X - Definicdo de autenticacédo IEEE802.1X - Defini¢cdo suplicante)

Item de definicao ‘ Definicado recomendada
[EAP-Type] Selecione [EAP-TLS], [EAP-TTLS] ou [PEAP].
(Tipo EAP)

2.1.10 LDAP

Localizagéo da definigdo: [Utility] - [Administrator] - [Network] - [LDAP Setting] - [Setting Up LDAP] (Utilitario
- Administrador - Rede - Definigdes LDAP - Definir LDAP)

Item de definicao ‘ Definicado recomendada
[Enable SSL] ON
(Ativar SSL)

2.1.11 Tomada TCP

Localizagédo da definicéo: [Utility] - [Administrator] - [Network] - [TCP Socket Setting] (Utilitario -
Administrador - Rede - Definicdo de tomada TCP)

Item de definicao ‘ Definicado recomendada
[Use SSL/TLS] ON
(Usar SSL/TLS)
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2.2

2.2.1

Outra encriptacao

Recomendamos que configure as definicbes seguintes para reduzir o risco de vulnerabilidades. Para
detalhes sobre as definicées de cada fungéo, consulte as secgdes seguintes.

Funcao Definicao recomendada
Servidor SMB Encriptacdo SMB, Assinatura SMB
Cliente SMB Autenticacao Kerberos
SNMP SNMPv3
IPsec IKEv2
S/MIME ON
Servidor SMB

Utilizar a encriptagdo SMB e a assinatura SMB pode reduzir os seguintes riscos de segurancga.

° Espionagem: uma terceira pessoa mal intencionada pode intercetar comunicagdes e roubar
informagdes pessoais ou confidenciais.

Manipulacao de dados: existe o risco de os conteudos das comunicagdes serem manipulados por um
ataque "man-in-the-middle" (MITM).

Spoofing: se a informagéo de autenticagéo for roubada, uma terceira pessoa pode fazer-se passar por
um utilizador legitimo para obter acesso néo autorizado.

Fuga de informagéo: as comunicagdes ndo encriptadas podem ser facilmente intercetadas, especial-
mente em redes Wi-Fi publicas, aumentando o risco de fuga de informagdes pessoais e de cartdes de

crédito.

Encriptacao SMB

Pré-requisitos

° Crie uma caixa de utilizador publica. Além disso, configure a definicao para transferir automaticamente

ficheiros da caixa de utilizador publica e guarda-los na pasta SMB.
° Especifique a palavra-passe para a caixa de utilizador.

Localizagéo da definigao: [Utility] - [Administrator] - [Box] - [User Box List] (Utilitario - Administrador - Caixa

de utilizador - Lista da caixa de utilizador)

Item de definicao Definicao recomendada
[SMB Communication [Encrypt] (Encriptar)
Encryption]

(Encriptacéo de
comunicagdo SMB)

Assinatura SMB

Localizagao da definigdo: [Utility] - [Administrator] - [Network] - [SMB Setting] - [SMB Server Settings]
(Utilitario - Administrador - Rede - Definicdo de SMB - Definicdes servidor SMB)

Item de defini¢cao Definicado recomendada
[SMB security Signature [Required] (Obrigatéria)
Setting]

(Definicao de assinatura de

seguranca SMB)
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2.2.2

2.2.3

224

Cliente SMB

A autenticacdo Kerberos usa tecnologia de encriptacédo forte, reduzindo significativamente o risco de roubo
de credenciais durante o processo de autenticagdo. Também garante a integridade dos dados, impedindo
a manipulacao de dados entre o remetente e o destinatario, bem como ataques de retransmissdo NTLM.

Localizagdo da definigdo: [Utility] - [Administrator] - [Network] - [SMB Setting] - [Client Setting] (Utilitario -
Administrador - Rede - Definicdo de SMB - Definigéo de cliente)

Item de definicao Definicao recomendada

[SMB Authentication
Setting]

(Definicao de autenticacao
SMB)

[Kerberos]

SNMP

Defina a encriptacao utilizando SNMPv3. Se a definicdo de autenticacdo também for adicionada, pode
aumentar ainda mais a segurancga. Os riscos de seguranca sdo praticamente os mesmos que os de SMB.

Localizagéo da definigdo: [Utility] - [Administrator] - [Network] - [SNMP Setting] (Utilitario - Administrador -

Rede - Definicdes SNMP)

Item de definicao

Definicao recomendada

[SNMP Setting] [SNMP v3(IP)]
(Definigdbes SNMP)
[Encryption Algorithm] [AES-128]

(Algoritmo de encriptagéo)

[Authentication Method]
(Método de autenticacgao)

IPsec

Selecione [SHA-256], [SHA-384] ou [SHA-512].

Localizagéo da definicdo: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IPsec] - [IPsec Setting]

[IKEv2]

Item de definicao

(Utilitario - Administrador - Rede - Definicdes TCP/IP - IPsec - Defini¢cdo IPsec)

Definicao recomendada

[Encryption Algorithm]
(Algoritmo de encriptagéo)

[AES-CBC] ([256]/[192 e 256]/[All] (Tudo))

[Authentication Algorithm]
(Algoritmo de autenticacao)

[SHA-2] (1256]/[384)/[512]/[256 e 384]/[384 e 512]/[All] (Tudo)),
[AES-XCBC]

[Diffie-Hellman Group]
(Grupo Diffie-Hellman)

[SA]

Item de definicao

[Group 14], [Group 19] (Grupo 14, Grupo 19)

Definicao recomendada

[Encapsulation Mode]
(Modo de encapsulamento)

[Tunnel], [Transport] (Tunel, Transporte)

[Security Protocol] [ESP]
(Protocolo de seguranca)
[Key Exchange Method] [IKEvZ]

(Método alteracao tecla)

[Authentication Method]
(Método de autenticagéo)

[Digital Signature] (Assinatura digital)

[ESP Encryption Algorithm]
(Algoritmo de encriptagéao
ESP)

[AES-GCM] (1256]/[192 e 256]/[All] (Tudo)), [AES-GCM-64] ([256]/[192 e
256]/[All] (Tudo)), [ENC_NULL_AES_GMAC] ([256]/[192 e 256]/[All] (Tudo))
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2.2.5

Item de definicao

Definicado recomendada

[Perfect Forward Secrecy]
(Sigilo de encaminhamento
perfeito)

ON

[Diffie-Hellman
Group(IKEv2)] - [Priority1-4]
(Grupo Diffie-Hellman(IKEv2)
- Prioridade1-4)

S/MIME

Se utilizar o S/MIME opcional ao enviar e-mails, pode encriptar o conteldo do e-mail para evitar espionagem
e verificar a identidade do remetente com uma assinatura eletrénica. Trata-se de uma medida eficaz contra

[Group 14], [Group 19] (Grupo 14, Grupo 19)

as burlas por spoofing e phishing.

Localizagdo da definigdo: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [S/MIME] (Utilitario -

Administrador - Rede - Definicdo de e-mail - S/MIME)

Item de definicao

Definicao recomendada

[Digital Signature]
(Assinatura digital)

[Always add signature] (Adicionar sempre a assinatura)

[Digital Signature Type] [SHA-256]
(Tipo de assinatura digital)
[E-Mail Text Encrypt. [AES-256]

Method]
(Método encriptacdo de
texto e-mail)
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3

3.1

3.2

3.3

Definir a validacao do certificado

Ao utilizar a comunicagao encriptada TLS para reduzir o impacto dos ataques "man-in-the-middle",
recomendamos que utilize a validag&o do certificado. Para itens de validagdo, recomendamos que ative,
no minimo, a data de expiragé@o e a cadeia de certificados.

Se for feita uma tentativa de ligagdo a um ambiente antigo que ndo tenha uma fungéo de validagdo de
certificados, o risco de ataques "man-in-the-middle" aumenta. Recomendamos a sua utilizagdo num
ambiente de rede seguro.

A validacéo do certificado do lado da MFP é recomendada nas seguintes fungdes de cliente da MFP. Para
detalhes sobre as localizagbes da definigcdo, consulte as secgdes seguintes.

POP, SMTP (Iniciar TLS/SMTP sobre SSL), Autenticagdo IEEE802.1X (Tipo EAP: EAP-TLS/EAP-TTLS/PEAP),
IPSec, WebDAV, LDAP, DPWS, Painel remoto

Sugestoes

A validacdo do certificado do lado do cliente ligado a MFP é recomendada nas seguintes fungdes de servidor
da MFP.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / Painel remoto), Tomada TCP

POP

Localizagao da definigdo: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail RX (POP)] (Utilitario
- Administrador - Rede - Definicao de e-mail - Recegéo de e-mail (POP))

Item de definicao Definicado recomendada

[Certificate Verification Level | [Expiration Date] (Data de expiragéo): ON
Settings] [Chain] (Cadeia): ON

(Definicdes para nivel de

verificagdo de certificado)

SMTP

Localizagao da definigdo: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail TX (SMTP)] (Utilitario
- Administrador - Rede - Definicao de e-mail - Transmissao de e-mail (SMTP))

Item de definicao Definicado recomendada

[Certificate Verification Level | [Expiration Date] (Data de expiragédo): ON
Settings] [Chain] (Cadeia): ON

(Definicbes para nivel de

verificagcdo de certificado)

Autenticacao IEEE802.1X

Localizagéo da definigéo: [Utility] - [Administrator] - [Network] - [[IEEE802.1X Authentication Setting] -
[IEEE802.1X Authentication Setting] - [Supplicant Setting] (Utilitario - Administrador - Rede - Definicdo
de autenticacédo IEEE802.1X - Definicdo de autenticagcdo IEEE802.1X - Definicdo suplicante)

Item de definicao Definicado recomendada

[Certificate Verification Level | [Expiration Date] (Data de expiragédo): ON
Settings] [Chain] (Cadeia): ON

(Definicbes para nivel de

verificagcdo de certificado)
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3.4

3.5

3.6

3.7

3.8

IPsec

Localizagado da definigdo: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IPsec] - [Enable IPsec]
(Utilitario - Administrador - Rede - Definicoes TCP/IP - IPsec - Ativar IPsec)

Item de definicao Definicao recomendada

[Certificate Verification Level | [Expiration Date] (Data de expiragéo): [Confirm] (Confirmar)
Settings] [Chain] (Cadeia): [Confirm] (Confirmar)

(Definigoes para nivel de

verificacao de certificado)

Sugestoes

Em [IPsec Setting] (Definicado IPseq), registe itens [IKE], [SA], [Peer] (Homdlogo) e [Protocol Setting] (Definicdo
de protocolo) antecipadamente.

Cliente WebDAV

Localizagcao da definigédo: [Utility] - [Administrator] - [Network] - [WebDAV Settings] - [WebDAV Client
Settings] (Utilitario - Administrador - Rede - Definicoes WebDAV - Definicdes de cliente WebDAV)

Item de definicao ‘ Definicado recomendada

[Certificate Verification Level | [Expiration Date] (Data de expiragéo): ON
Settings] [Chain] (Cadeia): ON

(Definicbes para nivel de

verificagdo de certificado)

LDAP

Localizagao da definigcao: [Utility] - [Administrator] - [Network] - [LDAP Setting] - [Setting Up LDAP] (Utilitario
- Administrador - Rede - Definicbes LDAP - Definir LDAP)

Item de definicao Definicado recomendada

[Certificate Verification Level | [Expiration Date] (Data de expiracédo): ON
Settings] [Chain] (Cadeia): ON

(Definicbes para nivel de

verificagcdo de certificado)

DPWS

Localizagéo da definigao: [Utility] - [Administrator] - [Network] - [DPWS Settings] - [DPWS Common Settings]
(Utilitario - Administrador - Rede - Definicbes DPWS - Definigdes comuns DPWS)

Item de definicao Definicao recomendada

[Certificate Verification Level | [Expiration Date] (Data de expiragéo): ON
Settings] [Chain] (Cadeia): ON

(Definicoes para nivel de

verificagcéo de certificado)

OpenAPI

Localizagcado da definigdo: [Utility] - [Administrator] - [Network] - [OpenAPI Setting] - [OpenAPI Setting]
(Utilitario - Administrador - Rede - Definicdo de OpenAPI - Definicdo de OpenAPlI)

Item de definicao Definicao recomendada

[Certificate Verification Level | [Expiration Date] (Data de expiragéo): ON
Settings] [Chain] (Cadeia): ON

(Definigoes para nivel de

verificagao de certificado)
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3.9 Painel remoto

Localizagao da defini¢do: [Utility] - [Administrator] - [Network] - [Remote Panel Settings] - [Remote Panel
Client Settings] (Utilitario - Administrador - Rede - Definigoes do painel remoto - Defini¢gdes de cliente do

painel remoto)

Item de definicao Definicado recomendada

[Certificate Verification Level | [Expiration Date] (Data de expiragéo): ON
Settings] [Chain] (Cadeia): ON

(Definicdes para nivel de

verificagcéo de certificado)
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A 111
4 Informacoes adicionais de seguranca
4.1 Recomendacao de melhores praticas

Recomendamos que os algoritmos de encriptacao a utilizar cumpram as definicées de boas praticas
recomendadas nas diretrizes EUCC sobre criptografia e mecanismos criptograficos aprovados pelo SOGIS.

Abaixo, encontra-se uma lista dos algoritmos de encriptagdo e comprimentos de chave recomendados pelas
diretrizes EUCC sobre criptografia e mecanismos criptograficos aprovados pelo SOGIS.

Item

Definicado recomendada

Algoritmos de encriptacao

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Comprimento da chave de
encriptagéo

Sugestoes

RSA: 2048 bits ou mais
ECC: 256 bits ou mais
AES: 256 bits

Para mais informacgdes, consulte a versao mais recente das diretrizes EUCC sobre criptografia e meca-
nismos criptograficos aprovados pelo SOGIS.
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4.2

Precaucoes para comunicar com sistemas antigos

Presume-se que sejam utilizados os seguintes protocolos e versdes para a comunicagdo com os sistemas

antigos.

A utilizacao de definicdes antigas aumenta os riscos de segurancga; por isso, utilize-as num ambiente de rede

seguro.
Item Definicoes antigas
Protocolo SLP
FTP
SMB (versédo 3.0 ou anterior, NTLMv1/v2)
SNMPv1/v2

Autenticacdo IEEE802.1X (Tipo EAP: consoante o servidor/OFF)
DPWS
Tomada TCP

Algoritmos de encriptagédo

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Comprimento da chave de
encriptagéo

RSA: 1024 bits ou menos
ECC: 160 bits ou menos
AES: 128 bits ou menos
DES: 56 bits

3DES: 112 bits

Definicoes antigas IPsec

[IKEV1]

Item de definicao

Defini¢coes antigas

[Encryption Algorithm]
(Algoritmo de encriptagéo)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 e 192))

[Authentication Algorithm]
(Algoritmo de autenticagéo)

Nao utilizado

[Diffie-Hellman Group]
(Grupo Diffie-Hellman)

[IKEv2]

Item de definicao

[Group 1], [Group 2], [Group 5] (Grupo 1, Grupo 2, Grupo 5)

Definicoes antigas

[Encryption Algorithm]
(Algoritmo de encriptagcéo)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128]/[192)/[128 e 192))

[Authentication Algorithm]
(Algoritmo de autenticagéo)

Nao utilizado

[Diffie-Hellman Group]
(Grupo Diffie-Hellman)

[Group 1], [Group 2], [Group 5] (Grupo 1, Grupo 2, Grupo 5)
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[SA]

Item de definicao

Defini¢c6es antigas

[Key Exchange Method]
(Método alteracao tecla)

[IKEV1]

[Authentication Method]
(Método de autenticagéo)

[Digital Signature] (Assinatura digital)

[ESP Encryption Algorithm]
(Algoritmo de encriptagédo
ESP)

[3DES-CBC] ([128]/[192]/[128 e 192])

[AES-CTR] ([128]/[192]/[128 e 192))

[AES-GCM] ([128]/[192)/[128 e 192])
[AES-GCM-64] ([128]/[192]/[128 e 192])
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 e 192))

[Perfect Forward Secrecy]
(Sigilo de encaminhamento
perfeito)

ON

[Diffie-Hellman Group(IKEv1)]
(Grupo Diffie-Hellman(IKEv1))

[Group 1], [Group 2], [Group 5] (Grupo 1, Grupo 2, Grupo 5)
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4.3 Interfaces e servicos de rede disponiveis a partir do envio de

fabrica
Tipo de servico Protocolo Numero da porta
DHCP UDP 68
Servidor HTTP TCP 80
Servigo de nome NETBIOS UDP 137
Servico de datagrama NETBIOS UDP 138
SNMP UDP 161
Servidor HTTP sobre SSL / IPP sobre SSL TCP 443
Impressao LPD TCP 515
Cliente DHCPv6 UDP 546
Impressao IPP TCP 631
MFPIF UDP 1900
Servico Web UDP 3702
LLMNR UDP 5355
HTTP (ferramenta IWS) TCP 8091
Impressdo RAW TCP 9100
Impressao RAW TCP 9112
Impressao RAW TCP 9113
Impressao RAW TCP 9114
Impressao RAW TCP 9115
Impressao RAW TCP 9116
OpenAPI TCP 50001
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4.4 Sobre a validacao de entradas

Para conhecer o nimero de caracteres a introduzir para as definicdes de rede, etc., consulte cada um dos
itens de definicdo no Manual de Operacéo.

Dependendo da codificagao do idioma, a entrada maxima permitida (dados guardados na MFP) para itens
que suportam caracteres multibyte pode ser o triplo do nimero de caracteres.
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Despre acest manual
Acest manual descrie informatii si setari care permit utilizarea in siguranta a dispozitivelor.

Atunci cand conectati unitatea principala la retea, utilizati-o intr-un mediu protejat cu un paravan de protectie.
De asemenea, va recomandam sa setati o adresa IP privata pentru adresa IP a unitatii principale.

Setarea unei adrese IP private permite doar utilizatorilor dintr-o retea locala, cum ar fi o retea LAN interna,
sa acceseze unitatea principala, prevenind accesul neautorizat din exterior.

Daca trebuie sa utilizati o adresa IP globala, asigurati-va ca unitatea principala este instalata intr-un paravan
de protectie.

Recomandari pentru dispozitivele de retea securizate



1

1.1

1.2

Setarea filtrarii adresei IP

Filtrarea adresei IP este o functie care restrictioneaza dispozitivele care pot accesa unitatea principala prin
intermediul adresei IP. Setarea corecta a acestei functii va permite sa restrictionati accesul dispozitivelor
neautorizate.

Functia de filtrare a adreselor IP de pe aceasta unitate principala poate fi setata prin una dintre urmatoarele
doua metode.

Filtrarea adresei IP
Specificati manual intervalul de adrese IP caruia doriti sa-i acordati sau sa-i refuzati accesul.

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [TCP/IP Setting] (Setare TCP/IP) -
[IP Address Filtering] (Filtrare adresa IP)

Recomandari
Setati adresele IP permise sau refuzate in functie de mediul dumneavoastra.

Filtrare rapida IP

Intervalul de adrese IP carora le este permis accesul este setat automat pe baza adresei IP si a mastii de
subretea setate pe aceasta unitate principala.

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [TCP/IP Setting] (Setare TCP/IP) -
[Quick IP Filtering] (Filtrare rapida IP)

Setari recomandate: [Synchronize IP Address] (Sincronizare adresa IP)/[Synchronize Subnet Mask]
(Sincronizare masca de subretea) *

* Selectati una dintre acestea, in functie de mediul dumneavoastra.
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2

2.1

2.1.1

2.1.2

Configurarea comunicatiei criptate

Va recomandam sa utilizati urmatoarele metode de comunicatie criptatd, pentru a preveni interceptarea
datelor, modificarea datelor si deturnarea sesiunii.

Criptare TLS

Pentru a reduce riscul aparitiei vulnerabilitatilor, va recomandam sa configurati urmatoarele setari.

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Security] (Securitate) - [PKI Settings] (Setari PKI) -
[Enable SSL Version] (Activare versiune SSL)

Element de setare Setare recomandata

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Mod administrator si Mod utilizator)
(Mod utilizare SSL/TLS)

[SSL/TLS Version Setting] TLS1.2
(Setare versiune SSL/TLS) TLS1.3 (IEEE802.1X incompatibil)

[Encryption Strength] AES-256
(Putere de criptare)

Certificatul initial este instalat din fabrica. Daca aveti nevoie de un alt certificat, inregistrati unul nou in
urmatoarea locatie.

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Security] (Securitate) - [PKI Settings] (Setari PKI) -
[Device Certificate Setting] (Setare certificat dispozitiv)

Element de setare Setare recomandata
[Encryption Key Type] RSA-2048_SHA-256
(Tip cod de criptare) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

Criptarea TLS este acceptata pentru urmatoarele protocoale si servicii. Pentru detalii privind locatiile setarilor,
consultati sectiunile urmatoare.

HTTP (Web Connection, WebDAVServer, IPP, Open API, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP peste SSL)

Autentificare IEEE802.1X (EAP-TLS, EAP-TTLS, PEAP)

LDAP

Mufa TCP

HTTP (Web Connection)

Daca activati [Enable SSL Version] (Activare versiune SSL), modul de comunicatie comuta automat la
comunicatia criptata TLS (HTTPS).

WebDAVServer

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [WebDAV Settings] (Setari
WebDAV) - [WebDAV Server Settings] (Setari server WebDAV)

Element de setare ‘ Setare recomandata

[SSL Settings] [SSL Only] (Numai SSL)
(Setari SSL)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [HTTP Server Settings] (Setari
server HTTP)

Element de setare ‘ Setare recomandata

[IPP-SSL Settings] [SSL Only] (Numai SSL)
(Setari IPP-SSL)

OpenAPI

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [OpenAPI Setting] (Setare Open
API) - [OpenAPI Setting] (Setare Open API)

Element de setare ‘ Setare recomandata

[SSL/Port Settings] [SSL Only] (Numai SSL)
(Setari SSL/Port)

RemotePanel

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [Remote Panel Settings] (Setare
panou de la distantd) - [Remote Panel Server Settings] (Setari server panou de la distantd)

Element de setare ‘ Setare recomandata

[Port No.(SSL)] ‘ (50443
(Nr. port (SSL))

Recomandari

Daca activati [Enable SSL Version] (Activare versiune SSL), modul de comunicatie comuta automat la modul
de criptare TLS. Specificati un numar de port.

DPWS

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [DPWS Settings] (Setari DPWS) -
[DPWS Common Settings] (Setari generale DPWS)

Element de setare ‘ Setare recomandata

[SSL Settings] ON (PORNIT)
(Setari SSL)

POP

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [E-mail Setting] (Setare e-mail) -
[E-mail RX (POP)] (Receptie e-mail (POP))

Element de setare ‘ Setare recomandata
[Enable SSL] ON (PORNIT)
(Activare SSL)

SMTP

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [E-mail Setting] (Setare e-mail) -
[E-mail TX (SMTP)] (Transmisie pe e-mail (SMTP))

Element de setare ‘ Setare recomandata

[SSL/TLS Settings] [SMTP over SSL] (SMTP peste SSL)
(Setari SSL/TLS)
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2.1.9 Autentificare IEEE802.1X

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [[EEE802.1X Authentication
Setting] (Setare autentificare IEEE802.1X) - [[IEEE802.1X Authentication Setting] (Setare autentificare
IEEE802.1X) - [Supplicant Setting] (Setare solicitare)

Element de setare ‘ Setare recomandata
[EAP-Type] Selectati [EAP-TLS], [EAP-TTLS], sau [PEAP].
(Tip EAP)

2.1.10 LDAP

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [LDAP Setting] (Setare LDAP) -
[Setting Up LDAP] (Setare LDAP)

Element de setare ‘ Setare recomandata
[Enable SSL] ON (PORNIT)
(Activare SSL)

21.11 Mufa TCP
Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [TCP Socket Setting] (Setare

mufa TCP)
Element de setare ‘ Setare recomandata

[Use SSL/TLS] ON (PORNIT)
(Utilizare SSL/TLS)
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2.2

2.2.1

Alt mod de criptare

Pentru a reduce riscul aparitiei vulnerabilitdtilor, va recomandam sa configurati urmatoarele setari. Pentru
detalii despre setarile pentru fiecare functie, consultati sectiunile urmatoare.

Functie Setare recomandata
Server SMB Criptare folder SMB, Semnatura SMB
Client SMB Autentificare Kerberos
SNMP SNMPv3
IPsec IKEv2
S/MIME ON (PORNIT)
Server SMB
Utilizarea criptarii SMB si a semnaturii SMB poate reduce urmatoarele riscuri de securitate.
° Interceptare: Un tert rau intentionat poate intercepta comunicatiile si fura informatii personale sau
confidentiale.

° Modificarea datelor: Exista riscul ca informatiile comunicate sa fie modificate de un atac de tip Man-In-
The-Middle (MITM).

° Falsificare: Daca informatiile de autentificare sunt furate, un tert se poate preface ca este un utilizator
legitim pentru a obtine acces neautorizat.

° Scurgere de informatii: Comunicatiile necriptate pot fi usor interceptate, in special in retelele Wi-Fi
publice, crescand riscul scurgerii de informatii personale si a informatiilor despre cardurile de credit.

Criptare folder SMB

Cerinte preliminarii

° Crearea unei casete de utilizator public. De asemenea, configurati setarea pentru transferul automat al
fisierelor din Public User Box (Caseta de utilizator public) si salvarea acestora in folderul SMB.

° Specificati parola pentru caseta de utilizator.

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Box] (Caseta de utilizator) - [User Box List] (Lista
casete de utilizator)

Element de setare Setare recomandata
[SMB Communication [Encrypt] (Criptare)
Encryption]

(Criptare comunicatie SMB)

Semnatura SMB

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [SMB Setting] (Setare SMB) -
[SMB Server Settings] (Setari server SMB)

Element de setare Setare recomandata

[SMB security [Required] (Necesar)
Signature Setting]

(Setare semnatura de

securitate SMB)
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2.2.2

2.2.3

2.2.4

Client SMB

Autentificarea Kerberos utilizeaza o tehnologie puternica de criptare, reducand semnificativ riscul furtului
de acreditari in timpul procesului de autentificare. De asemenea, asigura integritatea datelor, prevenind
modificarea datelor intre expeditor si destinatar, precum si atacurile de tip retransmisie NTLM.

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [SMB Setting] (Setare SMB) -

[Client Setting] (Setare client)

Element de setare

Setare recomandata

[SMB Authentication
Setting]
(Setare autentificare SMB)

SNMP

[Kerberos]

Configurati criptarea folosind SNMPv3. Daca adaugati si setarea de autentificare, puteti creste si mai mult
siguranta. Riscurile de securitate sunt aproximativ aceleasi ca in cazul SMB.

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [SNMP Setting] (Setare SNMP)

Element de setare

Setare recomandata

[SNMP Setting] [SNMP v3(IP)]
(Setare SNMP)
[Encryption Algorithm] [AES-128]

(Algoritm de criptare)

[Authentication Method]
(Metoda de autentificare)

IPsec

Selectati [SHA-256], [SHA-384], sau [SHA-512].

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [TCP/IP Setting] (Setare TCP/IP) -
[IPsec] - [IPsec Setting] (Setare IPsec)

[IKEv2]

Element de setare

Setare recomandata

[Encryption Algorithm]
(Algoritm de criptare)

[AES-CBC] ([256)/[192 and 256] (192 si 256)/[All] (Toate))

[Authentication Algorithm]
(Algoritm autentificare)

[SHA-2] (12561/[384]/[512]/[256 and 384] (256 si 384)/[384 and 512] (384 si
512)/[All] (Toate)), [AES-XCBC]

[Diffie-Hellman Group]
(Grup Diffie-Hellman)

[SA]

Element de setare

[Group 14] (Grup 14), [Group 19] (Grup 19)

Setare recomandata

[Encapsulation Mode]
(Mod de incapsulare)

[Tunnel] (Tunelare), [Transport] (Unitate de transport)

[Security Protocol] [ESP]
(Protocol de securitate)
[Key Exchange Method] [IKEV2]

(Metoda schimbare cheie)

[Authentication Method]
(Metoda de autentificare)

[Digital Signature] (Semnatura digitala)

[ESP Encryption Algorithm]
(Algoritm de criptare ESP)

[AES-GCM] (1256]/[192 and 256] (192 si 256)/[All (Toate)]), [AES-GCM-64]
(1256)/[192 and 256] (192 si 256)/[All] (Toate)), [ENC_NULL_AES_GMAC]
(1256)/[192 and 256] (192 si 256)/[All] (Toate))
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Element de setare Setare recomandata

[Perfect Forward Secrecy] ON (PORNIT)
(Confidentialitate totala la
expediere)

[Diffie-Hellman Group(IKEv2)] | [Group 14] (Grup 14), [Group 19] (Grup 19)
(Grup Diffie-Hellman(IKEv2)) -
[Priority1-4] (Prioritate1-4)

2.2.5 S/MIME

Daca utilizati optiunea S/MIME atunci cand trimiteti e-mailuri, puteti cripta continutul e-mail-ului pentru a
preveni interceptarea si a verifica identitatea expeditorului printr-o semnatura electronica. Aceasta este o
masura eficienta impotriva atacurilor de tip spoofing si phishing.

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [E-mail Setting] (Setare e-mail) -
[S/MIME]

Element de setare Setare recomandata

[Digital Signature] [Always add signature] (Adaugare semnatura de fiecare data)
(Semnatura digitala)

[Digital Signature Type] [SHA-256]
(Tip de semnatura digitala)

[E-Mail Text [AES-256]
Encrypt. Method]
(Metoda de criptare
text e-mail)
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3

3.1

3.2

3.3

Configurarea validarii certificatului

Atunci cand utilizati comunicatia criptata TLS pentru a reduce impactul atacurilor de tip man-in-the-middle,
va recomandam sa utilizati validarea certificatelor. Pentru elementele de validare, va recomandam sa activati
cel putin data de expirare a certificatului si lantul.

in cazul in care se incearca conectarea la un mediu vechi care nu are o functie de validare a certificatelor,
riscul unor atacuri de tip man-in-the-middle creste. Va recomandam sa il utilizati intr-un mediu de retea
securizat.

Validarea certificatului pe partea MFP este recomandata pentru urmatoarele functii client MFP. Pentru detalii
privind locatiile setarilor, consultati sectiunile urmatoare.

POP, SMTP (Start TLS/SMTP pe SSL), autentificare IEEE802.1X (TIP-EAP: EAP-TLS/EAP-TTLS/PEAP),
IPSec, WebDAV, LDAP, DPWS, RemotePanel

Recomandari

Validarea certificatului pe partea clientului conectata la MFP este recomandata pentru urmatoarele functii
server MFP.
HTTP (Web Connection/WebDAV/IPP/DPWS/OpenAPI/RemotePanel), TCP Socket (Mufa TCP)

POP

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [E-mail Setting] (Setare e-mail) -
[E-mail RX (POP)] (Receptie e-mail (POP))

Element de setare Setare recomandata
[Certificate Verification [Expiration Date] (Data de expirare): ON (PORNIT)
Level Settings] [Chain] (Lant): ON (PORNIT)

(Setari pentru nivel
verificare certificat)

SMTP

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [E-mail Setting] (Setare e-mail) -
[E-mail TX (SMTP)] (Transmisie pe e-mail (SMTP))

Element de setare Setare recomandata
[Certificate Verification [Expiration Date] (Data de expirare): ON (PORNIT)
Level Settings] [Chain] (Lant): ON (PORNIT)

(Setari pentru nivel
verificare certificat)

Autentificare IEEE802.1X

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [[EEE802.1X Authentication
Setting] (Setare autentificare IEEE802.1X) - [[IEEE802.1X Authentication Setting] (Setare autentificare
IEEE802.1X) - [Supplicant Setting] (Setare solicitare)

Element de setare Setare recomandata

[Certificate Verification Level | [Expiration Date] (Data de expirare): ON (PORNIT)
Settings] (Setari pentru nivel | [Chain] (Lant): ON (PORNIT)
verificare certificat)
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3.4

3.6

3.7

3.8

IPsec

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [TCP/IP Setting] (Setare TCP/IP) -
[IPsec] - [Enable IPsec] (Activare IPsec)

Element de setare Setare recomandata

[Certificate Verification Level | [Expiration Date] (Data de expirare): [Confirm] (Confirmare)
Settings] (Setari pentru nivel [Chain] (Lant): [Confirm] (Confirmare)
verificare certificat)

Recomandari

in [Setare IPsec], inregistrati elementele [IKE], [SA], [Peer] (Pereche) si [Protocol Setting] (Setare protocol) in
avans.

WebDAVClient

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [WebDAV Settings] (Setari
WebDAV) - [WebDAV Client Settings] (Setari client WebDAV)

Element de setare ‘ Setare recomandata
[Certificate Verification [Expiration Date] (Data de expirare): ON (PORNIT)
Level Settings] [Chain] (Lant): ON (PORNIT)

(Setari pentru nivel
verificare certificat)

LDAP

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [LDAP Setting] (Setare LDAP) -
[Setting Up LDAP] (Setare LDAP)

Element de setare Setare recomandata
[Certificate Verification [Expiration Date] (Data de expirare): ON (PORNIT)
Level Settings] [Chain] (Lant): ON (PORNIT)

(Setari pentru nivel
verificare certificat)

DPWS

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [DPWS Settings] (Setari DPWS) -
[DPWS Common Settings] (Setari generale DPWS)

Element de setare Setare recomandata
[Certificate Verification [Expiration Date] (Data de expirare): ON (PORNIT)
Level Settings] [Chain] (Lant): ON (PORNIT)

(Setari pentru nivel
verificare certificat)

OpenAPI

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [OpenAPI Setting] (Setare Open
API) - [OpenAPI Setting] (Setare Open API)

Element de setare Setare recomandata
[Certificate Verification [Expiration Date] (Data de expirare): ON (PORNIT)
Level Settings] [Chain] (Lant): ON (PORNIT)

(Setari pentru nivel
verificare certificat)
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3.9 RemotePanel

Configurarea locatiei: [Utility] (Utilitar) - [Administrator] - [Network] (Retea) - [Remote Panel Settings] (Setare
panou de la distantd) - [Remote Panel Client Settings] (Setari client panou de la distanta)

Element de setare ‘ Setare recomandata
[Certificate Verification [Expiration Date] (Data de expirare): ON (PORNIT)
Level Settings] [Chain] (Lant): ON (PORNIT)

(Setari pentru nivel
verificare certificat)
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I
4 Informatii de securitate suplimentare
4.1 Recomandari de bune practici

Va recomandam ca algoritmii de criptare folositi sa respecte setarile de bune practici recomandate in
instructiunile EUCC privind criptografia si mecanismele criptografice convenite in cadrul SOGIS.

Mai jos este o lista a algoritmilor de criptare si a lungimilor de cheie recomandate de Instructiunile EUCC
privind criptografia si mecanismele criptografice convenite in cadrul SOGIS.

Element

Setare recomandata

Algoritmi de criptare

AES (Advanced Encryption Standard - Standard avansat de criptare)
RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2 - Algoritm hash securizat 2)

ECC (Elliptic Curve Cryptography - Criptografie cu curbe eliptice)
HMAC (Hash-based Message Authentication Code - Cod de autentificare
a mesajelor bazat pe hash)

Lungime cod de criptare

Recomandari

RSA: 2048 biti sau mai mult
ECC: 256 biti sau mai mult
AES: 256 biti

Pentru detalii, consultati cele mai recente Instructiuni EUCC cu privire la criptografie si mecanismele
criptografice convenite in cadrul SOGIS.
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4.2

Masuri de precautie pentru comunicatia cu sistemele vechi

Se presupune ca urmatoarele protocoale si versiuni sunt utilizate pentru comunicatia cu sistemele vechi.

Utilizarea setarilor mostenite creste riscurile de securitate, asadar va rugam sa le utilizati intr-un mediu de

retea securizat.

Element Setari mostenite

Protocol SLP
FTP
SMB (3.0 sau o versiune anterioara, NTLMv1/v2)
SNMPv1/v2

Autentificare IEEE802.1X (TIP-EAP: in functie de server/OPRIT)
DPWS
TCPSocket (Mufa TCP)

Algoritmi de criptare

SHA-1 (Secure Hash Algorithm 1 - Algoritm hash securizat 1)

DES (Data Encryption Standard - Standard de criptare a datelor)
3DES (Triple Data Encryption Standard - Standard de criptare tripla a
datelor)

RC2-40 (D51Rivest Cipher - Cifru D51Rivest)

RC2-64 (D51Rivest Cipher - Cifru D51Rivest)

RC2-128 (D51Rivest Cipher - Cifru D51Rivest)

Lungime cod de criptare

Setari mostenite IPsec

[IKEv1]

Element de setare

RSA: 1024 biti sau mai putin
ECC: 160 biti sau mai putin
AES: 128 biti sau mai putin
DES: 56 biti

3DES: 112 biti

Setari mostenite

[Encryption Algorithm]
(Algoritm de criptare)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 si 192))

[Authentication Algorithm]
(Algoritm autentificare)

Nu este utilizat

[Diffie-Hellman Group]
(Grup Diffie-Hellman)

[IKEv2]

Element de setare

[Group 1] (Grup 1), [Group 2] (Grup 2), [Group 5] (Grup 5)

Setari mostenite

[Encryption Algorithm]
(Algoritm de criptare)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 si 192))

[Authentication Algorithm]
(Algoritm autentificare)

Nu este utilizat

[Diffie-Hellman Group]
(Grup Diffie-Hellman)

[SA]

Element de setare

[Group 1] (Grup 1), [Group 2] (Grup 2), [Group 5] (Grup 5)

Setari mostenite

[Key Exchange Method]
(Metoda schimbare cheie)

[IKEV1]

[Authentication Method]
(Metoda de autentificare)

[Digital Signature] (Semnatura digitala)
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Element de setare

Setari mostenite

[ESP Encryption Algorithm]
(Algoritm de criptare ESP)

[3DES-CBC] ([128]/[192)/[128 and 192] (128 si 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 si 192))

[AES-GCM] ([128]/[192)/[128 and 192] (128 si 192))
[AES-GCM-64] ([128]/[192]/[128 and 192] (128 si 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 and 192] (128 si 192))

[Perfect Forward Secrecy]
(Confidentialitate totala la
expediere)

ON (PORNIT)

[Diffie-Hellman Group(IKEv1)]
(Grup Diffie-Hellman(IKEv1))

[Group 1] (Grup 1), [Group 2] (Grup 2), [Group 5] (Grup 5)

Recomandari pentru dispozitivele de retea securizate
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4

4.3

Interfete de retea si servicii disponibile de la livrarea din fabrica

Tip serviciu Protocol Numar port
DHCP UDP 68
Server HTTP TCP 80
Serviciu nume NetBIOS ubP 137
Serviciu datagrame NETBIOS UDP 138
SNMP UDP 161
Server HTTP pe SSL/IPP pe SSL TCP 443
Imprimare LPD TCP 515
Client DHCPv6 UDP 546
Imprimare IPP TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (instrument-IWS) TCP 8091
Imprimare RAW TCP 9100
Imprimare RAW TCP 9112
Imprimare RAW TCP 9113
Imprimare RAW TCP 9114
Imprimare RAW TCP 9115
Imprimare RAW TCP 9116
OpenAPI TCP 50001

Recomandari pentru dispozitivele de retea securizate
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4.4 Despre validarea introducerilor
Pentru numarul de caractere care trebuie introduse pentru setarile de retea etc., consultati fiecare element
de setare din manualul de operare.

in functie de codificarea limbii, numarul maxim admis de date de intrare (date salvate in MFP) pentru
elementele care accepta caractere cu biti multipli poate fi de trei ori mai mare decat numarul de caractere.

Recomandari pentru dispozitivele de retea securizate
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O pykoBopcTBe

HacTosLee pyKOBOACTBO COAEPXXUT NHHOPMAaLMIO U HACTPOIKYM, o6ecrnevnBatoLLme 6e30MnacHyto
3KCMyaTauuto YyCTPOCTB.

Mpw nogknto4eHNn annapara K CETU UCNOJIb3YINTe ero B cpeae, 3allulleHHon 6paHgmayapom. Kpome Toro,
Mbl peKOMeHayeM Bam 3aaTb YacTHbln IP-agpec B kavecTse |IP-agpeca annapara.

Mpw ncnonb3oBaHUK YacTHoro IP-agpeca [oCTyn K annapary MMetoT TOSIbKO MoJIb30BaTeNN NoKasbHOM
CEeTu, Hanpumep BHyTPeHHe JIBC, 4To NO3BOUT NPefoTBPaTUTL HECAHKLMOHNPOBAaHHbBIA JOCTYN N3BHE.

Mpn HEO6XOAMMOCTN NCMNOIb30BaHUA rnobansHoro IP-agpeca 06s13aTensHO 3aWwmTTe annapar
6paHaMayapoM.
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I 11
1 Hactpouka c¢ounbtpauum IP-agpecos

OyHKUMa punbTpauun IP-agpecos NO3BONSET OrPaHNYMTb KPYr YCTPONCTB, UMEIOLLMX AOCTYN K annapary,
Ha ocHoBe nx IP-agpecos. [NpaBunnbHO HACTPOUB 3Ty PYHKLMIO, MOXHO OrPaHNYnTb AOCTYM C
HeCaHKLMOHNPOBaHHbIX YCTPOWCTB.

HacTtpoiika dpyHkuun cmnbTpaumn IP-agpecoB Ha annapaTe OCyLLeCTBNSETCS Cleayowumn AByMS
crnocob6amu.

1.1 PunbTpaumns IP-agpecos

3apaiite gmanasoH IP-agpecoB, KOTOPbIM HY>XXHO PaspeLunTb UK 3anpeTuTb AOCTYN K annapary, B py4HOM
pexvme.

MecTtoHaxoxxgeHue HacTponku: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IP Address Filtering]
(YTunutel - AgmuHnctpatop - CeTb - HacTtporika TCP/IP - QunbTpauus IP-agpecos)

CoBeTbl

3apaiite IP-agpeca, KOTOPbIM HY>XHO paspeLuaTb Wau 3anpewartb AOCTyr, B COOTBETCTBUN C OCO6EH-
HOCTSIMM cpefpbl.

1.2 BoicTpasa ounbTpauyus IP

[nana3soH IP-agpecoB, KOTOPbIM paspeLLeH AOCTYr, 3afaeTcs aBToMaTnyeckn Ha ocHoBe IP-agpeca u
Mackun noAceTn, HaCTpPOeHHbIX Ha annapare.

MecToHaxoxgeHune HacTporku: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [Quick IP Filtering]
(YTunutel - AogmuHncTpatop - CeTb - Hactpolika TCP/IP - BoicTpas dunsTtpaums IP)

PekomeHpyemble HacTpoiku: [Synchronize IP Address)/[Synchronize Subnet Mask] * (CnHxpoHunanposaTb
IP-apgpec/CuHXpoHM3npoBaTb Macky nofaceTn)

* BblbepuTe ogHY M3 HACTPOEK B 3aBUCMMOCTU OT OCOBEHHOCTEN cpebl.
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2

2.1

2.1.1

2.1.2

Hactpounka o6mMmeHa fgaHHbIMU € W poBaHMem

Mbl pekomeHayem ncnonb3osaTtb PyHKLUMIO 0O6MeHa AaHHbIMK C LinpoBaHeM Ans NpegoTepaLleHns
npocnyLwmnBaHns 1 anbcudnkaumm gaHHbIX U nepexsaTa CeaHCcoB.

LLincdposaHue ¢ nomowbio TLS

MbI pekoMeHayeM 3afatb ChnegytoLwe HaCTPONKN A1 CHUXKEHNS PUCKA BOSHNKHOBEHUS YSI3BMMOCTENA.

MecToHaxoxgeHue HacTpoiku: [Utility] - [Administrator] - [Security] - [PKI Settings] - [Enable SSL Version]
(YTunutel - AomnHucTpatop - BesonacHocTb - Hactpoiiku PKI - AkTuBnpoBaTth Bepcuto SSL)

MapameTp HacTpPonku PekomeHgyemas HacTpouka

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Pexxum agMUH.N pexxmum nonb3s.)
(Pe>xxum ncnonb3oBaHust

SSL/TLS)

[SSL/TLS Version Setting] TLS1.2

(HacTtpoliika Bepcuu TLS1.3 (HecoBmecTumMocTb ¢ IEEE802.1X)

SSL/TLS)

[Encryption Strength] AES-256

(CteneHb wndposaHus)

HauanbHblil cepTudmKaT yCTaHOBNEH Ha 3aBoge. py HeO6XOAUMOCTY UCMONb30BaHNS APYroro
cepTucmkaTa, 3aperncTpupyiiTe HOBbI CepTUdUKAT B CriedyloLemM MecTe.

MecTtonaxoxxgeHune HacTpoiiku: [Utility] - [Administrator] - [Security] - [PKI Settings] - [Device Certificate
Setting] (YTunutel - AomunHucTpatop - besonacHocTb - HacTporiku PKI - HacTpoiika ceptndukara
YCTPOICTBA)

MapameTp HacTpPoOWKU PekomeHayemas HacTpoiika

[Encryption Key Type] RSA-2048_SHA-256

(Twn kntoya WwndpoBaHms) ECDSA-256_SHA-256
ECDSA-384_SHA-384
ECDSA-521_SHA-384

LLncpposaHre ¢ nomouwpto TLS nogaepxmsaeTcs Ans CneayoLwmx NpoTOKONoB 1 cepBucoB. [ogpobHee
0O MECTOHaXOXXAEHUN HACTPOEK CM. B CIIEQYIOLLMX pa3aenax.

° HTTP (Web Connection, WebDAVServer, IPP, OpenAPIl, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP 4epes SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

Coket TCP

HTTP (Web Connection)

Mpw Bkmto4eHum onuun [Enable SSL Version] (AkTnBrpoBaTh Bepcrto SSL) pexxrim o6mMeHa AaHHbIMU
aBTOMaTU4ECKM NEePEeKIoYaeTcs Ha 06MeH AaHHbIMK € windposaHmem no TLS (HTTPS).

WebDAVServer

MecToHaxoxpeHune HacTporikuy: [Utility] - [Administrator] - [Network] - [WebDAV Settings] - [WebDAV Server
Settings] (YTunutbl - AgmunHucTpatop - CeTb - Hactpolikn WebDAV - HacTpoiiku cepepa WebDAV)

MapameTp HacTPOWKKU ‘ PekomeHayemas HacTpouka

[SSL Settings] [SSL Only] (Tonbko SSL)
(HacTtpoiikn SSL)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

MecToHaxoxxpeHne HacTponku: [Utility] - [Administrator] - [Network] - [HTTP Server Settings] (YTunutbl -
AomunHucTtpatop - CeTb - HacTtpoiiku cepepa HTTP)

MapameTp HacTPONKU ‘ PekomeHayemast HacTpomnka

[IPP-SSL Settings] [SSL Only] (Tonbko SSL)
(Hactpowiku IPP-SSL)

OpenAPI

MecToHaxoxxpeHne HacTporiku: [Utility] - [Administrator] - [Network] - [OpenAPI Setting] - [OpenAPI Setting]
(YTunutel - AgmuHucTtpatop - CeTb - HacTtporika OpenAPI - Hactporika OpenAPl)

MapameTp HacTPONKU ‘ PekomeHayemasi HacTpomnka

[SSL/Port Settings] [SSL Only] (Tonbko SSL)
(Hactpowku SSL/nopTa)

RemotePanel

MecTtonaxoxgeHne HacTpoiiku: [Utility] - [Administrator] - [Network] - [Remote Panel Settings] - [Remote
Panel Server Settings] (YTunutel - AopMuHucTpaTop - CeTb - HacTpoiiku yganeHHom naHenu - Hactporikn
cepBepa yganeHHom naHenn)

MapameTp HacTPONKKU ‘ PekomeHayemas HacTponka

[Port No.(SSL)] [50443]
(Homep nopta SSL)

CoBeTbl

Mpw BkNtoveHun onuum [Enable SSL Version] (AkTnBuposatb Bepcuto SSL) 06MeH AaHHbIMY aBTOMaTU4eCcKu
nepeksIloHaeTcs Ha peXxumM o6MeH AaHHbIMK € windgposaHnem no TLS (HTTPS). 3aparite Homep noprta.

DPWS

MecToHaxoxxpeHune HacTpowku: [Utility] - [Administrator] - [Network] - [DPWS Settings] - [DPWS Common
Settings] (YTunutel - AgmunHucTtparop - Cetb - Hactpoiiku DPWS - O6wue HacTpoiikn DPWS)

MapameTp HacTPONKU ‘ PekomeHayemasi HacTpounka

[SSL Settings] ON (BKJ)
(HacTpoiikn SSL)

POP

MecTtoHaxoxgeHue HacTpowiku: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail RX (POP)]
(YTunutel - AgmunucTtpaTtop - CeTb - HacTtpowikn E-mail - Mpuem E-mail (POP)

MapameTp HacTPONKKU ‘ PekomeHayemas HacTponka
[Enable SSL] ON (BKJ1)
(BkntoyeHune SSL)

SMTP

MecTtoHaxoxxgeHne HacTpowiku: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail TX (SMTP)]
(YTunutel - AogmnHuctpartop - CeTb - Hactpoiikn E-mail - MNMepegaya E-mail (SMTP)

MapameTp HacTPONKKU ‘ PekomeHayemas HacTponka

[SSL/TLS Settings] [SMTP over SSL] (SMTP yepes SSL)
(Hactpoiikn SSL/TLS)
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2.1.9

2.1.10

2.1.11

IEEE802.1X Auth

MecToHaxoxpeHne HacTpoiku: [Utility] - [Administrator] - [Network] - [IEEE802.1X Authentication Setting] -
[IEEE802.1X Authentication Setting] - [Supplicant Setting] (YTunutbl - AomunHucTpatop - CeTb - HacTpolikn
noeHtTudurkauummn IEEE802.1X - Hactpoiiku ngeHtndunkaumm IEEE802.1X - HacTtpoiika cannmkaHTa)

MapameTp HacTPOWKKU ‘ PekomeHayemas HacTpouka
[EAP-Type] Bbi6epute [EAP-TLS], [EAP-TTLS] nnu [PEAP].
(Tun EAP)

LDAP

MecTtonaxoxaeHne HacTpoiku: [Utility] - [Administrator] - [Network] - [LDAP Setting] - [Setting Up LDAP]
(YTunutel - AgmuHncTpatop - CeTb - Hactporika LDAP - Hactpoiika LDAP)

MapameTp HacTpPONKMu ‘ PekomeHayemas HacTponka
[Enable SSL] ON (BKJ)
(BkntoyeHune SSL)

Coketr TCP

MecTtonaxoxgeHne HacTponku: [Utility] - [Administrator] - [Network] - [TCP Socket Setting] (YTunuTbi -
AgmnHucTtpatop - CeTb - HacTtpolika coketa TCP)

MapameTp HacTPONKKu ‘ PekomeHayemas HacTponka
[Use SSL/TLS] ON (BKJ)
(UcnonbsosaTb SSL/TLS)
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2.2

2.2.1

Apyroe wundpoBaHne

Mbl pekoMeHAyeM 3anaTh CleaytoLme HaCTPOMKN OJ1 CHUXKEHUSI PUCKA BO3HUKHOBEHIS YS3BUMOCTEN.
MogpoGHee 0 HacTPoOIiKax ANs KaXKAon (hyHKLMM CM. B ClepytoLLmnx pasgenax.

DYHKLMA PekomeHayemasi HacTpoWka
SMBServer LndposaHne SMB, MNognuce SMB
SMBClient NaoeHtndukaumsa Kerberos
SNMP SNMPv3
IPSEC IKEv2
S/MIME ON (BKJ1)

SMBServer

Wcnonb3oBaHune wngposaHus SMB n nognucn SMB MOXeT CHU3UTb cnefytoLLme pucku ois 6e3onacHoCTu.

. MpocnywmeaHne: 3noHamepeHHasi TPETbA CTOPOHA MOXET NepexBaTbiBaTb COOOLLEHNS 1 KpacTb
JINYHYIO NN KOHUAEHLUMANbHYO MHhopMaLuio.

° danbcudmrkaunsa gaHHbix: CyllecTByeT puck danbcudmkaumm coobLLEHNI C MOMOLLBIO aTaku Tuna
"He3aKoHHbIN nocpegHuk" (MITM).

° CnycuHr: B cnydae kpaxxu ngeHTnhrKaumMoHHbIX AaHHbIX TPETbS CTOPOHA MOXET BblAaTb cebs 3a
NIErMTUMHOIO MONBb30BaTENSA M NONYYUTb HECAHKLMOHUPOBAHHbIN OOCTYM.

° YTeuka AaHHbIX: HesalmndpoBaHHbIe COOBLLEHNS MOTYT IEerko NepexsartbiBaTbCs, B OCOOGEHHOCTU B
ny6an4Hbix cetax Wi-Fi, 4To yBenm4mBaeT puUCK yTe4KM IMYHON MHPOPMaLIMI U AaHHbIX KPeOUTHbIX
KaprT.

LWucdpposaHune SMB

Heob6xoanmble ycnosus

° CospanTte obwmii AWK Nonb3oBaTens. Takxe BblbepuTe HaCTPONKY A1 aBTOMaTuYeCcKoln nepegadv
hannos 13 06LLEro AmKa Nonb3oBaTensa n coxpaHeHns nx B nanke SMB.

. 3apgaiiTe naponb ONS AlWMKa Nonb3oBaTens.

MecToHaxoxgeHune HacTpowku: [Utility] - [Administrator] - [Box] - [User Box List] (YTunutb! -
AgmnHucTpatop - Awmk - CnMcok AWnKOB Nonb30BaTens)

MapameTp HacTpPonKku PekomeHgyemas HacTponka
[SMB Communication [Encrypt] (LLndpoBaTb)
Encryption]

(WndppoBaHne obmeHa
haHHbIM1 SMB)

Mopanucb SMB

MecToHaxoxxpeHune HacTporku: [Utility] - [Administrator] - [Network] - [SMB Setting] - [SMB Server Settings]
(YTunutel - AgmunHuctpatop - CeTb - HacTpolika SMB - HacTpoiiku cepepa SMB)

MapameTp HacTPONKU PekomeHayemasi HacTpounka

[SMB security [Required] (Tpebyembiii)
Signature Setting]

(Hactpoiika nognucu gns

6e3onacHocT SMB)
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2.2.2

2.2.3

2.2.4

SMBClient

NoeHtudnkaumnsa Kerberos ncnonb3yet HagexXHy0 TEXHONOMMIO LUMPOBaHUS, HYTO 3HAYUTENIbHO CHIDKaeT
PUCK KPaXku perncTpaumoHHbIX AaHHbIX B Npouecce ayTeHTudrkauum. Kpome Toro, oHa o6ecnedyvsaeT
LeIOCTHOCTb AaHHbIX, MpefoTepaLLas hanscnpukaumio gaHHbIX Ha aTane nepegayn Mexxay oTnpaBuTenem
1 nonyyatenem, a Takxe ataku Ha petpaHcnsaTop NTLM.

MecToHaxoxxaeHue HacTpoiku: [Utility] - [Administrator] - [Network] - [SMB Setting] - [Client Setting]
(YTunutel - AomnHuctpatop - CeTb - HacTpolika SMB - HacTpoiika knneHTa)

MapameTp HacCTPOWKM

PekomeHgyemasi HacTpoiika

[SMB Authentication
Setting]

(Hactpoiika
ngeHTndrkaum SMB)

SNMP

[Kerberos]

HacTporite wudgposaHue ¢ ncnonbsosaHmem SNMPv3. [lo6aBneHne HaCTPONKM ngeHtudmkaumum
CNoco6CTBYET OOMNOSHUTENBHOMY YKpenneHuio 6e3onacHocTu. Pucku ons 6e3onacHoCTy NpubnmsnTensHO

Te Xe, 4To 1 B cnyyae ¢ SMB.

MecToHaxoxxpeHne HacTpoiku: [Utility] - [Administrator] - [Network] - [SNMP Setting] (YTunutbi -
AgmnHucTtpatop - CeTb - Hactporika SNMP)

MapameTp HacTPOWKKU

PekomeHayemas HacTpouka

[SNMP Setting] [SNMP v3(IP)]
(Hactpoiika SNMP)
[Encryption Algorithm] [AES-128]

(Anroputm Wi posBaHus)

[Authentication Method]
(MeTop ngeHTndMKaumm)

IPSEC

Bbi6epute [SHA-256], [SHA-384] nnn [SHA-512].

MecToHaxoxgeHue HacTpoiiku: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IPsec] - [IPsec
Setting] (YTunutel - AgpmuHucTtpatop - CeTb - HacTpolika TCP/IP - IPsec - HacTpoiika IPsec)

[IKEv2]

MapameTp HacCTPOWKK

PekomeHgyemasi HacTpoiika

[Encryption Algorithm]
(Anroputm WndpoBaHns)

[AES-CBC] ([256)/[192 and 256]/[All]) (AES-CBC (256/192 n 256)/Bce)

[Authentication Algorithm]
(Anroputm ngeHTnudmKauum)

[SHA-2] ([256)/[384]/[512]/[256 and 384]/[384 and 512]/[All]), [AES-XCBC]
(SHA-2 (256/384/512/256 1 384/384 n 512/Bce), AES-XCBC)

[Diffie-Hellman Group]
(F'pynna Diffie-Hellman)

[SA]

MapameTp HacTPOWKU

[Group 14], [Group 19] (Tpynna 14, 'pynna 19)

PekomeHayemas HacTpouka

[Encapsulation Mode]
(Pe>xum nHkancynauum)

[Tunnel], [Transport] (TyHHenupoBaHue, TpaHCNOPTMPOBKA)

[Security Protocol] [ESP]
(MpoTokon 6e3onacHoOCT)
[Key Exchange Method] [IKEV2]

(MeTop obmeHa Knoyamu)

[Authentication Method]
(MeTog npgeHTUdmKaumm)

[Digital Signature] (Undposas noanuck)
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2.2.5

MapameTp HacTPONKU

PekomeHayemasi HacTponka

[ESP Encryption Algorithm]
(Anroputm LWncpoBaHns
ESP)

[AES-GCM] (1256]/[192 and 256]/[All]), [AES-GCM-64] ([256]/[192 and
256)/[All]), [ENC_NULL_AES_GMAC] ([256]/[192 and 256)/[All]) (AES-GCM
(256/192 1 256/Bce), AES-GCM-64 (256/192 n 256/Bce),
ENC_NULL_AES_GMAC (256/192 n 256/Bce)

[Perfect Forward Secrecy]
(CoBepLueHHas npsmas
CEKPETHOCTb)

ON (BKJ)

[Diffie-Hellman Group
(IKEv2)] - [Priority1-4]
(Mpynna Diffie-Hellman
(IKEv2) - MpuropuTeT 1-4)

S/MIME

[Group 14], [Group 19] (Tpynna 14, 'pynna 19)

B cnyyae ncnonb3oBaHns [ononHUTensHoro npotokona S/MIME npu oTnpaBke 31eKTPOHHON MOYTbl MOXXHO
3awwmndpoBaTb COAEPXKMMOE MMCbMa, YTOObI MPefoTBPaTUTL Nepexsar, U MPOBEpPUTb IMYHOCTL OTNPaBn-
Tens C NOMOLLbIO 3NIEKTPOHHOW NOANUCH. 3TO ABNSeTCA 3PHEKTUBHON MEPO NPOTUB MOLLEHHNYECTBA CO

CNY(UHIroM 1 OULLNHIOM.

MecToHaxoxxpeHune HacTponku: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [S/MIME] (YTunutb! -
AgmmHucTtpatop - CeTb - Hactpoiikn E-mail - S/MIME)

MapameTp HacTPOWNKU

PekomeHayemast HacTpounka

[Digital Signature]
(Undposas nognuce)

[Always add signature] (Bcerga po6asnatb nognmce)

[Digital Signature Type] [SHA-256]
(Twn undbposon nognuci)
[E-Mail Text [AES-256]

Encrypt. Method]
(MeTopg wndp. Tekcta
E-mail)
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3.1

3.2

3.3

HacTpounka npoBepkun noaJIMHHOCTN cepTudmnkara

Mpwn ncnonb3oBaHUN o6MeHa AaHHbIMK € WndpoBaHeM no TLS ansa orpaHmyeHns BANSAHUS atak Tuna
"He3aKOHHbI NOCPEeAHUK" Mbl PEKOMEHAYEM MPOBOANTL NPOBEPKY NOAJIMHHOCTY cepTudmkara. Ans
npoBeeHNs MPOBEPKM HEOBXOOUMO KakK MUHMMYM BKJIIOUWTb JATy OKOHYaHWSA AeCTBUS cepTudumkaTa u
LIENno4Ky.

Mpwn nonbITke NOAKNIOYEHUS K yCTapeBLuen cpefe 6e3 PyHKLMM NPOBEPKN MOASIMHHOCTY cepTndnKaTos
pUCK aTak Tuna "He3aKoHHbI nocpegHuK" Bo3pacTtaeT. Mbl pekoMeHayem paboTaTtb B 6€30MacHON CETEBON
cpege.

[MpoBepka NoAnNMHHOCTU cepTudumKaTa Ha ctopoHe MDY pekomeHAyeTCs B cnegyowmx MyHKLMAX KNneHTa
M®Y. MNoppobHee 0 MECTOHaXOXOEHNN HACTPOEK CM. B CnefyroLmx pasgenax.

POP, SMTP (Start TLS/SMTP 4epes SSL), IEEE802.1X Auth (TN EAP: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

CoseTbl

[MpoBepka NogMHHOCTK cepTudurKaTa Ha CTOPOHE KNNeHTa, NOAKIIYeHHOro K MY, pekomeHayeTcs
B cnegytoLmx pyHKUmsax cepsepa MOY.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), CokeT TCP

POP

MecTonaxoxgeHne HacTpoiiku: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail RX (POP)]
(YTunutel - AgmnHuctpatop - CeTb - Hactporikn E-mail - Mprnem E-mail (POP)

MapameTp HacTPONKKU PekomeHayemas HacTponka

[Certificate Verification [Expiration Date] (0aTta okoH4aHus cpoka genctauns): ON (BKI)
Level Settings] [Chain] (Llenouka): ON (BKJT)

(HacTtpoiikn ypoBHs

BepudmKaumun

cepTndukara)

SMTP

MecToHaxoxgeHue HacTpoiiku: [Utility] - [Administrator] - [Network] - [E-mail Setting] - [E-mail TX (SMTP)]
(YTunutel - AgmuHncTpatop - CeTb - Hactporikn E-mail - MNMepegaya E-mail (SMTP))

MapameTp HacTpPOWKK PekomeHayemas HacTpoiika

[Certificate Verification [Expiration Date] (0aTta okoH4yaHus cpoka genctaus): ON (BKI)
Level Settings] [Chain] (Lienouka): ON (BKJT)

(HacTpoiikn ypoBHs
BepudukKauun
cepTndukara)

IEEE802.1X Auth

MecToHaxoxpgeHune HacTpoiku: [Utility] - [Administrator] - [Network] - [IEEE802.1X Authentication Setting] -
[IEEE802.1X Authentication Setting] - [Supplicant Setting] (YTnnutsl - AomnHucTpatop - CeTb - HacTpoliku
noeHtTudgrkauumn IEEE802.1X - Hactpoiikun ngeHtndunkaumm IEEE802.1X - HacTpoiika cannnkaHTa)

MapameTp HacTpPoOMKu PekomeHpgyemas HacTpouka

[Certificate Verification [Expiration Date] (Oata okoHuyaHuns cpoka gencteus): ON (BKJT)
Level Settings] [Chain] (Llenouka): ON (BKJT)

(HacTpoiikn ypoBHs

Bepudukauymm

cepTndukara)
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3.4

3.5

3.6

3.7

IPSEC

MecToHaxoxgeHune HacTpouiku: [Utility] - [Administrator] - [Network] - [TCP/IP Setting] - [IPsec] - [Enable
IPsec] (YTunutel - AgmunHuctpatop - CeTb - HacTtpolika TCP/IP - IPsec - BkntounTs IPsec)

MapameTp HacTpPonKu PekomeHgyemas HacTponka
[Certificate Verification [Expiration Date] (Jata okoH4aHusi cpoka genctsens): [Confirm]
Level Settings] (MoaTBepouTb)
(HacTpoiikn ypoBHs [Chain] (Uenouka): [Confirm] (MoaTBepanTb)
Bepudukauum
cepTudukaTta)
CoBeTbl

MpepnBapuTensHo B [IPsec Setting] (HacTpolika IPsec) 3apeructpuposatb nyHkThl [IKE], [SA], [Peer]
(PaBHonpaBHbIN y3en) u [Protocol Setting] (HacTpolika npoTokona).

WebDAVClient

MecToHaxoxgeHune HacTpoiku: [Utility] - [Administrator] - [Network] - [WebDAV Settings] - [WebDAV Client
Settings] (YTunutel - AomnHuctpatop - CeTb - Hactpoiikn WebDAV - HacTtpoiiku knueHta WebDAV)

MapameTp HacTpPoOWKK PekomeHayemasi HacTpoika

[Certificate Verification [Expiration Date] (daTta okoH4aHus cpoka genctausi): ON (BKI)
Level Settings] [Chain] (Lenou4ka): ON (BKJT)

(HacTpoiikn ypoBHs
BepudmkKaymnn
cepTudumkara)

LDAP

MecToHaxoxgeHue HacTpoiiku: [Utility] - [Administrator] - [Network] - [LDAP Setting] - [Setting Up LDAP]
(YTunutel - AomnHuctpatop - CeTb - HacTpolika LDAP - Hactpolika LDAP)

MapameTp HacTponKu PekomeHpyemasi HacTpoiiKa

[Certificate Verification [Expiration Date] (Oata okoH4aHusi cpoka gencteuns): ON (BKJT)
Level Settings] [Chain] (Lenouka): ON (BKJT)

(HacTpoiikn ypoBHs

Bepudukauum

cepTtudukaTta)

DPWS

MecTtoHaxoxxaeHune HacTpowiku: [Utility] - [Administrator] - [Network] - [DPWS Settings] - [DPWS Common
Settings] (YTunutbl - AoMuHucTpatop - CeTb - HacTtpoiiku DPWS - O6wme HacTporiku DPWS)

MapameTp HacTpPOMKu PekomeHgyemas HacTpouka

[Certificate Verification [Expiration Date] (Jata okoH4aHusi cpoka gencteuns): ON (BKJT)
Level Settings] [Chain] (Llenouka): ON (BKJT)

(HacTpoiikn ypoBHs

Bepudukauum

cepTudukara)
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3.8

3.9

OpenAPI

MecToHaxoxgeHue HacTporiku: [Utility] - [Administrator] - [Network] - [OpenAPI Setting] - [OpenAPI Setting]
(YTunutel - AomuHncTpatop - CeTb - HacTtpolika OpenAPI - Hactpolika OpenAPI)

MapameTp HacTPOWKK PekomeHayemas HacTpoiika

[Certificate Verification [Expiration Date] (Jata okoHuyaHuns cpoka gencteus): ON (BKJT)
Level Settings] [Chain] (Llenouka): ON (BKJT)

(HacTpoiikn ypoBHs

Bepudukauymm

cepTudukaTa)

RemotePanel

MecTtoHaxoxaeHne HacTpoiiku: [Utility] - [Administrator] - [Network] - [Remote Panel Settings] - [Remote
Panel Client Settings] (YTunutel - AgmuHucTtpartop - CeTb - HacTpoliku yganeHHow naHenu - Hactpoliku
K/IMEHTa yoaneHHoW naHenn)

MapameTp HacTpPonKku PekomeHpgyemas HacTpouka

[Certificate Verification [Expiration Date] (OaTta okoH4yaHus cpoka geinctaus): ON (BKJ)
Level Settings] [Chain] (Llenouka): ON (BKJT)

(HacTpoiikn ypoBHs

BepudmKaumun

cepTndukara)

PekomeHgauuy ona 6e30nacHbIX CETEBbIX YCTPOWCTB
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I 1111
4 HdononHuntenbHas nHcpopmaumsa no 6e3onacHoOCTU
4.1 PekomeHpauum Ha OCHOBe NepenoBon NPaKTUKN

Mbl pekoMeHayeM, HTOObl MCMOJb3yeMble anropUTMbl LUIMMPOBaHUS COOTBETCTBOBASIN HACTPOKaM,
pas3paboTaHHbIM Ha OCHOBE NePefoBoli MPaKTVKN N peKoMeH4oBaHHbIM B PykoBoacTee EUCC no
KpunTorpadumn n cornacosaHHbiM SOGIS KpunTorpaduyeckum MexaHuamam.

Hwxe gaH cnncok anropuTMoB LU POBaHNS 1 BApUaHTOB ANWHbI KITKOYelr, PEKOMEHO0BaHHbIX B
PykoBogctese EUCC no kpunTtorpacum un cornacosaHHbeiM SOGIS kpynTorpacmnyecknm MexaHu3Mam.

MyHKT

PekomeHayemas HacTpounka

AnropuTMbl UM pOBaHNS

AES (Advanced Encryption Standard (yny4leHHbIn cTaHgapT

LW poBaHus))

RSA (Rivest-Shamir-Adleman (anroputm Pusecta-LUamnpa-Agnemana))
SHA-2 (Secure Hash Algorithm 2 (anroputm 6e3onacHoro
X3LLUMPOBaHWs))

ECC (Elliptic Curve Cryptography (kpunTtorpagus Ha ocHoBe
ANNNNTUYECKNX KPUBbIX))

HMAC (Hash-based Message Authentication Code (kog
ayTeHTUdrKaLMn cCoOBLLEHNA HAa OCHOBE XeLU-hyHKLN))

[OnnHa kntova wndposaHus

CoBeTbl

RSA: 2048 6uT 1 60nee
ECC: 256 6uTt n 6onee
AES: 256 6uTt

Moppo6Hee cMm. B nocneaHen Bepcun PykosopgcTtea no kpuntorpadum EUCC n cornacoBaHHbiM SOGIS
KpuntorpaguyecknuMm MexaHn3mam.
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4.2

Mepbl NpeaoCTOPOXXHOCTU NPU 06MeHe AaHHbIMM C
ycTapeBLUMKU CUCTeMamm

Mpegnonaraetcs, 4To AN o6MeHa AaHHbIMU C yCTapeBLUUMM cucTeMammn 6yayT NCMOMb30BaThLCA
cnepgytowine npoToKOoJbl 1 BEpCUun.

Mcnonb3oBaHne ycTapeBLUNX HACTPOEK YBENMYMBAET PUCKM 6E30MacHOCTH, NO3TOMY criegyeT
MCNonb30BaTh X B 6€30MacHOn CETEBOW cpeae.

MyHkT YcTapeBlumne HaCTPOMKu

MpoTokon SLP
FTP
SMB (3.0 nnun 6onee paHHas Bepcus, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (TUIM EAP: B 3aBncumocTun oT cepaepa/BblKI/T)
DPWS
Coket TCP

Anroputmbl WnhpoBaHns

SHA-1 (Secure Hash Algorithm 1 (anroputm 6e30nacHOro xawmpoBaHnst
1))

DES (Data Encryption Standard = ctaHgapT wudpoBaHns gaHHbIX)
3DES (Triple Data Encryption Standard = ctangapT TpoiiHoro
wnpoBaHms SaHHbIX)

RC2-40 (wundp D51Rivest)

RC2-64 (wudp D51Rivest)

RC2-128 (wudp D51Rivest)

[OnnHa kntoya windposaHus

RSA: 1024 6UT 1 meHee
ECC: 160 6uT n meHee
AES: 128 6uT n meHee
DES: 56 6ut

3DES: 112 6ut

YcTapeBwune HacTpouku IPsec

[IKEV]

MapameTp HacTPOWNKM

YcTapeBlume HaCTPOMNKM

[Encryption Algorithm]
(Anroputm WndpoBaHns)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192])/[128 and 192]) (AES-CBC (128/192/128 1 192)

[Authentication Algorithm]
(Anroputm ngeHTUdbUKaLmm)

He ucnonb3syetcs

[Diffie-Hellman Group]
(Fpynna Diffie-Hellman)

[IKEv2]

MapameTp HacTPOWKU

[Group 1], [Group 2], [Group 5] (Tpynna 1, Mpynna 2, Npynna 5)

YcTapeBLumMe HacTPONKU

[Encryption Algorithm]
(Anroputm W poBaHus)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192]) (AES-CBC (128/192/128 1 192))

[Authentication Algorithm]
(Anroputm ngeHTudmnkaumm)

He ncnonbayetca

[Diffie-Hellman Group]
(F'pynna Diffie-Hellman)

[Group 1], [Group 2], [Group 5] (Mpynna 1, Fpynna 2, M'pynna 5)

PekomeHgauuy ona 6e30nacHbIX CETEBbIX YCTPOWCTB
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[SA]

MapameTp HacTPOWNKMU

YcTapeBLwme HacTPOMNKu

[Key Exchange Method]
(MeTop obMeHa Knovamu)

[IKEV1]

[Authentication Method]
(MeTog ngeHTUdmKaumn)

[Digital Signature] (Lndposas nognuch)

[ESP Encryption Algorithm]
(AnropuTm WwncposaHus
ESP)

[3DES-CBC] ([128]/[192]/[128 and 192]) (3DES-CBC (128/192/128 1 192))
[AES-CTR] ([128)/[192)/[128 and 192]) (AES-CTR (128/192/128 n 192))
[AES-GCM] ([128]/[192)/[128 and 192]) (AES-GCM (128/192/128 n 192))
[AES-GCM-64] ([128]/[192]/[128 and 192]) (AES-GCM-64 (128/192/128 u
192))

[ENC_NULL_AES_GMAGC] ([128)/[192])/[128 and 192])
(ENC_NULL_AES_GMAC (128/192/128 1 192))

[Perfect Forward Secrecy]
(CoBepLueHHasn npsmas
CEKPETHOCTb)

ON (BKJT)

[Diffie-Hellman Group(IKEv1)]
(Fpynna Diffie-Hellman
(IKEv1))

[Group 1], [Group 2], [Group 5] (FTpynna 1, MNpynna 2, Npynna 5)
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4.3

CeTeBble MHTepdeNncbl U CepBUCHI, AOCTYMHbIE NPU NOCTaBKe C

3aBopga
Tun cepBuca MpoTokon Homep nopta
DHCP UDP 68
Cepsep HTTP TCP 80
Cepsuc nmen NETBIOS UDP 137
Cepsuc gentarpamm NETBIOS UDP 138
SNMP UDP 161
Cepep HTTP yepes SSL / IPP 4epe3 SSL TCP 443
Mevats LPD TCP 515
Knuent DHCPv6 UDP 546
Meyvats IPP TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-uHCTpyMeHT) TCP 8091
Meyate RAW TCP 9100
Meyate RAW TCP 9112
Meyate RAW TCP 9113
Mevatb RAW TCP 9114
Mevate RAW TCP 9115
Meyate RAW TCP 9116
OpenAPI TCP 50001

PekomeHgauuy ona 6e30nacHbIX CETEBbIX YCTPOWCTB
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4.4 NMpoBepka BBOAUMbIX AAHHbIX

Konn4ecTtBo CMMBOJIOB, KOTOpoe Heo6XxoaNUMO BBECTM LIS CETEBbIX HaCTpPOeK N T. O., yKa3aHO B
COOTBETCTBYHOLLMX NapamMeTpax HaCTpOI7IKVI B PyKOBO,D,CTBe nonb3oBaTtens.

B 3aBMCUMOCTM OT KOAMPOBKM A3blKa MaKCMasibHO AOMYCTUMbIA 06beM BBOAUMbIX AaHHbIX (GaHHbIX,
coxpaHeHHbIx B MOY) ans napameTpoB, Nogaep XnsatoLLyx MHOro6anToBble CUMBOJbI, MOXET B TpK
pasa npeBsbilLaTb KOMYECTBO CYMBOJIOB.

PekomeHgauuy ona 6e30nacHbIX CETEBbIX YCTPOWCTB
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Informacie o navode
Tento navod opisuje informacie a nastavenia, ktoré umoznuju bezpecné pouzivanie zariadeni.

Pri pripojeni tejto hlavnej jednotky k sieti ju vyuzivajte v prostredi chranenom branou firewall. Ako IP adresu
hlavnej jednotky tiez odporu€ame nastavit sukromnu IP adresu.

Nastavenie sukromnej IP adresy umoznuje pristup k hlavnej jednotke iba pouzivatelom v lokalne;j sieti,
napriklad v internej LAN sieti, &im sa zabrani neopravnenému pristupu z vonkajSieho prostredia.

Ak je nutné pouzit globalnu IP adresu, nainstalujte hlavnu jednotku za branu firewall (ochrana branou).
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1

1.1

1.2

Nastavenie filtrovania IP adries

Filtrovanie IP adresy je funkcia, ktora obmedzuje pristup k hlavnej jednotke na baze IP adries. Spravnym
nastavenim tejto funkcie mézete obmedzit pristup z neopravnenych zariadeni.

Funkciu filtrovania IP adries je v hlavnej jednotke mozné nastavit dvomi sp&sobmi.

Filtrovanie IP adries
Manuadlne nastavte interval IP adries, ktorym chcete umoznit alebo zakazat pristup.

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [TCP/IP Setting]
(Nastavenie TCP/IP) - [IP Address Filtering] (Filtrovanie IP)

Tipy
Nastavte IP adresy tak, aby boli povolené alebo zakazané, podla vasho prostredia.

Rychle filtrov. adries IP

Interval IP adries, ktoré maju povoleny pristup, sa automaticky nastavi podla IP adresy a masky podsiete
nastavenej v hlavnej jednotke.

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [TCP/IP Setting]
(Nastavenie TCP/IP) - [Quick IP Filtering] (Rychle filtrovanie IP)

Odporucané nastavenia: [Synchronize IP Address] (Synchronizovat adresu IP)/[Synchronize Subnet Mask]
(Synchronizovat masku podsiete) *

* Vyberte jednu z moznosti, ktora vyhovuje vaSmu prostrediu.

Odporucania pre zabezpecené sietové zariadenia



2

2.1

2.1.1

2.1.2

Nastavenie Sifrovanej komunikacie

Odporu¢ame pouzivat nasledujucu Sifrovani komunikéciu na zabranenie odpocuvaniu Udajov, manipulacii
s Udajmi a prevzatiu relacie.

Sifrovanie TLS

Odporu¢ame nakonfigurovat nasledujuce nastavenia na znizenie rizika zranitelnosti/naruseni.

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Security] (Zabezpecenie) - [PKI Settings]
(Nastavenia PKI) - [Enable SSL Version] (Povolit verziu SSL)

Nastavovana polozka Odportiéané nastavenie

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Rezim spravcu a rezim pouzivatela)
(Rezim s pouzitim SSL/TLS)

[SSL/TLS Version Setting] TLS1.2
(Nastavenie verzie SSL/TLS) | TLS1.3 (IEEE802.1X nekompatibilné)

[Encryption Strength] AES-256
(Stupen Sifrovania)

Pociato¢ny certifikat je nainStalovany z vyroby. Ak potrebujete iny certifikat, zaregistrujte novy v nasledujucej
oblasti.

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Security] (Zabezpecenie) - [PKI Settings]
(Nastavenia PKI) - [Device Certificate Setting] (Nastavenie certifikatu zariadenia)

Nastavovana polozka Odporucané nastavenie
[Encryption Key Type] RSA-2048_SHA-256
(Typ Sifrovacieho kluca) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

Sifrovanie TLS je podporované pre nasledujlice protokoly a sluzby. Podrobnejsie informacie
o nastavovanych oblastiach pozri v nasledujucich ¢astiach.

° HTTP (Web Connection, WebDAVServer, IPP, OpenAPIl, RemotePanel (Vzdialeny panel))
DPWS

POP

SMTP (Start TLS, SMTP over SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP Socket

HTTP (Web Connection)

Ak povolite [Enable SSL Version] (Povolit verziu SSL), komunikacny rezim sa automaticky prepne na Sifrovanu
komunikaciu TLS (HTTPS).

WebDAVServer

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [WebDAV Settings]
(Nastavenia WebDAV) - [WebDAV Server Settings] (Nastavenia servera WebDAV)

Nastavovana polozka ‘ Odportiéané nastavenie

[Nastavenie SSL] ‘ [SSL Only] (Iba SSL)

Odporucania pre zabezpecené sietové zariadenia



2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [HTTP Server Settings]
(Nastavenia servera HTTP)

Nastavovana polozka ‘ Odporuc¢ané nastavenie

[IPP-SSL Settings] [SSL Only] (Iba SSL)
(Nastavenia IPP-SSL)

OpenAPI

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [OpenAPI Setting]
(Nastavenie OpenAPlI) - [OpenAPI Setting] (Nastavenie OpenAPI)

Nastavovana polozka ‘ Odporuc¢ané nastavenie

[Nastavenia SSL/portu] ‘ [SSL Only] (Iba SSL)

RemotePanel (Vzdialeny panel)

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [Remote Panel Settings]
(Nastavenia vzdialeného panela) - [Remote Panel Server Settings] (Nastavenia servera vzdialeného panela)

Nastavovana polozka ‘ Odporucané nastavenie

[Port No.(SSL)] ‘ [50443]
(C. portu (SSL))

Tipy
Ak povolite [Enable SSL Version] (Povolit verziu SSL), komunikaény reZzim sa automaticky prepne do rezimu
Sifrovanej komunikacie TLS. Zadajte Cislo portu.

DPWS

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [DPWS Settings]
(Nastavenia DPWS) - [DPWS Common Settings] (VSeobecné nastavenia DPWS)

Nastavovana polozka ‘ Odporuc¢ané nastavenie
[Nastavenie SSL] ‘ ON (Zap.)
POP

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [E-mail Setting]
(Nastavenie e-mailu) [E-mail RX (POP)] (Prijem e-mailu (POP))

Nastavovana polozka ‘ Odporuc¢ané nastavenie
[Povolit SSL] | ON (zap)
SMTP

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [E-mail Setting]
(Nastavenie e-mailu) [E-mail RX (POP)] (Odos. e-mailu (SMTP))

Nastavovana polozka ‘ Odporuc¢ané nastavenie

[Nastavenie SSL/TLS] | [SMTP cez SSL]

Odporucania pre zabezpecené sietové zariadenia



2.1.9

2.1.10

2.1.11

IEEE802.1X Auth

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [[EEE802.1X Authenti-
cation Setting] (Nastavenie overenia IEEE802.1X) - [[EEE802.1X Authentication Setting] (Nastavenie overenia
IEEE802.1X) - [Supplicant Setting] (Nastavenie ziadatela)

Nastavovana polozka ‘ Odporucané nastavenie
[EAP-Type] ‘ Vyberte [EAP-TLS], [EAP-TTLS] alebo [PEAP].
LDAP

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [LDAP Setting]
(Nastavenie LDAP) - [Setting Up LDAP] (Nastavit LDAP)

Nastavovana polozka ‘ Odporucané nastavenie
[Povolit SSL] ‘ ON (Zap.)
TCP Socket

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [TCP Socket Setting]
(Nastavenie TCP Socket)

Nastavovana polozka ‘ Odporucané nastavenie
[Use SSL/TLS] ON (Zap.)
(Pouzit SSL/TLS)

Odporucania pre zabezpecené sietové zariadenia



2.2

2.2.1

Iné Sifrovanie

Odporu¢ame nakonfigurovat nasledujlce nastavenia na zniZenie rizika zranitelnosti/naruseni. Podrobnejsie
informacie o nastaveniach jednotlivych funkcii pozri v nasledujucich ¢astiach.

Funkcia Odporucané nastavenie

SMBServer SMB Encryption, (Sifrovanie prieinka SMB), SMB Signature (Podpis
SMB)

SMBClient Kerberos Authentication (Overenie Kerberos)

SNMP SNMPv3

IPSEC IKEv2

S/MIME ON (Zap.)

SMBServer

Pouzivanie Sifrovania prieCinka SMB a podpisu SMB moze znizit nasledujuce bezpecnostné rizika.

° Odpocuvanie: Nekala tretia strana méze zachytit komunikaciu a ukradnut osobné udaje alebo déverné
informacie.

° Manipulacia s udajmi: Existuje riziko, Ze obsah komunikacie méze byt manipulovany dtokom MITM
(Man-In-The-Middle).

° FalSovanie Udajov: Ak je overovacia informdcia odcudzena, tretia strana sa méze vydavat za
legitimneho pouzivatela na ziskanie neopravneného pristupu.

° Unik informacii: Nesifrovana komunikacia sa d4 lahko zachytit, najma vo verejnych sietach Wi-Fi,
¢o zvysuje riziko Uniku osobnych udajov a informacii o kreditnych kartach.

SMB Encryption (Sifrovanie prieé¢inka SMB)

Nevyhnutné podmienky

° Vytvorte verejnu pouzivatelsku schranku. Nakonfigurujte tiez nastavenie automatického prenosu
suborov z verejnej pouzivatelskej schranky a ich ukladania do priecinka SMB.

. Zadajte heslo pre pouzivatelsku schranku.

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Box] (Schranka) - [User Box List] (Zoznam
pouzivatelskych schranok)

Nastavovana polozka Odporuc¢ané nastavenie
[SMB Communication [Kédovat]

Encryption]

(Sifrovanie komunikacie

SMB)

SMB Signature (Podpis SMB)

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [SMB Setting] (Nastavenie
SMB) - [SMB Server Settings] (Nastavenia servera SMB)

Nastavovana polozka ‘ Odporuc¢ané nastavenie
[SMB security [VyZaduje sa]
Signature Setting]

(Nastavenie podpisu
zabezpecenia SMB)
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2.2.2

2.2.3

2.2.4

SMBClient

Overovanie Kerberos pouziva silnu Sifrovaciu technoldgiu, ktora vyrazne znizuje riziko odcudzenia
prihlasovacich udajov po¢as procesu overovania. Zaistuje tiez integritu Udajov, zabranuje manipulacii
s Udajmi medzi odosielatelom a prijemcom, ako aj uitokom NTLM Relay.

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [SMB Setting] (Nastavenie
SMB) - [Client Setting] (Nastavenie klienta)

Nastavovana polozka

Odportiéané nastavenie

[SMB Authentication
Setting]
(Nastavenie overenia SMB)

SNMP

[Kerberos]

Nastavte Sifrovanie pomocou SNMPV3. Ak pridate aj nastavenie overenia, mozete dalej zvysit zabezpecenie.
Bezpecnostné rizika su priblizne rovnaké ako pri SMB.

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [SNMP Setting]

(Nastavenie SNMP)

Nastavovana polozka

Odporucané nastavenie

[Nastavenie SNMP]

[SNMP v3(IP)]

[Kédovaci algoritmus]

[AES-128]

[Authentication Method]
(Spbdsob overenia)

IPSEC

Vyberte [SHA-256], [SHA-384] alebo [SHA-512].

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [TCP/IP Setting]
(Nastavenie TCP/IP) - [IPsec] - [IPsec Setting] (Nastavenie IPsec)

[IKEv2]

Nastavovana polozka

Odporiéané nastavenie

[Kédovaci algoritmus]

[AES-CBC] ([256]/[192 and 256] (192 a 256))/[All] (Vietky))

[AutorizaCny algoritmus]

[SHA-2] (1256]/[3841/[512]/[256 and 384] (256 a 384)/[384 and 512]
(384 a 512)/[All] (V&etky)), [AES-XCBC]

[Skupina Diffie-Hellman]

[SA]

Nastavovana polozka

[Group 14] (Skupina 14), [Group 19] (Skupina 19)

Odporucané nastavenie

[Rezim zapuzdrenia]

[Tunnel] (Tunel), [Transport] (Dopravnik)

[Bezpecnostny protokol] [ESP]
[Spbésob vymeny hesla] [IKEv2]
[Authentication Method] [Digitalny podpis]

(Spbdsob overenia)

[Kédovaci algoritmus ESP]

[AES-GCM] ([256]/[192 and 256] (192 a 256)/[All] (Vetky)), [AES-GCM-64]
(1256)/[192 and 256] (192 a 256)/[All] (V&etky)), [ENC_NULL_AES_GMAC]
(1256)/[192 and 256] (192 a 256)/[All] (Vietky))

[Diskrétnost preposlania]

ON (Zap.)

[Diffie-Hellman Group(IKEv2)]
(Skupina Diffie-Hellman
(IKEv2)) - [Priority1-4]
(Priorita 1 - 4)

[Group 14] (Skupina 14), [Group 19] (Skupina 19)

Odporucania pre zabezpecené sietové zariadenia



2.2.5 S/MIME

Ak pri odosielani e-mailov pouzivate volitelny protokol S/MIME, mbzete zaSifrovat obsah e-mailu, aby ste
zabranili odpocuvaniu a overili identitu odosielatela elektronickym podpisom. Toto je u¢inné opatrenie
proti podvodom falSovania udajov (Spoofing) a podvodného ziskavania citlivych informacii (Phishing).

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [E-mail Setting]
(Nastavenie e-mailu) - [S/MIME]

Nastavovana polozka Odporuc¢ané nastavenie

[Digitalny podpis] [Always add signature] (Vzdy pridat podpis)
[Typ digitalneho podpisu] [SHA-256]

[E-Mail Text Encrypt. [AES-256]

Method]

(Metoda Sifrovania

textu e-mailu)

Odporucania pre zabezpecené sietové zariadenia



3

3.1

3.2

3.3

Nastavenie platnosti certifikatu

Pri pouzivani komunikacie Sifrovanej protokolom TLS na zniZenie vplyvu Utokov typu "MITM" (Man-in-
the-middle) odporu¢ame pouzit overenie platnosti certifikatu. Pre poloZzky overenia platnosti odporid¢ame
minimalne povolit datum uplynutia platnosti certifikatu a retazec.

Ak sa pokusite pripojit k starSiemu prostrediu, ktoré nema certifikovanu funkciu overovania platnosti, zvySuje
sa riziko utokov typu "MITM". Odporu¢ame ho pouzivat v zabezpe€enom sietovom prostredi.

Overenie platnosti certifikatu na strane MFP sa odporuca v nasledujucich funkciach klienta MFP.
Podrobnejsie informacie o nastavovanych oblastiach pozri v nasledujucich ¢astiach.

POP, SMTP (Start TLS/SMTP over SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel (Vzdialeny panel)

Tipy
Overenie platnosti certifikatu na strane klienta pripojeného k MFP sa odporuca v nasledujucich funkciach

MFP servera.
HTTP (Web Connection / WebDAYV / IPP / DPWS / OpenAPI / RemotePanel (Vzdialeny panel)), TCP Socket

POP

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [E-mail Setting]
(Nastavenie e-mailu) [E-mail RX (POP)] (Prijem e-mailu (POP))

Nastavovana polozka Odporucané nastavenie
[Certificate Verification [Expiration Date] (Datum uplynutia platnosti): ON (Zap.)
Level Settings] [Chain] (Retazec): ON (Zap.)

(Nastavenia urovne
overovania certifikatu)

SMTP

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [E-mail Setting]
(Nastavenie e-mailu) [E-mail RX (POP)] (Odos. e-mailu (SMTP))

Nastavovana polozka Odporucané nastavenie
[Certificate Verification [Expiration Date] (Datum uplynutia platnosti): ON (Zap.)
Level Settings] [Chain] (Retazec): ON (Zap.)

(Nastavenia urovne
overovania certifikatu)

IEEE802.1X Auth

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [[EEE802.1X Authenti-
cation Setting] (Nastavenie overenia IEEE802.1X) - [[EEE802.1X Authentication Setting] (Nastavenie overenia
IEEE802.1X) - [Supplicant Setting] (Nastavenie ziadatela)

Nastavovana polozka Odporucané nastavenie
[Certificate Verification [Expiration Date] (Datum uplynutia platnosti): ON (Zap.)
Level Settings] [Chain] (Retazec): ON (Zap.)

(Nastavenia urovne
overovania certifikatu)
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3.4

3.5

3.6

3.7

3.8

IPSEC

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [TCP/IP Setting]
(Nastavenie TCP/IP) - [IPsec] - [Enable IPsec] (Povolit IPsec)

Nastavovana polozka Odporuc¢ané nastavenie
[Certificate Verification [Expiration Date] (Datum uplynutia platnosti): [Potvrdit]
Level Settings] [Chain] (Retazec): [Potvrdit]

(Nastavenia urovne
overovania certifikatu)

Tipy
V nastaveni [IPsec Setting] (Nastavenie IPsec) vopred zaregistrujte polozky [IKE], [SA], [Peer] (Partnerské
zariadenie) a [Protocol Setting] (Nastavenie protokolu).

WebDAVClient

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [WebDAV Settings]
(Nastavenia WebDAV) - [WebDAV Client Settings] (Nastavenia klienta WebDAV )

Nastavovana polozka ‘ Odporuc¢ané nastavenie
[Certificate Verification [Expiration Date] (Datum uplynutia platnosti): ON (Zap.)
Level Settings] [Chain] (Retazec): ON (Zap.)

(Nastavenia urovne
overovania certifikatu)

LDAP

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [LDAP Setting]
(Nastavenie LDAP) - [Setting Up LDAP] (Nastavit LDAP)

Nastavovana polozka Odporuc¢ané nastavenie
[Certificate Verification [Expiration Date] (Datum uplynutia platnosti): ON (Zap.)
Level Settings] [Chain] (Retazec): ON (Zap.)

(Nastavenia urovne
overovania certifikatu)

DPWS

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [DPWS Settings]
(Nastavenia DPWS) - [DPWS Common Settings] (VSeobecné nastavenia DPWS)

Nastavovana polozka Odporucané nastavenie
[Certificate Verification [Expiration Date] (Datum uplynutia platnosti): ON (Zap.)
Level Settings] [Chain] (Retazec): ON (Zap.)

(Nastavenia urovne
overovania certifikatu)

OpenAPI

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [OpenAPI Setting]
(Nastavenie OpenAPI) - [OpenAPI Setting] (Nastavenie OpenAPlI)

Nastavovana polozka Odporuc¢ané nastavenie
[Certificate Verification [Expiration Date] (Datum uplynutia platnosti): ON (Zap.)
Level Settings] [Chain] (Retazec): ON (Zap.)

(Nastavenia urovne
overovania certifikatu)
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3.9 RemotePanel (Vzdialeny panel)

Oblast nastavenia: [Utility] (Nastroje) - [Administrator] (Spravca) - [Network] (Siet) - [Remote Panel Settings]
(Nastavenia vzdialeného panela) - [Remote Panel Client Settings] (Nastavenia klienta vzdialeného panela)

Nastavovana polozka ‘ Odporiéané nastavenie
[Certificate Verification [Expiration Date] (Datum uplynutia platnosti): ON (Zap.)
Level Settings] [Chain] (Retazec): ON (Zap.)

(Nastavenia urovne
overovania certifikatu)

Odporucania pre zabezpecené sietové zariadenia
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[
4 DalsSie informacie zabezpedenia
4.1 Odporucanie osved¢enych postupov

Odporu¢ame, aby pouzivané Sifrovacie algoritmy boli v silade s nastaveniami osved&enych postupov
odporuc¢anymi v usmerneniach EUCC o kryptografii a kryptografickych mechanizmoch odsuhlasenych

SOGIS.

Niz$ie je uvedeny zoznam $ifrovacich algoritmov a di¥ok kli&ov odpordganych v usmerneniach EUCC
o kryptografii a kryptografickych mechanizmoch odsuhlasenych SOGIS.

Polozka

Odporucané nastavenie

Sifrovacie algoritmy

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Dizka $ifrovacieho kluga

Tipy

RSA: 2 048 bitov alebo viac
ECC: 256 bitov alebo viac
AES: 256 bitov

Podrobnosti najdete v najnovsich usmerneniach EUCC o kryptografii a kryptografickych mechanizmoch

odsuhlasenych SOGIS.

Odporucania pre zabezpecené sietové zariadenia
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4

4.2

Bezpecnostné opatrenia pre komunikaciu so starSimi systémami

Na komunikaciu so starSimi systémami sa predpoklada pouzivanie nasledujtcich protokolov a verzii.

Pouzivanie starSich nastaveni zvySuje bezpe€nostné rizika, preto ich pouzivajte v zabezpecenom sietovom

prostredi.
Polozka Starsie nastavenia
Protokol SLP
FTP
SMB (3.0 alebo starsia verzia, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP-TYP: Zavisi od servera/OFF (Vyp.))
DPWS
TCPSocket

Sifrovacie algoritmy

SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Trojity Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Dizka $ifrovacieho kltiga

RSA: 1 024 bitov alebo menej
ECC: 160 bitov alebo menej
AES: 128 bitov alebo menej
DES: 56 bitov

3DES: 112 bitov

StarsSie nastavenia IPsec

[IKEV1]

Nastavovana polozka

Starsie nastavenia

[Kédovaci algoritmus]

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 a 192))

[AutorizaCny algoritmus]

Nepouziva sa

[Skupina Diffie-Hellman]

[IKEv2]

Nastavovana polozka

[Group 1], (Skupina 1) [Group 2] (Skupina 2), [Group 5] (Skupina 5)

Starsie nastavenia

[Kédovaci algoritmus]

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 a 192))

[Autoriza¢ny algoritmus]

Nepouziva sa

[Skupina Diffie-Hellman]
[SA]

Nastavovana polozka

[Group 1], (Skupina 1) [Group 2] (Skupina 2), [Group 5] (Skupina 5)

Starsie nastavenia

[Sposob vymeny hesla]

[IKEV1]

[Authentication Method]
(Spbsob overenia)

[Digitalny podpis]

[Kédovaci algoritmus ESP]

[3DES-CBC] ([128]/[192)/[128 and 192] (128 a 192))

[AES-CTR] ([128]/[192)/[128 and 192] (128 a 192))

[AES-GCM] ([128]/[192)/[128 and 192] (128 a 192))
[AES-GCM-64] ([128]/[192]/[128 and 192] (128 a 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 and 192] (128 a 192))

[Diskrétnost preposlania]

ON (Zap.)

[Skupina Diffie-Hellman
(IKEv1)]

[Group 1], (Skupina 1) [Group 2] (Skupina 2), [Group 5] (Skupina 5)

Odporucania pre zabezpecené sietové zariadenia
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4.3

Sietové rozhrania a sluzby dostupné od vyroby

Typ sluzby Protokol Gislo portu
DHCP UDP 68
HTTP Server TCP 80
NETBIOS Name Service UbP 137
NETBIOS Datagram Service UDP 138
SNMP UDP 161
HTTP Server over SSL / IPP over SSL TCP 443
LPD Print TCP 515
DHCPv6 Client UDP 546
IPP Print TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-tool) TCP 8091
RAW Print TCP 9100
RAW Print TCP 9112
RAW Print TCP 9113
RAW Print TCP 9114
RAW Print TCP 9115
RAW Print TCP 9116
OpenAPI TCP 50001

Odporucania pre zabezpecené sietové zariadenia
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4.4 Informacie o overovani platnosti vstupu
Pocet znakov, ktoré sa maju zadat pre sietové nastavenia atd., pozri v kazdej nastavovanej polozke v navode
na pouzivanie.

V zavislosti od kédovania jazyka méze byt maximalny povoleny vstup (Udaje ulozené v MFP) pre polozky,
ktoré podporuju multibajtové znaky, trojnasobok poctu znakov.
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O tem priroéniku za uporabo
V tem priro€niku za uporabo najdete informacije in opis nastavitev, ki omogocajo varno uporabo naprav.

Napravo prikljucite v omrezje, ki je zasCiteno s pozarnim zidom. Priporo¢amo tudi, da za naslov IP naprave
nastavite zasebni naslov IP.

Ce je nastavljen zasebni naslov IP, lahko do naprave dostopajo samo uporabniki v lokalnem omrezju, na
primer v notranjem omrezju LAN, kar preprecuje nepooblas¢en dostop od zunaj.

Ce morate uporabiti globalni naslov IP, za to napravo namestite pozarni zid.
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1

1.1

1.2

Nastavitev filtriranja naslovov IP

Filtriranje naslovov IP je funkcija, ki omejuje naprave, ki lahko dostopajo do te naprave z naslovom IP.
S pravilno nastavitvijo te funkcije lahko omejite dostop nepooblasg&enih naprav.

Funkcijo filtriranja naslovov IP te naprave lahko nastavite na enega od naslednjih dveh nacinov.

Filtriranje naslovov IP

Ro¢no dolocite obmocije naslovov IP.

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [TCP/IP Setting]
(Nastavitev zbirke TCP/IP) - [IP Address Filtering] (Filtriranje naslovov IP)

Nasveti
Dolocite naslove IP, ki naj bodo dovoljeni ali zavrnjeni, da bodo ustrezali vaSemu okolju.

Hitro filtriranje po IP

Razpon naslovov IP, ki jim je omogoc¢en dostop, se samodejno nastavi na podlagi naslova IP in maske
podomrezja, nastavljene v tej napravi.

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [TCP/IP Setting]
(Nastavitev zbirke TCP/IP) - [Quick IP Filtering] (Hitro filtriranje po IP)

PriporoCene nastavitve: [Synchronize IP Address] (Sinhroniziraj naslov IP)/[Synchronize Subnet Mask]
(Sinhroniziraj masko podomrezja) *

*Izberite tisto, ki ustreza vaSemu okolju.
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2

2.1

2.1.1

2.1.2

Nastavitev Sifrirane komunikacije

Priporo¢amo, da za preprec¢evanije prisluskovanja, poseganja v podatke in vdora v sejo uporabljate naslednjo
Sifrirano komunikacijo.

Sifriranje prek protokola TLS

Priporo¢amo, da konfigurirate naslednje nastavitve, da zmanjSate tveganje za ranljivosti.

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Security] (Varnost) - [PKI Settings]
(Nastavitve ogrodja PKI) - [Enable SSL Version] (Omogoc¢i razliico protokola SSL)

Element nastavitve Priporo¢ena nastavitev

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Skrbn. nacin in uporab. nacin)
(Nagin z uporabo protokola

SSL/TLS)

[SSL/TLS Version Setting] TLS 1.2

(Razli¢ica nastavitve TLS 1.3 (nezdruzljiv z IEEE802.1X)

protokola SSL/TLS)

[Encryption Strength] AES-256

(Mog¢ Sifriranja)

Zadetni certifikat je name$&en v tovarni. Ce potrebujete drug certifikat, novi certifikat registrirajte na eni izmed
sledecih lokacij.

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Security] (Varnost) - [PKI Settings]
(Nastavitve ogrodja PKI) - [Device Certificate Setting] (Nastavitev certifikata naprave)

Element nastavitve Priporo¢ena nastavitev
[Encryption Key Type] RSA-2048_SHA-256
(Vrsta Sifrirnega kljuca) ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

Sifriranje prek protokola TLS podpirajo sledegi protokoli in storitve. Podrobnosti o nastavitvi lokacije so na
voljo v naslednjih poglavjih.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)

DPWS

POP

SMTP (Zacetek TLS, SMTP prek SSL)

Prev. pristnosti IEEE802.1X (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCPSocket

HTTP (Web Connection)

Ce izberete [Enable SSL Version] (Omogodi razlicico protokola SSL), se nagin komunikacije samodejno
preklopi na Sifrirano komunikacijo prek protokola TLS (HTTPS).

WebDAVServer

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [WebDAV Settings]
(Nastavitve protokola WebDAV) - [WebDAVServer Settings] (Nastavitve streznika WebDAVServer)

Element nastavitve ‘ Priporo¢ena nastavitev

[SSL Settings] [SSL Only] (Samo protokol SSL)
(Nastavitve protokola SSL)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [HTTP Server
Settings] (Nastavitve streznika HTTP)

Element nastavitve Priporo¢ena nastavitev
[IPP-SSL Settings] [SSL Only] (Samo protokol SSL)
(Nastavitve protokola
IPP-SSL)

OpenAPI

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [OpenAPI Setting]
(Nastavitev standarda OpenAPl) - [OpenAPI Setting] (Nastavitev standarda OpenAPI)

Element nastavitve Priporo¢ena nastavitev
[SSL/Port Settings] [SSL Only] (Samo protokol SSL)
(Nastavitve protokola
SSL/vrat)

RemotePanel

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [Remote Panel
Settings] (Nastavitve oddaljene plosc¢e) - [Remote Panel Server Settings] (Nastavitve streznika RemotePanel)

Element nastavitve ‘ Priporo¢ena nastavitev

[Port No.(SSL)] ‘ [50443]
(St. vrat (SSL))

Nasveti

Ce izberete [Enable SSL Version] (Omogodi razliico protokola SSL), se nagin komunikacije samodejno
preklopi na Sifrirano komunikacijo protokola TLS (HTTPS). Dolocite Stevilko vrat.

DPWS

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (OmrezZje) - [DPWS Settings]
(Nastavitve protokola DPWS) - [DPWS Common Settings] (Skupne nastavitve protokola DPWS)

Element nastavitve ‘ Priporo¢ena nastavitev
[SSL Settings] ‘ VKLOP

(Nastavitve protokola SSL)

POP

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [E-mail Setting]
(Nastavitev e-poste) - [E-mail RX (POP)] (Prejem e-poste (POP))

Element nastavitve ‘ Priporo¢ena nastavitev
[Enable SSL] ‘ VKLOP

(Omogodi protokol SSL)

SMTP

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [E-mail Setting]
(Nastavitev e-poste) - [E-mail TX (SMTP)] (Posiljanje e-poste (SMTP))
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2.1.9

2.1.10

2.1.11

Element nastavitve Priporo¢ena nastavitev

[SSL/TLS Settings] [SMTP over SSL] (SMTP prek SSL)
(Nastavitve protokola

SSL/TLS)

Prev. pristnosti IEEE802.1X

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [[EEE802.1X
Authentication Setting] (Nastavitev preverjanja pristnosti IEEE802.1X) - [[IEEE802.1X Authentication Setting]
(Nastavitev preverjanja pristnosti IEEE802.1X) - [Supplicant Setting] (Nastavitev prosilca)

Element nastavitve ‘ Priporo¢ena nastavitev
[EAP-Type] ‘ Izberite [EAP-TLS], [EAP-TTLS] ali [PEAP].
LDAP

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [LDAP Setting]
(Nastavitev protokola LDAP) - [Setting Up LDAP] (Namestitev protokola LDAP)

Element nastavitve ‘ Priporo¢ena nastavitev

[Enable SSL] (Omogoci VKLOP
protokol SSL)

TCPSocket

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [TCP Socket
Setting] (Nastavitev vti¢nice TCPSocket)

Element nastavitve ‘ Priporo¢ena nastavitev

[Use SSL/TLS] (Uporabite VKLOP
protokol SSL/TLS)
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2.2

2.2.1

Drugo Sifriranje

Priporo¢amo, da konfigurirate naslednje nastavitve, da zmanj$ate tveganje za ranljivosti. Podrobnosti o vseh
nastavitvah funkcij so na voljo v naslednjih poglavijih.

Funkcija Priporo¢ena nastavitev
SMBServer Sifriranje prek protokola SMB, Podpis SMB
SMBClient Preverjanje pristnosti Kerberos
SNMP SNMPv3
IPsec IKEv2
S/MIME VKLOP
SMBServer

Z uporabo Sifriranja prek protokola SMB in podpisa SMB lahko zmanjSate naslednja varnostna tveganja.

° Prisluskovanje: Zlonamerna tretja stran lahko prestreze komunikacijo in ukrade osebne podatke ali
zaupne informacije.

° Poseganje v podatke: Obstaja tveganje za napad vrinjenega napadalca (MITM) in poseganje v podatke.

° Slepljenje: Ce so podatki za preverjanje pristnosti ukradeni, se lahko tretja stran izda za legitimnega
uporabnika in pridobi nepoblas¢en dostop.

. Uhajanje informacij: NeSifrirano komunikacijo je mogoce zlahka prestreci, zlasti v javnih brezZi¢nih
omrezjih, kar povecuje tveganje za uhajanje osebnih podatkov in podatkov o kreditnih karticah.

Sifriranje prek protokola SMB

Zahteve

° Ustvarite javni uporabniski predal. Poleg tega konfigurirajte nastavitev na samodejni prenos datotek iz
javnega uporabniSkega predala in shranjevanje teh datotek v protokol SMB.

° Dolocite geslo za uporabniski predal.

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Box] (Predal) - [User Box List] (Seznam
uporabniskih predalov)

Element nastavitve Priporo¢ena nastavitev

[SMB Communication [Encrypt] (Sifriraj)
Encryption]

(Sifriranje komunikacije

prek protokola SMB)

Podpis SMB

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [SMB Setting]
(Nastavitev protokola SMB) - [SMB Server Settings] (Nastavitev streznika SMB)

Element nastavitve Priporo¢ena nastavitev

[SMB security [Obvezno]
Signature Setting]

(Nastavitev varnostnega

podpisa SMB)
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2.2.2

2.2.3

2.2.4

SMBClient

Preverjanje pristnosti Kerberos uporablja mo¢no tehnologijo Sifriranja, ki med postopkom preverjanja
pristnosti znatno zmanj$a tveganje za krajo poverilnic. Zagotavlja tudi neokrnjenost podatkov, saj preprecuje
poseganje v podatke med posiljateljem in prejemnikom ter napade s posredovanjem NTLM.

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (OmreZje) - [SMB Setting]
(Nastavitev protokola SMB) - [Client Setting] (Nastavitve odjemalca)

Element nastavitve

Priporo¢ena nastavitev

[SMB Authentication
Setting]

(Nastavitev preverjanja
pristnosti protokola SMB)

SNMP

[Kerberos]

Nastavite Sifriranje prek protokola SNMPv3. Varnost lahko povecate tudi z nastavitvijo preverjanja pristnosti.
Varnostna tveganja so priblizno enaka kot pri protokolu SMB.

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [SNMP Setting]

(Nastavitev protokola SNMP)

Element nastavitve

Priporo¢ena nastavitev

[SNMP Setting] [SNMP v3(IP)]
(Nastavitev protokola

SNMP)

[Encryption Algorithm] [AES-128]

(Algoritem Sifriranja)

[Authentication Method]
(Metoda preverjanja
pristnosti)

IPsec

Izberite [SHA-256], [SHA-384] ali [SHA-512].

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [TCP/IP Setting]
(Nastavitev zbirke TCP/IP) - [IPsec] - [IPsec Setting] (Nastavitev zbirke IPsec)

[IKEv2]

Element nastavitve

Priporo¢ena nastavitev

[Encryption Algorithm]
(Algoritem Sifriranja)

[AES-CBC] ([256)/[192 and 256] (192 in 256)/[All] (Vse))

[Authentication Algorithm]
(Algor. prever. pristnosti)

[SHA-2] (1256]/[384)/[512]/[256 and 384] (256 in 384)/[384 and 512]
(384 in 512)/[All] (Vse)), [AES-XCBC]

[Diffie-Hellman Group]
(Skupina Diffie-Hellman)

[SA]

Element nastavitve

[Group 14] (Skupina 14), [Group 19] (Skupina 19)

Priporo¢ena nastavitev

[Encapsulation Mode]
(Nacin za inkapsulacijo)

[Tunnel] (Tunel), [Transport]

[Security Protocol] [ESP]
(Varnostni protokol)
[Key Exchange Method] [IKEv2]

(Nacin izmenjave kljuc¢a)

[Authentication Method]
(Metoda preverjanja
pristnosti)

[Digital Signature] (Digitalni podpis)
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Element nastavitve Priporo¢ena nastavitev

[ESP Encryption Algorithm] [AES-GCM] ([256]/[192 and 256] (192 in 256)/[All] (Vse)), [AES-GCM-64]
(Algoritem Sifriranja prek ([256]/[192 and 256] (192 in 256)/[All] (Vse)), [ENC_NULL_AES_GMAC]
protokola ESP) ([256]/[192 and 256] (192 in 256)/[All] (Vse))

[Perfect Forward Secrecy] VKLOP
(Popolna tajnost
posredovanija)

[Diffie-Hellman Group(IKEv2)] | [Group 14] (Skupina 14), [Group 19] (Skupina 19)
(Skupina Diffie-Hellman
(IKEv2)) - [Priority1-4]
(Prioriteta 1-4)

2.2.5 S/MIME

Ce pri posiljanju e-postnih sporogil uporabljate izbirni protokol S/MIME, lahko vsebino e-po$tnega sporodila
Sifrirate in tako preprecite prisluskovanje, identiteto posiljatelja pa lahko preverite z digitalnim podpisom. To
je ucinkovit ukrep za prepre€evanije slepljenja in prevar laznega predstavljanja.

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (OmrezZje) - [E-mail Setting]
(Nastavitev e-poste) - [S/MIME]

Element nastavitve Priporo¢ena nastavitev

[Digital Signature] [Always add signature] (Vedno dodaj podpis)
(Digitalni podpis)

[Digital Signature Type] [SHA-256]
(Vrsta digitalnega podpisa)

[E-Mail Text Encrypt. [AES-256]
Method]

(Nacin Sifriranja
e-postnega besedila)
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3

3.1

3.2

3.3

Nastavitev preverjanja certifikata

Pri uporabi Sifrirane komunikacije prek protokola TLS priporo¢amo uporabo preverjanje certifikata, saj boste
tako zmanj$ali vpliv napadov vrinjenega napadalca. Priporo€amo, da za veljaven dokaz preverjanja nastavite
vsaj datum poteka in verigo certifikata.

Povezovanije z zastarelim okoljem, ki nima funkcije preverjanja certifikata, predstavlja vecje tveganje za
napade vrinjenega napadalca. Priporoamo uporabo v varnem omreznem okolju.

Preverjanje certifikata naprave VFT je priporocljivo pri naslednjih funkcijah odjemalca naprave VFT.
Podrobnosti o nastavitvi lokacije so na voljo v naslednjih poglavjih.

POP, SMTP (ZaCetek TLS/SMTP prek SSL), Prev. pristnosti IEEE802.1X (EAP-TYPE: EAP-TLS/EAP-
TTLS/PEAP), IPSec, WebDAV, LDAP, DPWS, RemotePanel

Nasveti

Preverjanje certifikata odjemalca, ki je priklju¢en na napravo VFT, je priporocljivo v naslednjih funkcijah
streznika VFT.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCPSocket

POP

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [E-mail Setting]
(Nastavitev e-poste) - [E-mail RX (POP)] (Prejem e-poste (POP))

Element nastavitve Priporo¢ena nastavitev
[Certificate Verification [Expiration Date] (Datum poteka): VKLOP
Level Settings] [Chain] (Veriga): VKLOP

(Nastavitve stopnje
preverjanja certifikata)

SMTP

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [E-mail Setting]
(Nastavitev e-poste) - [E-mail TX (SMTP)] (Posiljanje e-poste (SMTP))

Element nastavitve Priporo¢ena nastavitev
[Certificate Verification [Expiration Date] (Datum poteka): VKLOP
Level Settings] [Chain] (Veriga): VKLOP

(Nastavitve stopnje
preverjanja certifikata)

Prev. pristnosti IEEE802.1X

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [[IEEE802.1X
Authentication Setting] (Nastavitev preverjanja pristnosti IEEE802.1X) - [[EEE802.1X Authentication Setting]
(Nastavitev preverjanja pristnosti IEEE802.1X) - [Supplicant Setting] (Nastavitev prosilca)

Element nastavitve Priporo¢ena nastavitev
[Certificate Verification [Expiration Date] (Datum poteka): VKLOP
Level Settings] [Chain] (Veriga): VKLOP

(Nastavitve stopnje
preverjanja certifikata)
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3.4

3.5

3.6

3.7

3.8

IPsec

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [TCP/IP Setting]
(Nastavitev zbirke TCP/IP) - [IPsec] - [Enable IPsec] (Omogogi zbirko IPsec)

Element nastavitve Priporo¢ena nastavitev
[Certificate Verification [Expiration Date] (Datum poteka): [Confirm] (Potrdi)
Level Settings] [Chain] (Veriga): [Confirm] (Potrdi)

(Nastavitve stopnje
preverjanja certifikata)

Nasveti

V moznosti [IPsec Setting] (Nastavitev zbirke IPsec) vnaprej shranite moznosti [IKE], [SA], [Peer] (Vrstnik) in
[Protocol Setting] (Nastavitev protokola).

WebDAVClient

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [WebDAV Settings]
(Nastavitve protokola WebDAV) - [WebDAVClient Settings] (Nastavitve aplikacije WebDAVClient)

Element nastavitve ‘ Priporo¢ena nastavitev
[Certificate Verification [Expiration Date] (Datum poteka): VKLOP
Level Settings] [Chain] (Veriga): VKLOP

(Nastavitve stopnje
preverjanja certifikata)

LDAP

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [LDAP Setting]
(Nastavitev protokola LDAP) - [Setting Up LDAP] (Namestitev protokola LDAP)

Element nastavitve Priporo¢ena nastavitev
[Certificate Verification [Expiration Date] (Datum poteka): VKLOP
Level Settings] [Chain] (Veriga): VKLOP

(Nastavitve stopnje
preverjanja certifikata)

DPWS

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [DPWS Settings]
(Nastavitve protokola DPWS) - [DPWS Common Settings] (Skupne nastavitve protokola DPWS)

Element nastavitve Priporo¢ena nastavitev
[Certificate Verification [Expiration Date] (Datum poteka): VKLOP
Level Settings] [Chain] (Veriga): VKLOP

(Nastavitve stopnje
preverjanja certifikata)

OpenAPI

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (Omrezje) - [OpenAPI Setting]
(Nastavitev standarda OpenAPI) - [OpenAPI Setting] (Nastavitev standarda OpenAPlI)

Element nastavitve Priporo¢ena nastavitev
[Certificate Verification [Expiration Date] (Datum poteka): VKLOP
Level Settings] [Chain] (Veriga): VKLOP

(Nastavitve stopnje
preverjanja certifikata)
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3.9 RemotePanel

Nastavitev lokacije: [Utility] (Nastavitve) - [Administrator] (Skrbnik) - [Network] (OmreZje) - [Remote Panel
Settings] (Nastavitve oddaljene plosce) - [Remote Panel Client Settings] (Nastavitve odjemalca RemotePanel)

Element nastavitve ‘ Priporo¢ena nastavitev
[Certificate Verification [Expiration Date] (Datum poteka): VKLOP
Level Settings] [Chain] (Veriga): VKLOP

(Nastavitve stopnje
preverjanja certifikata)
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E—— ]
4 Dodatne varnostne informacije
4.1 Priporocilo za najboljSo prakso

Priporo€amo uporabo algoritmov Sifriranja, ki so skladni z nastavitvami najbolj$e prakse, priporo¢enimi
v smernicah za kriptografijo EUCC in so sprejeti kot mehanizmi Sifriranja v sporazumu SOGIS.

Spodaj je seznam algoritmov Sifriranja in dolzin kljuCev, ki so priporo€eni v smernicah za kriptografijo
EUCC in so sprejeti kot mehanizmi Sifriranja v sporazumu SOGIS.

Element Priporo¢ena nastavitev

Algoritmi Sifriranja AES (napredni standard Sifriranja)

RSA (Rivest-Shamir-Adleman)

SHA-2 (algoritem varnega razprSevanja 2)

ECC (kriptografija elipti¢nih krivulj)

HMAC (koda za preverjanje pristnosti sporocila na podlagi razpr$evanja)

Dolzina Sifrirnega klju¢a RSA: 2048 bitov ali ve¢
ECC: 256 bitov ali ve¢
AES: 256 bitov

Nasveti
Podrobnosti so na voljo v najnovejsih smernicah za kriptografijo EUCC in v sporazumu SOGIS.

Priporocila za naprave v varnem omrezju
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4.2

Previdnostni ukrepi za komunikacijo z zastarelimi sistemi

Za komunikacijo z zastarelimi sistemi se predvidoma uporabljajo naslednji protokoli in razli¢ice.

Z uporabo zastarelih nastavitev je vecje tveganje za varnost, zato naprave uporabljajte v varnem omreznem

okolju.

Element

Zastarele nastavitve

Protokol

SLP

FTP

SMB (razli¢ica 3.0 ali starejSa, NTLMv1/v2)
SNMPv1/v2

Prev. pristnosti IEEE802.1X (EAP-TYPE: Odvisno od streznika/IZKLOP)

DPWS
TCPSocket

Algoritmi Sifriranja

SHA-1 (algoritem varnega razpr$evanja 1)
DES (standard Sifriranja podatkov)

3DES (standard trojnega Sifriranja podatkov)
RC2-40 (Sifra D51Rivest)

RC2-64 (Sifra D51Rivest)

RC2-128 (Sifra D51Rivest)

DolzZina Sifrirnega klju¢a

RSA: 1024 bitov ali manj
ECC: 160 bitov ali manj
AES: 128 bitov ali manj
DES: 56 bitov

3DES: 112 bitov

Zastarele nastavitve zbirke IPsec

[IKEV]

Element nastavitve

Zastarele nastavitve

[Encryption Algorithm]
Algoritem Sifriranja

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 in 192))

[Authentication Algorithm]
(Algor. prever.pristnosti)

Ni v uporabi

[Diffie-Hellman Group]
(Skupina Diffie-Hellman)

[IKEV2]

Element nastavitve

[Group 1] (Skupina 1), [Group 2] (Skupina 2), [Group 5] (Skupina 5)

Zastarele nastavitve

[Encryption Algorithm]
(Algoritem Sifriranja)

[DES-CBC]
[3DES-CBC]
[AES-CBC] ([128)/[192)/[128 and 192] (128 in 192))

[Authentication Algorithm]
(Algor. prever.pristnosti)

Ni v uporabi

[Diffie-Hellman Group]
(Skupina Diffie-Hellman)

[SAl

Element nastavitve

[Group 1] (Skupina 1), [Group 2] (Skupina 2), [Group 5] (Skupina 5)

Zastarele nastavitve

[Key Exchange Method]
(Nacin izmenjave kljuc¢a)

[IKEV1]

[Authentication Method]
(Metoda preverjanja
pristnosti)

[Digital Signature] (Digitalni podpis)

Priporocila za naprave v varnem omrezju
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Element nastavitve

Zastarele nastavitve

[ESP Encryption Algorithm]
(Algoritem Sifriranja prek
protokola ESP)

[3DES-CBC] ([128)/[192)/[128 and 192] (128 in 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 in 192))

[AES-GCM] ([128]/[192)/[128 and 192] (128 in 192))
[AES-GCM-64] ([128]/[192]/[128 and 192] (128 in 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 and 192] (128 in 192))

[Perfect Forward Secrecy]
(Popolna tajnost
posredovanija)

VKLOP

[Diffie-Hellman Group(IKEv1)]
(Skupina Diffie-Hellman
(IKEv1))

[Group 1] (Skupina 1), [Group 2] (Skupina 2), [Group 5] (Skupina 5)
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4.3

Tovarnisko dobavljeni omrezni vmesniki in storitve

Vrsta storitve Protokol Stevilka vrat
DHCP UDP 68
Streznik HTTP TCP 80
Storitev imena NETBIOS UbP 137
Storitev datagrama NETBIOS UDP 138
SNMP UDP 161
Streznik HTTP prek SSL/IPP prek SSL TCP 443
Tiskanje LPD TCP 515
DHCPv6 Client UDP 546
Tiskanje IPP TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (orodje IWS) TCP 8091
Tiskanje RAW TCP 9100
Tiskanje RAW TCP 9112
Tiskanje RAW TCP 9113
Tiskanje RAW TCP 9114
Tiskanje RAW TCP 9115
Tiskanje RAW TCP 9116
OpenAPI TCP 50001

Priporocila za naprave v varnem omrezju
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4.4 O vnosu preverjanja

Za podatke o Stevilu znakov, ki jih je treba navesti za omrezne nastavitve itd., glejte elemente za nastavitev
v priro¢niku za uporabo.

Najvecji dovoljeni vnos za elemente, ki podpirajo vecbitne znake (podatki, shranjeni v napravi VFT) je odvisen
od kodiranja jezika in je lahko do trikratno Stevilo znakov.
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Om denna handbok

Denna handbok innehaller information och installningar som majliggér séker anvandning av enheter.

Om basenheten ar ansluten till ett ndtverk ska miljén skyddas av en brandvagg. Vi rekommenderar &ven att
stélla in en privat IP-adress for basenhetens IP-adress.

Med en privat IP-adress far endast anvandare i ett lokalt natverk, som internt LAN, atkomst till basenheten,
vilket férhindrar obehérig dtkomst utifran.

Om du méste anvanda en global IP-adress ska basenheten installeras bakom en brandvagg.
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1

1.1

1.2

Installning av IP-filtrering

IP-filtrering &r en funktion som begransar vilka enheter som har atkomst till basenheten via IP-adressen. Nar
denna funktion &r korrekt instélld kan du begransa atkomst fran obehériga enheter.

IP-filtreringsfunktionen kan stéllas in pa tva sétt.

IP-filtrering
Ange ett IP-adressintervall for IP-adresser som ska nekas eller tillatas atkomst.

Instaliningens sokvag: [Utility] (Hjalp) - [Administrator] (Administratdr) - [Network] (Natverk) - [TCP/IP Setting]
(TCP/IP-installning) - [IP Address Filtering] (IP-filtrering)

Tips
Stéll in IP-adresserna som ska tillatas eller nekas for att passa din miljo.

Snabb IP-filtrering

Intervallet av IP-adresser som medges atkomst konfigureras automatiskt utifran den IP-adress och natmask
som har stéllts in i basenheten.

Instéliningens s6kvag: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (Natverk) - [TCP/IP Setting]
(TCP/IP-instélining) - [Quick IP Filtering] (Snabb IP-filtrering)

Rekommenderade instéllningar: [Synchronize IP Address] (Synkronisera IP-adress)/[Synchronize Subnet
Mask] (Synkronisera delndtmask)*

*Vélj den som passar din miljo.
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2

2.1

2.1.1

2.1.2

Installning av krypterad kommunikation

Vi rekommenderar att du anvander féljande krypterade kommunikation for att férhindra att data avlyssnas,
data manipuleras och sessioner kapas.

TLS-kryptering
Vi rekommenderar att du konfigurerar féljande installningar for att minska sarbarheten.

Instéliningens s6kvég: [Utility] (Hjalp) - [Administrator] (Administratdr) - [Security] (Sékerhet) - [PKI Settings]
(PKl-installningar) - [Enable SSL Version] (Aktivera SSL-version)

Instéllningspost Rekommenderad instéllning

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Administratorslage och anvandarlage)
[SSL/TLS Version Setting] TLS1.2

(Installning av TLS1.3 (IEEE802.1X inkompatibel)

SSL/TLS-version)

[Encryption Strength] AES-256

(Krypteringsstyrka)

Det forsta certifikatet installeras pa fabriken. Om du behdver ett annat certifikat, registrera det nya pa féljande
plats.

Instaliningens sdkvag: [Utility] (Hjélp) - [Administrator] (Administrator) - [Security] (Sakerhet) - [PKI Settings]
(PKI-instaliningar) - [Device Certificate Setting] (Enhetscertifikatsinstéllning)

Instéllningspost Rekommenderad instéllning

[Encryption Key Type] RSA-2048_SHA-256

(Typ av krypteringsnyckel) ECDSA-256_SHA-256
ECDSA-384_SHA-384
ECDSA-521_SHA-384

TLS-krypteringen ar kompatibel med foljande protokoll och tjdnster. For mer information om instéllningens
s6kvag, se foljande avsnitt.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP via SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP Socket

HTTP (Web Connection)

Om du aktiverar [Enable SSL Version] (Aktivera SSL-version) kommer kommunikationslédget automatiskt
vaxla till TLS-krypterad kommunikation (HTTPS).

WebDAVServer

Instéllningens s6kvag: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (N&tverk) - [WebDAV
Settings] (WebDAV-instéllningar) - [WebDAV Server Settings] (WebDAV-serverinstaliningar)

Instéllningspost ‘ Rekommenderad instéllning

[SSL Settings] [Endast SSL]
(SSL-instéllningar)
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2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Instéliningens sokvag: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (Natverk) - [HTTP Server
Settings] (HTTP-serverinstélliningar)

Instéllningspost ‘ Rekommenderad instéllning

[IPP-SSL Settings] [Endast SSL]
(IPP-SSL-instéllningar)

OpenAPI

Instéliningens sokvég: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (Natverk) - [OpenAPI
Setting] (OpenAPI-instéllning) - [OpenAPI Setting] (OpenAPI-instéllning)

Instéllningspost ‘ Rekommenderad instéllning

[SSL/Port Settings] [Endast SSL]
(SSL/portinstaliningar)

RemotePanel

Instaliningens sokvag: [Utility] (Hjélp) - [Administrator] (Administrator) - [Network] (N&tverk) - [Remote Panel
Settings] (Fjarrpanelsinstéliningar) - [Remote Panel Server Settings] (Fjarrpanelsserverinstéliningar)

Instéllningspost ‘ Rekommenderad installning
[Port No.(SSL)] [50443]
(Portnummer (SSL))

Tips

Om du aktiverar [Enable SSL Version] (Aktivera SSL-version) kommer kommunikationen automatiskt vaxla till
TLS-krypterat l1&ge. Ange ett portnummer.

DPWS

Instaliningens s6kvéag: [Utility] (Hjélp) - [Administrator] (Administrator) - [Network] (Natverk) - [DPWS Settings]
(DPWS-instéllningar) - [DPWS Common Settings] (DPWS-grundinstéllningar)

Instéllningspost ‘ Rekommenderad instéllning

[SSL Settings] PA
(SSL-installningar)

POP

Instéliningens s6kvag: [Utility] (Hjélp) - [Administrator] (Administrator) - [Network] (Natverk) - [E-mail Setting]
(E-postinstéllning) - [E-mail RX (POP)] (E-postmottagning (POP))

Instéllningspost ‘ Rekommenderad instéllning
[Aktivera SSL] | PA
SMTP

Instaliningens sokvag: [Utility] (Hjalp) - [Administrator] (Administrator) - [Network] (Natverk) - [E-mail Setting]
(E-postinstéllining) - [E-mail TX (SMTP)] (E-postséandning (SMTP))

Instéllningspost ‘ Rekommenderad instéllning

[SSL/TLS-instéllningar] ‘ [SMTP via SSL]
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2.1.9

2.1.10

2.1.11

IEEE802.1X Auth

Instéliningens s6kvag: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (N&tverk) - [[EEE802.1X
Authentication Setting] (IEEE802.1X autentiseringsinstéllning) - [[IEEE802.1X Authentication Setting]
(IEEE802.1X autentiseringsinstalining) - [Supplicant Setting] (Supplikantinstéllning)

Instéllningspost ‘ Rekommenderad instélining
[EAP-Type] ‘ Valj [EAP-TLS], [EAP-TTLS] eller [PEAP].
LDAP

Instéliningens s6kvag: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (N&tverk) - [LDAP Setting]
(LDAP-installning) - [Setting Up LDAP] (Ange LDAP)

Instéllningspost ‘ Rekommenderad instéllning
[Aktivera SSL] ‘ PA
TCP Socket

Instaliningens sokvag: [Utility] (Hjélp) - [Administrator] (Administrator) - [Network] (Natverk) - [TCP Socket
Setting] (TCP-socketinstallning)

Instéllningspost ‘ Rekommenderad instéllning

[Use SSL/TLS] \ PA

Rekommendationer for sakra nétverksanslutna enheter



2.2

2.2.1

Annan kryptering

Vi rekommenderar att du konfigurerar féljande installningar for att minska sarbarheten. Fér mer information
om varje funktions instéllningar, se féljande avsnitt.

Funktion Rekommenderad instéllning
SMBServer SMB-mappkryptering, SMB-signatur
SMBClient Kerberos-autentisering
SNMP SNMPv3
IPSEC IKEv2
S/MIME PA

SMBServer

Att anvdnda SMB-mappkryptering och SMB-signatur kan reducera foljande sakerhetsrisker.

. Avlyssning: En fientlig tredje part kan fanga upp kommunikation och stjéla personlig eller
sekretessbelagd information.

° Manipulering av data: Det finns en risk att innehallet i kommunikationen kan manipuleras med en Man-
In-The-Middle Attack (MITM).

° Forfalskade identiteter: Om autentiseringsinformation blir stulen kan en tredje part anvénda uppgifterna
for en godkand anvéndare for att fa obehorig atkomst.

° Informationslackor: Okrypterad information kan latt fangas upp, sérskilt i dppna WiFi-natverk, vilket
Okar risken for l1ackor av personlig information och kreditkortsinformation.

SMB-mappkryptering

Forutsattningar

. Skapa en offentlig anvandarbox. Konfigurera dven installningen sa att den automatiskt éverfor filer fran
den offentliga anvdndarboxen och sparar dem i SMB-mappen.

° Ange l6senordet fér anvdndarboxen.

Instaliningens s6kvag: [Utility] (Hjélp) - [Administrator] (Administratr) - [Box] (Anv&ndarbox) - [User Box List]
(Anvandarboxlista)

Instéllningspost Rekommenderad installning
[SMB Communication [Kryptera]

Encryption]

(SMB-kommunikations-

kryptering)

SMB-signatur

Instaliningens sokvag: [Utility] (Hjélp) - [Administrator] (Administrator) - [Network] (Natverk) - [SMB Setting]
(SMB-instéllning) - [SMB Server Settings] (SMB-serverinstalining)

Instéllningspost Rekommenderad instéllning
[SMB security Signature [Obligatoriskt]
Setting]

(SMB-sakerhets-
signaturinstalining)
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2.2.2

2.2.3

2.2.4

SMBClient

Kerberos-autentiseringen anvander stark krypteringsteknik som markant reducerar risken fér behdrighets-
stélder under autentiseringsprocessen. Den sakerstéller &ven datasekretess och forhindrar att data mani-
puleras mellan sdndaren och mottagaren samt NTLM-rel&attacker.

Instéliningens s6kvag: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (N&tverk) - [SMB Setting]
(SMB-instéllning) - [Client Setting] (Klientinstéllning)

Instéllningspost

Rekommenderad instéllning

[SMB Authentication
Setting]
(SMB-autentiserings-
instéllning)

SNMP

[Kerberos]

Stall in krypteringen med SNMPv3. Om &ven autentiseringsinstéllningen 1&ggs till kan du 6ka sékerheten
ytterligare. Sakerhetsriskerna ar ungeféar de samma som med SMB.

Instaliningens sokvag: [Utility] (Hjalp) - [Administrator] (Administrator) - [Network] (Natverk) - [SNMP Setting]

(SNMP-instéllning)

Instéllningspost

Rekommenderad instéllning

[SNMP Setting] [SNMP v3(IP)]
(SNMP-instéllning)
[Krypteringsalgoritm] [AES-128]

[Authentication Method]
(Autentiseringsmetod)

IPSEC

Vilj [SHA-256], [SHA-384] eller [SHA-512].

Instaliningens sokvag: [Utility] (Hjélp) - [Administrator] (Administrator) - [Network] (Natverk) - [TCP/IP Setting]
(TCP/IP-instalining) - [IPsec] - [IPsec Setting] (IPsec-instéllning)

[IKEv2]

Instélliningspost

Rekommenderad instélining

[Krypteringsalgoritm]

[AES-CBC] ([256)/[192 and 256] (192 och 256)/[All] (Alla))

[Verifieringsalgoritm]

[SHA-2] (12561/[384]/[512]/[256 and 384] (256 och 384)/[384 and 512] (384
och 512)/[All] (Alla)), [AES-XCBC]

[Diffie-Hellman-grupp]

[SA]

Instéllningspost

[Group 14] (Grupp 14), [Group 19] (Grupp 19)

Rekommenderad instéllning

[Inkapslingslage]

[Tunnel], [Transport]

[Sakerhetsprotokoll]

[ESP]

[Metod for nyckelutbyte]

[IKEV2]

[Authentication Method]
(Autentiseringsmetod)

[Digital signatur]

[ESP Krypteringsalgoritm]

[AES-GCM] ([256)/[192 and 256] (192 och 256)/[All] (Alla)), [AES-GCM-64]
(1256]/[192 and 256] (192 och 256)/[All] (Alla)), [ENC_NULL_AES_GMAGC]
(1256)/[192 and 256] (192 och 256)/[All] (Alla))

[Perfekt fram. sekretess]

PA
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2.2.5

Instéllningspost Rekommenderad instéllning
[Diffie-Hellman [Group 14] (Grupp 14), [Group 19] (Grupp 19)
Group(IKEv2)]

(Diffie-Hellman-
grupp(IKEv2) - [Priority1-4]
(Prioritet 1-4)

S/MIME

Om du anvander alternativet S/MIME nér du skickar e-post kan du kryptera innehdllet i e-posten for att
férhindra avlyssning och fér att kontrollera avsdndarens identitet med en elektronisk signatur. Detta &ar en
effektiv atgard mot forfalskade identiteter och natfiske.

Instaliningens sokvag: [Utility] (Hjalp) - [Administrator] (Administrator) - [Network] (Natverk) - [E-mail Setting]
(E-postinstalining) - [S/MIME] (S/MIME)

Instéllningspost Rekommenderad instéllning

[Digital signatur] [Always add signature] (Lagg alltid till signatur)
[Digital Signature Type] [SHA-256]

(Digital signaturtyp)

[E-Mail Text Encrypt. [AES-256]

Method]

(Krypteringsmetod for

e-posttext)
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3.1

3.2

3.3

Installning av certifikatvalidering

Nar TLS-krypterad kommunikation anvands for att reducera paverkan fran man-in-the-middle-attacker
rekommenderar vi att du anvander certifikatvalidering. For valideringsposter rekommenderar vi att du
aktiverar certifikatets utgdngsdatum och certifikatkedjan som minimum.

Vid ett férsok att ansluta till en féréldrad miljo som inte har nagon certifikatvalideringsfunktion dkar risken for
man-in-the-middle-attacker. Vi rekommenderar att du anvander den i en saker natverksmiljo.

Certifikatvalidering p& MFP-sidan rekommenderas i féljande MFP-klientfunktioner. Fér mer information om
instéllningens sdkvag, se féljande avsnitt.

POP, SMTP (Start TLS/SMTP via SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Tips
Certifikatvalidering pa klientsidan som &r ansluten till MFP rekommenderas i féljande MFP-serverfunktioner.
HTTP (Web Connection/WebDAV/IPP/DPWS/OpenAPI/RemotePanel), TCP Socket

POP

Instaliningens sokvag: [Utility] (Hjalp) - [Administrator] (Administrator) - [Network] (Natverk) - [E-mail Setting]
(E-postinstélining) - [E-mail RX (POP)] (E-postmottagning (POP))

Instéllningspost Rekommenderad instéllning

[Certificate Verification Level | [Expiration Date] (Utgangsdatum): PA
Settings] [Chain] (Kedja): PA

(Instélining for certifikat-

verifieringsniva)

SMTP

Instéllningens sékvag: [Utility] (Hjélp) - [Administrator] (Administrator) - [Network] (Natverk) - [E-mail Setting]
(E-postinstéllning) - [E-mail TX (SMTP)] (E-postséndning (SMTP))

Instéllningspost Rekommenderad instéllning

[Certificate Verification Level | [Expiration Date] (Utgdngsdatum): PA
Settings] [Chain] (Kedja): PA

(Instalining for certifikat-

verifieringsniva)

IEEE802.1X Auth

Instéliningens s6kvag: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (Natverk) - [[EEE802.1X
Authentication Setting] (IEEE802.1X autentiseringsinstéllning) - [[IEEE802.1X Authentication Setting]
(IEEE802.1X autentiseringsinstallning) - [Supplicant Setting] (Supplikantinstéllning)

Instéllningspost Rekommenderad instéllning

[Certificate Verification Level | [Expiration Date] (Utgdngsdatum): PA
Settings] [Chain] (Kedja): PA

(Instalining for certifikat-

verifieringsniva)
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3.4

3.5

3.6

3.7

3.8

IPSEC

Instéliningens s6kvag: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (Natverk) - [TCP/IP Setting]
(TCP/IP-instélining) - [IPsec] (IPsec) - [Enable IPsec] (Aktivera IPsec)

Instéllningspost Rekommenderad installning

[Certificate Verification Level | [Expiration Date] (Utgangsdatum): [Bekréfta]
Settings] [Chain] (Kedja): [Bekréfta]

(Installning for certifikat-

verifieringsniva)

Tips
| [IPsec Setting] (IPsec-instélining), registrera posterna [IKE], [SA], [Peer] (P2P-nod) och [Protocol Setting]
(Protokollinstalining) i férvag.

WebDAVClient

Instéliningens s6kvag: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (Natverk) - [WebDAV
Settings] (WebDAV-instaliningar) - [WebDAV Client Settings] (WebDAV-klientinstéllningar)

Instéllningspost ‘ Rekommenderad instéllning

[Certificate Verification Level | [Expiration Date] (Utgangsdatum): PA
Settings] [Chain] (Kedja): PA

(Instalining for certifikat-

verifieringsniva)

LDAP

Instéliningens sokvég: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (Natverk) - [LDAP Setting]
(LDAP-instéllning) - [Setting Up LDAP] (Ange LDAP)

Instéllningspost Rekommenderad instéllning

[Certificate Verification Level | [Expiration Date] (cUtgéngsdatum): PA
Settings] [Chain] (Kedja): PA

(Instalining for certifikat-

verifieringsniva)

DPWS

Instaliningens sékvéag: [Utility] (Hjélp) - [Administrator] (Administrator) - [Network] (Natverk) - [DPWS Settings]
(DPWS-installningar) - [DPWS Common Settings] (DPWS-grundinstélliningar)

Instéllningspost Rekommenderad instéllning

[Certificate Verification Level | [Expiration Date] (Utgangsdatum): PA
Settings] [Chain] (Kedja): PA

(Instéllning for certifika-

tverifieringsniva)

OpenAPI

Instéliningens sdkvég: [Utility] (Hjalp) - [Administrator] (Administratdr) - [Network] (Natverk) - [OpenAPI
Setting] (OpenAPI-instéllning) - [OpenAPI Setting] (OpenAPI-installning)

Instéllningspost Rekommenderad instéllning

[Certificate Verification Level | [Expiration Date] (Utgangsdatum): PA
Settings] [Chain] (Kedja): PA

(Installning for certifikat-

verifieringsniva)
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3.9 RemotePanel

Instéliningens sékvég: [Utility] (Hjalp) - [Administrator] (Administratér) - [Network] (N&tverk) - [Remote Panel
Settings] (Fjarrpanelsinstéliningar) - [Remote Panel Client Settings] (Fjarrpanelsklientinstalliningar)

Instéllningspost ‘ Rekommenderad instéllning
[Certificate Verification Level | [Expiration Date] (Utgangsdatum): PA
Settings] [Chain] (Kedja): PA

(Instalining for certifikat-
verifieringsniva)

Rekommendationer for sakra nétverksanslutna enheter
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E—— 1]
4 Ytterligare sakerhetsinformation
4.1 Rekommenderade basta metoder

Vi rekommenderar att krypteringsalgoritmerna anvénds i enlighet med instéllningarna som rekommenderas
som bésta metoder i EUCC:s riktlinjer for kryptografi och SOGIS godkanda kryptografiska mekanismer.

Nedan finns en lista 6ver krypteringsalgoritmer och nyckelldngder som rekommenderas av EUCC:s riktlinjer
fér kryptografi och SOGIS godkanda kryptografiska mekanismer.

Alternativ

Rekommenderad instéllning

Krypteringsalgoritmer

AES (Advanced Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Secure Hash Algorithm 2)

ECC (Elliptic Curve Cryptography)

HMAC (Hash-based Message Authentication Code)

Krypteringsnyckelldngd

Tips

RSA: 2048 bitar eller mer
ECC: 256 bitar eller mer
AES: 256 bitar

Foér mer information, se senaste EUCC:s riktlinjer for kryptografi och SOGIS godkanda kryptografiska

mekanismer.
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4

4.2 Forsiktighetsatgarder for kommunikation med foraldrade system

Féljande protokoll och versioner férmodas anvandas fér kommunikation med foraldrade system.

Att anvanda féraldrade system Okar sékerhetsriskerna, anvand dem darfér i en saker natverksmiljo.

Alternativ Instéliningar foér féraldrade system

Protokoll SLP

FTP

SMB (3.0 eller &ldre version, NTLMv1/v2)

SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: Beroende pa server/OFF)
DPWS

TCPSocket

Krypteringsalgoritmer SHA-1 (Secure Hash Algorithm 1)

DES (Data Encryption Standard)

3DES (Triple Data Encryption Standard)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

Krypteringsnyckellangd RSA: 1024 bitar eller mindre
ECC: 160 bitar eller mindre
AES: 128 bitar eller mindre
DES: 56 bitar

3DES: 112 bitar

IPsec-instéllningar for foraldrade system

[IKEv1]
Instéllningspost Installningar for foraldrade system
[Krypteringsalgoritm] [DES-CBC]
[BDES-CBC(C]
[AES-CBC] ([128]/[192]/[128 and 192] (128 och 192))
[Verifieringsalgoritm] Anvands inte
[Diffie-Hellman-grupp] [Group 1] (Grupp 1), [Group 2] (Grupp 2), [Group 5] (Grupp 5)
[IKEv2]
Instéllningspost Instéllningar for foraldrade system
[Krypteringsalgoritm] [DES-CBC]
[BDES-CBC]
[AES-CBC] ([128]/[192]/[128 and 192] (128 och 192))
[Verifieringsalgoritm] Anvéands inte
[Diffie-Hellman-grupp] [Group 1] (Grupp 1), [Group 2] (Grupp 2), [Group 5] (Grupp 5)
[SA]
Instéllningspost Instéllningar for foraldrade system
[Metod for nyckelutbyte] [IKEV1]
[Authentication Method] [Digital signatur]

(Autentiseringsmetod)

[ESP Krypteringsalgoritm] [BDES-CBC] ([128]/[192])/[128 and 192] (128 och 192))

[AES-CTR] ([128]/[192)/[128 and 192] (128 och 192))

[AES-GCM] ([128]/[192]/[128 and 192] (128 och 192))
[AES-GCM-64] ([128]/[192])/[128 and 192] (128 och 192))
[ENC_NULL_AES_GMAC] ([128])/[192]/[128 and 192] (128 och 192))

[Perfekt fram. sekretess] PA

[Diffie-Hellman Group(IKEv1)] | [Group 1] (Grupp 1), [Group 2] (Grupp 2), [Group 5] (Grupp 5)
(Diffie-Hellman-grupp(IKEv1))
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4

4.3 Natverksgranssnitt och tjanster som ar tillgangliga fran leverans
fran fabrik

Typ av tjanst Protokoll Porthummer
DHCP UDP 68
HTTP-server TCP 80
NetBIOS-namntjanst UDP 137
NetBIOS-datagramtjanst UDP 138
SNMP UDP 161
HTTP-server via SSL/IPP via SSL TCP 443
LPD-utskrift TCP 515
DHCPv6-klient UDP 546
IPP Print TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-verktyg) TCP 8091
RAW-utskrift TCP 9100
RAW-utskrift TCP 9112
RAW-utskrift TCP 9113
RAW-utskrift TCP 9114
RAW-utskrift TCP 9115
RAW-utskrift TCP 9116
OpenAPI TCP 50001

Rekommendationer for sakra nétverksanslutna enheter
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4.4 Om validering av inmatning

For antalet tecken som ska matas in for natverksinstéllning med mera, se respektive installningspost i
anvandarhandboken.

Beroende pé sprakets kodning kan maximalt tilldten inmatning (data som sparas i MFP) for poster som
stodjer tecken med flera bytes vara tre ganger antalet tecken.
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Bu kilavuz hakkinda

Bu kilavuz, cihazlarin glvenli kullanimini saglayan bilgileri ve ayarlar agiklamaktadir.

Makineyi aga baglarken, glivenlik duvari ile korunan bir ortamda kullanin. Ayrica, makinenin IP adresi i¢in 6zel
bir IP adresi ayarlamanizi 6neririz.

Ozel bir IP adresi ayarlamak, yalnizca yerel alan adi (8rnegin, dahili LAN) (izerindeki kullanicilarin makineye
erismesine izin vererek, disaridan yetkisiz erisimi engeller.

Global IP adresi kullanmaniz gerekiyorsa, makineyi mutlaka bir glivenlik duvari igine kurun.

Gulvenli ag baglantili cihazlar igin dneriler
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1.1

1.2

IP Filtreleme Ayarlari

IP filtreleme, makineye erisebilen cihazlar IP adresine gére sinirlayan bir islevdir. Bu islevi dogru sekilde
ayarlamak, yetkisiz cihazlarin erisimini sinirlamaniza olanak saglar.

Makinenin IP filireleme islevi asagidaki iki ydntemle ayarlanabilir.

IP filtreleme
Erisime izin veren veya engelleyen IP adreslerinin araligini manuel olarak belirtin.

Konum ayar: [Utility] (Uygulama) - [Administrator] (YOnetici) - [Network] (Ag) - [TCP/IP Setting] (TCP/IP Ayari)
- [IP Address Filtering] (IP Filtreleme)

Tavsiyeler
Ortaminiza uygun olarak izin verilecek veya engellenecek IP adreslerini ayarlayin.

Hizli IP Filtreleme

Erisime izin verilecek IP adresleri araligi, makinede ayarlanan IP adresi ve alt ag maskesine gére otomatik
olarak belirlenir.

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Ag) - [TCP/IP Setting] (TCP/IP Ayar)
- [Quick IP Filtering] (Hizl IP Filtreleme)

Onerilen ayarlar: [Synchronize IP Address] (IP Adresi Senkronize Et)/[Synchronize Subnet Mask] (Alt Ag
Maskesini Senkronize Et) *

* Ortaminiza uygun olani segin.

Gulvenli ag baglantili cihazlar igin dneriler



2

2.1

2.1.1

2.1.2

Sifreli lletisimi Ayarlama

Veri dinleme, veri tahrifati ve oturum ele gecirmeyi dnlemek i¢in asagidaki sifreli iletisimi kullanmanizi éneririz.

TLS sifreleme
Gulvenlik agiklar riskini azaltmak icin asagidaki ayarlar yapilandirmanizi éneririz.

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Security] (Guvenlik) - [PKI Settings] (PKI
Ayarlari) - [Enable SSL Version] (SSL Strimint Etkinlestir)

Ayar 6gesi Onerilen ayar

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Y&netici Modu ve Kullanici Modu)
[SSL/TLS Version Setting] TLS1.2

(SSL/TLS Surum Ayari) TLS1.3 (IEEE802.1X uyumsuz)

[Encryption Strength] AES-256

(Sifreleme Gulvenlik Dlzeyi)

ik sertifika fabrikada yiklenir. Farkl bir sertifikaya ihtiyaciniz varsa, asagidaki yerden yeni bir sertifika
kaydedin.

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Security] (Guvenlik) - [PKI Settings] (PKI
Ayarlar) - [Device Certificate Setting] (Cihaz Sertifika Ayari)

Ayar 6gesi Onerilen ayar
[Encryption Key Type] RSA-2048_SHA-256
(Sifreleme Anahtari Tar() ECDSA-256_SHA-256

ECDSA-384_SHA-384
ECDSA-521_SHA-384

TLS sifreleme, asagidaki protokoller ve hizmetler igin desteklenmektedir. Ayar konumlari hakkinda detayli
bilgi icin asagidaki bélimlere bakin.

° HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, UzaktanKumandaPaneli)

DPWS

POP

SMTP (TLS'yi baslat, SSL Gizerinden SMTP)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP Soketi

HTTP (Web Connection)

[Enable SSL Version] (SSL Strimunu Etkinlestir) secenegini etkinlestirirseniz, iletisim modu otomatik olarak
TLS sifreli iletisime (HTTPS) gecer.

WebDAVServer

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (AJ) - [WebDAYV Settings] (WebDAV
Ayarlari) - [WebDAV Server Settings] (WebDAV Sunucu Ayarlari)

Ayar 6gesi ‘ Onerilen ayar

[SSL Ayarlan] ‘ [Sadece SSL]

Gulvenli ag baglantili cihazlar igin dneriler



2.1.3

21.4

2.1.5

2.1.6

21.7

2.1.8

IPP

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Ag) - [HTTP Server Settings] (HTTP
Sunucu Ayarlar)

Ayar 6gesi ‘ Onerilen ayar

[IPP-SSL Settings] [Sadece SSL]
(IPP-SSL Ayarlari)

OpenAPI

Konum ayari: [Utility] (Uygulama) - [Administrator] (Y&netici) - [Network] (Ag) - [OpenAPI Setting] (OpenAPI
Ayarl) - [OpenAPI Setting] (OpenAPI Ayari)

Ayar 6gesi ‘ Onerilen ayar
[SSL/Port Settings] [Sadece SSL]
(SSL/Port Ayarlari)

UzaktanKumandaPaneli

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Ag) - [Remote Panel Settings]
(Uzaktan Kumanda Paneli Ayarlar) - [Remote Panel Server Settings] (Uzaktan Kumanda Sunucu Ayarlari)

Ayar 6gesi ‘ Onerilen ayar

[Port No.(SSL)] ‘ (50443
(Port Numarasi (SSL))

Tavsiyeler

[Enable SSL Version] (SSL StriimUni Etkinlestir) segenegdini etkinlestirirseniz, iletisim otomatik olarak TLS
sifreli moda geger. Bir port numarasi belirtin.

DPWS

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Ag) - [DPWS Settings] (DPWS
Ayarlar) - [DPWS Common Settings] (DPWS Ortak Ayarlari)

Ayar 6gesi ‘ Onerilen ayar
[SSL Ayarlari] ‘ ACIK
POP

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Ag) - [E-mail Setting] (E-posta Ayar) -
[E-mail RX (POP)] (E-posta alimi (POP))

Ayar 6gesi ‘ Onerilen ayar
[SSL Gec. Kil] \ ACIK
SMTP

Konum ayari: [Utility] (Uygulama) - [Administrator] (Y&netici) - [Network] (Ag) - [E-mail Setting] (E-posta Ayari) -
[E-mail TX (SMTP)] (E-posta TX (SMTP))

Ayar 6gesi ‘ Onerilen ayar
[SSL/TLS Settings] [SSL Gzerinden SMTP]
(SSL/TLS Ayarlari)
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2.1.9 IEEE802.1X Auth

Konum ayari: [Utility] (Uygulama) - [Administrator] (Y&netici) - [Network] (Ag) - [[EEE802.1X Authentication
Setting] (EEE802.1X Dogrulama Ayarl) - [[IEEE802.1X Authentication Setting] (EEE802.1X Dogrulama Ayari) -
[Supplicant Setting] (Dogrulama Isteyen Ayar)

Ayar 6gesi ‘ Onerilen ayar

[EAP-Type] (EAP Tipi) ‘ [EAP-TLS], [EAP-TTLS], veya [PEAP] segcin.

2.1.10 LDAP

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (AJ) - [LDAP Setting] (LDAP Ayar) -
[Setting Up LDAP] (LDAP Kurulumunu Yap)

Ayar 6gesi ‘ Onerilen ayar

[SSL Geg. Kil] ‘ ACIK

2.1.11  TCP Soketi
Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Ag) - [TCP Socket Setting] (TCP

Soket Ayarn)
Ayar 6gesi ‘ Onerilen ayar
[Use SSL/TLS] \ ACIK
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2.2 Diger sifreleme

Guvenlik aciklan riskini azaltmak i¢in asagidaki ayarlari yapilandirmanizi éneririz. Her bir iglevin ayarlar
hakkinda detayli bilgi icin asagidaki bolimlere bakin.

Fonksiyon Onerilen ayar

SMBSunucusu SMB Klasérii Sifreleme, SMB imza
SMBistemcisi Kerberos Dogrulama

SNMP SNMPv3

IPSEC IKEv2

S/MIME AGIK

2.2.1 SMBSunucusu

SMB klasoru sifreleme ve SMB imzasi kullanmak asagidaki glivenlik risklerini azaltabilir.
° Gizlice dinleme: Kétu niyetli Gglinct sahislar iletisimi ele gecirebilir ve kisisel veya gizli bilgileri calabilir.
° Veri tahrifati: lletisim iceriginin Aradaki Adam Saldirnsi (MITM) ile tahrif edilme riski vardir.

° Sahte e-posta: Dogrulama bilgisi ¢calinirsa, G¢lincl bir taraf mesru bir kullanici gibi davranarak yetkisiz
erisim saglayabilir.

° Bilgi sizintisi: Sifrelenmemis iletisim, 6zellikle halka agik Wi-Fi aglarinda kolayca ele gegirilebilir ve bu da
kisisel bilgilerin ve kredi karti bilgilerinin sizdiriima riskini artirir.

SMB Klaséri Sifreleme

On Kosullar

° Ortak Kullanici Kutusu olusturun. Ayrica, dosyalar Ortak Kullanici Kutusundan otomatik olarak
aktarmak ve SMB klas6riine kaydetmek icin ayari yapilandirin.

° Kullanici Kutusu igin sifreyi belirtin.

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Box] (Kutu) - [User Box List] (Kullanici Kutusu

Listesi)
Ayar 6gesi Onerilen ayar
[SMB Communication [Encrypt] (Sifrele)
Encryption]

(SMB lletisim Sifreleme)

SMB imza

Konum ayari: [Utility] (Uygulama) - [Administrator] (Y&netici) - [Network] (Ag) - [SMB Setting] (SMB Ayari) -
[SMB Server Settings] (SMB Sunucu Ayarlari)

Ayar 6gesi Onerilen ayar
[SMB security Signature [Gerekli]
Setting]

(SMB giivenligi imza Ayan)
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2.2.2

2.2.3

2.2.4

SMBistemcisi

Kerberos dogrulama, glicli sifreleme teknoloijisi kullanir ve kimlik dogrulama islemi sirasinda kimlik bilgilerinin
calinma riskini dnemli élgtide azaltir. Ayrica veri bitlinligina saglar, génderen ve alici arasinda veri tahrifatini

ve NTLM aktarim saldirilarini 6nler.

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Agd) - [SMB Setting] (SMB Ayari) -

[Client Setting] (istemci Ayari)

Ayar 6gesi Onerilen ayar
[SMB Authentication [Kerberos]
Setting] (

SMB Dogrulama Ayari)

SNMP

SNMPV3 kullanarak sifrelemeyi ayarlayin. Dogrulama ayari da eklenirse, glivenligi daha da artirabilirsiniz.
Guvenlik riskleri SMB ile hemen hemen aynidir.

Konum ayari: [Utility] (Uygulama) - [Administrator] (YOnetici) - [Network] (Ag) - [SNMP Setting] (SNMP Ayari)

Ayar 6gesi Onerilen ayar
[SNMP Ayari] [SNMP v3(IP)]
[Sifreleme Algoritmasi] [AES-128]

[Dogrulama metodu]

IPSEC

[SHA-256], [SHA-384], veya [SHA-512] segin.

Konum ayari: [Utility] (Uygulama) - [Administrator] (YOnetici) - [Network] (Ag) - [TCP/IP Setting] (TCP/IP Ayar) -
[IPsec] - [IPsec Setting] (IPsec Ayari)

[IKEv2]

Ayar 6gesi

Onerilen ayar

[Sifreleme Algoritmasi]

[AES-CBC] ([256]/[192 and 256] (192 ve 256)/[All] (TUm{))

[Dogrulama Algoritmasi]

[SHA-2] ([256]/[384)/[512)/[256 and 384] (256 ve 384)/[384 and 512
(384 ve 512)/[All] (Tum)), [AES-XCBC]

[Diffie-Hellman Grubu]

[SAl

Ayar 6gesi

[Group 14] (Grup 14), [Group 19] (Grup 19)

Onerilen ayar

[Sarma Modu]

[Tunnel] (Ttnel), [Transport] (Tasima)

[Glvenlik Protokol(] [ESP]

[Key Exchange Method] [IKEV2]
(Anahtar Degisim Y&ntemi)

[Dogrulama metodu] [Dijital imza]

[ESP Sifrel. Algoritmasi]

[AES-GCM] ([256]/[192 and 256] (192 ve 256)/[All] (Tiim(i)), [AES-GCM-64]
(1256)/[192 and 256] (192 ve 256)/[All] (Timii)), [ENC_NULL_AES_GMAC]
(1256)/[192 and 256] (192 ve 256)/[All] (Tum())

[Mikemmel ileti Gizliligi]

ACIK

[Diffie-Hellman
Group(IKEv2)]
(Diffie-Hellman
Grubu(IKEv2)) - [Priority1-4]
(Oncelik1-4)

[Group 14] (Grup 14), [Group 19] (Grup 19)
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2.2.5 S/MIME

E-posta génderirken istege bagh S/MIME kullanirsaniz, e-posta igerigini dinlemeye karsi sifreleyebilir ve
elektronik imza ile génderenin kimligini dogrulayabilirsiniz. Bu, sahtecilik ve kimlik hirsizhigr dolandiriciigina
karsi etkili bir dnlemdir.

Konum ayari: [Utility] (Uygulama) - [Administrator] (Y&netici) - [Network] (Ag) - [E-mail Setting] (E-posta Ayari) -
[S/MIME]

Ayar 6gesi Onerilen ayar

[Dijital imza] [Always add signature] (Her zaman imza ekleyin)

[Digital Signature Type] [SHA-256]
(Dijital Imza Tipi)

[E-Mail Text Encrypt. [AES-256]
Method]
(E-Posta Metin Sifreleme
Yontemi)
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3

3.1

3.2

3.3

Sertifika Dogrulamasini Ayarlama

TLS ile sifrelenmis iletisimi kullanirken Aradaki Adam (MITM) saldinlarinin etkisini azaltmak icin sertifika
dogrulamasini kullanmanizi éneririz. Dogrulama 6geleri i¢in, en azindan sertifika son kullanma tarihini ve
zincirini etkinlestirmenizi éneririz.

Sertifika dogrulama islevi olmayan eski bir ortama baglanmaya calisilirsa, aradaki adam saldirilarinin riski
artar. Guvenli bir ag ortaminda kullanmanizi 6neririz.

Asagidaki MFP istemci islevlerinde MFP tarafinda sertifika dogrulamasi 6nerilir. Ayar konumlari hakkinda
detayl bilgi icin asagidaki bélimlere bakin.

POP, SMTP (SSL iizerinden TLS/SMTP'yi baglatin), IEEE802.1X Auth (EAP-TiPi: EAP-TLS/EAP-TTLS/PEAP),
IPSec, WebDAV, LDAP, DPWS, UzaktanKumandaPaneli

Tavsiyeler

MFP'ye bagl istemci tarafinda sertifika dogrulamasi, asagidaki MFP sunucu islevlerinde &nerilir.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / UzaktanKumandaPaneli), TCP Soketi

POP

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Agd) - [E-mail Setting] (E-posta Ayar) -
[E-mail RX (POP)] (E-posta alimi (POP))

Ayar 6gesi ‘ Onerilen ayar
[Sertifika Dogrulama ‘ [Expiration Date] (Son Kullanma Tarihi): AGIK

Seviyesi Ayarlari] [Chain] (Zincir): ACIK

SMTP

Konum ayari: [Utility] (Uygulama) - [Administrator] (Y&netici) - [Network] (Ag) - [E-mail Setting] (E-posta Ayar) -
[E-mail TX (SMTP)] (E-posta TX (SMTP))

Ayar 6gesi ‘ Onerilen ayar

[Sertifika Dogrulama [Expiration Date] (Son Kullanma Tarihi): ACIK
Seviyesi Ayarlari] [Chain] (Zincir): ACIK

IEEE802.1X Auth

Konum ayari: [Utility] (Uygulama) - [Administrator] (Y&netici) - [Network] (Ag) - [[EEE802.1X Authentication
Setting] (IEEE802.1X Dogrulama Ayari) - [[EEE802.1X Authentication Setting] (IEEE802.1X Dogrulama Ayar) -
[Supplicant Setting] (Dogrulama Isteyen Ayar)

Ayar 6gesi ‘ Onerilen ayar

[Sertifika Dogrulama [Expiration Date] (Son Kullanma Tarihi): ACIK
Seviyesi Ayarlari] [Chain] (Zincir): ACIK
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3.4

3.5

3.6

3.7

3.8

IPSEC

Konum ayari: [Utility] (Uygulama) - [Administrator] (Y&netici) - [Network] (AQ) - [TCP/IP Setting] (TCP/IP Ayarn) -
[IPsec] - [Enable IPsec] (IPsec Devreye Al)

Ayar 6gesi ‘ Onerilen ayar

[Sertifika Dogrulama [Expiration Date] (Son Kullanma Tarihi): [Onay]
Seviyesi Ayarlari] [Chain] (Zincir): [Onay]

Tavsiyeler

[IPsec Setting]'de (IPsec Ayar), [IKE], [SA], [Peer] (Es), ve [Protocol Setting] (Protokol Ayari) 6gelerini dnceden
kaydedin.

WebDAVistemcisi

Konum ayari: [Utility] (Uygulama) - [Administrat_or] (Yonetici) - [Network] (Ag) - [WebDAV Settings] (WebDAV
Ayarlari) - [WebDAV Client Settings] (WebDAV Istemci Ayarlari)

Ayar 6gesi ‘ Onerilen ayar

[Sertifika Dogrulama [Expiration Date] (Son Kullanma Tarihi): ACIK
Seviyesi Ayarlari] [Chain] (Zincir): ACIK

LDAP

Konum ayari: [Utility] (Uygulama) - [Administrator] (Y&netici) - [Network] (Ag) - [LDAP Setting] (LDAP Ayari) -
[Setting Up LDAP] (LDAP Kurulumunu Yap)

Ayar 6gesi ‘ Onerilen ayar

[Sertifika Dogrulama [Expiration Date] (Son Kullanma Tarihi): AGIK
Seviyesi Ayarlari] [Chain] (Zincir): ACIK

DPWS

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Ag) - [DPWS Settings] (DPWS
Ayarlar) - [DPWS Common Settings] (DPWS Ortak Ayarlari)

Ayar 6gesi ‘ Onerilen ayar

[Sertifika Dogrulama [Expiration Date] (Son Kullanma Tarihi): AGIK
Seviyesi Ayarlari] [Chain] (Zincir): AGIK

OpenAPI

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Ag) - [OpenAPI Setting] (OpenAPI
Ayari) - [OpenAPI Setting] (OpenAPI Ayar)

Ayar 6gesi ‘ Onerilen ayar

[Sertifika Dogrulama [Expiration Date] (Son Kullanma Tarihi): ACIK
Seviyesi Ayarlari] [Chain] (Zincir): AGIK
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3.9 UzaktanKumandaPaneli

Konum ayari: [Utility] (Uygulama) - [Administrator] (Yonetici) - [Network] (Ag) - [Remote Panel S_ettings]
(Uzaktan Kumanda Paneli Ayarlar) - [Remote Panel Client Settings] (Uzaktan Kumanda Paneli Istemci

Ayarlari)
Ayar 6gesi ‘ Onerilen ayar

[Sertifika Dogrulama [Expiration Date] (Son Kullanma Tarihi): AGIK
Seviyesi Ayarlari] [Chain] (Zincir): ACIK

Gulvenli ag baglantili cihazlar igin dneriler
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4 Ek Givenlik Bilgileri

4.1 En iyi uygulama oénerisi

Kullanilacak sifreleme algoritmalarinin, EUCC Kriptografi Kilavuzlari ve SOGIS-Onayli-Kriptografik-Mekaniz-
malarinda énerilen en iyi uygulama ayarlarina uygun olmasini tavsiye ederiz.

Asagida, EUCC Kriptografi Kilavuzlarn ve SOGIS-Onayli-Kriptografik-Mekanizmalar tarafindan énerilen
sifreleme algoritmalari ve anahtar uzunluklarinin bir listesi bulunmaktadir.

Oge

Onerilen ayar

Sifreleme algoritmalari

AES (Gelismis Sifreleme Standardi)

RSA (Rivest-Shamir-Adleman)

SHA-2 (Guvenli Karma Algoritmasi 2)

ECC (Eliptik Egri Kriptografisi)

HMAC (Karma tabanli Mesaj Dogrulama Kodu)

Sifreleme anahtar uzunlugu

Tavsiyeler

RSA: 2048 bit veya daha fazla
ECC: 256 bit veya daha fazla
AES: 256 bit

Detaylar icin, en son EUCC Kriptografi Kilavuzlari ve SOGIS-Onayli-Kriptografik-Mekanizmalara bakiniz.

Gulvenli ag baglantili cihazlar igin dneriler
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4.2 Eski sistemlerle iletisim kurarken alinmasi gereken onlemler

Asagidaki protokoller ve sirliimlerin eski sistemlerle iletisim igin kullanildigi varsayiimaktadir.

Eski ayarlar kullanmak glvenlik risklerini artirir, bu nedenle lGtfen bunlar giivenli bir ag ortaminda kullanin.

Oge Eski ayarlar

Protokol SLP
FTP
SMB (3.0 veya 6nceki sirim, NTLMv1/v2)
SNMPv1/v2

I[EEE802.1X Auth (EAP-TIPI: Sunucuya Bagli/KAPALI)
DPWS
TCPSoketi

Sifreleme algoritmalar

SHA-1 (Guvenli Karma Algoritmasi 1)
DES (Veri Sifreleme Standard)

3DES (Ucli Veri Sifreleme Standard)
RC2-40 (D51Rivest Sifre)

RC2-64 (D51Rivest Sifre)

RC2-128 (D51Rivest Sifre)

Sifreleme anahtar uzunlugu

RSA: 1024 bit veya daha az
ECC: 160 bit veya daha az
AES: 128 bit veya daha az

DES: 56 bit
3DES: 112 bit
IPsec eski ayarlar
[IKEV1]
Ayar 6gesi Eski ayarlar
[Sifreleme Algoritmasi] [DES-CBC]
[3DES-CBC]

[AES-CBC] ([128)/[192)/[128 and 192] (128 ve 192))

[Dogrulama Algoritmasi]

Kullaniimiyor

[Diffie-Hellman Grubu]

[Group 1] (Grup 1), [Group 2] (Grup 2), [Group 5] (Grup 5)

[IKEv2]
Ayar 6gesi Eski ayarlar
[Sifreleme Algoritmasi] [DES-CBC(C]
[BDES-CBC]

[AES-CBC] ([128)/[192)/[128 and 192] (128 ve 192))

[Dogrulama Algoritmasi]

Kullaniimiyor

[Diffie-Hellman Grubu]

[Group 1] (Grup 1), [Group 2] (Grup 2), [Group 5] (Grup 5)

[SA]
Ayar 6gesi Eski ayarlar
[Key Exchange Method] [IKEv1]
(Anahtar Degisim Yontemi)
[Dogrulama metodul] [Dijital imza]

[ESP Sifrel. Algoritmasi]

[3DES-CBC] ([128]/[192]/[128 and 192] (128 ve 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 ve 192))

[AES-GCM] ([128]/[192]/[128 and 192] (128 ve 192))
[AES-GCM-64] ([128]/[192]/[128 and 192] (128 ve 192))
[ENC_NULL_AES_GMAC] ([128]/[192)/[128 and 192] (128 ve 192))

[Miikemmel ileti Gizliligi]

ACIK

Gulvenli ag baglantili cihazlar igin dneriler
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Ayar 6gesi

Eski ayarlar

[Diffie-Hellman
Group(IKEv1)]
(Diffie-Hellman
Grubu(IKEv1))

[Group 1] (Grup 1), [Group 2] (Grup 2), [Group 5] (Grup 5)

Gulvenli ag baglantili cihazlar igin dneriler
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4.3 Fabrika sevkiyatinda mevcut ag arayuizleri ve hizmetleri
Hizmet Tiiri Protokol Port Numarasi
DHCP UDP 68
HTTP sunucu TCP 80
NETBIOS Ad Hizmeti UDP 137
NETBIOS Datagram Hizmeti UDP 138
SNMP UDP 161
ﬁDSPL Uzerinden HTTP Sunucusu/ SSL Gzerinden | TCP 443
LPD Yazdir TCP 515
DHCPv6 istemci UDP 546
IPP Yazdir TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS araci) TCP 8091
RAW Baski TCP 9100
RAW Baski TCP 9112
RAW Baski TCP 9113
RAW Baski TCP 9114
RAW Baski TCP 9115
RAW Baski TCP 9116
OpenAPI TCP 50001

Gulvenli ag baglantili cihazlar igin dneriler

16



4.4 Giris dogrulamasi hakkinda

Ag ayarlari vb. igin girilecek karakter sayisi hakkinda bilgi icin, Kullanim Kilavuzu'ndaki her bir ayar 6gesine
bakin.

Dilin kodlamasina bagli olarak, ¢cok baytl karakterleri destekleyen 6geler icin izin verilen maksimum giris
(MFP'de kaydedilen veriler) karakter sayisinin ¢ kati olabilir.
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Mpo uen NocibHuK
Y uboMy NOCIBHUKY onmncaHa iHhopMaLia Ta HanawTyBaHHS, Lo 3a6e3nevyoTb 6e3neyYHe BUKOPUCTaHHS
npunagis.

Migkntovatoum Ler anapar oo Mepexi, BUKOPUCTOBYIWTE MO0 B CepefoBULLi, 3axuLLLEHOMY BpaHaMayepoM.
Takox pekomeHayeMo HanawTysaTu npusaTtHy IP-agpecy ona IP-agpecn anapara.

Jlnwe HanawTyBaHHA npuBaTHoI IP-agpecn gae MOXNMBICTb KOPUCTYBa4YaM IOKaNbHOI Mepexi, AK-0T
BHYTPIWHA LAN, maTtn goctyn fo anapara, 3anobirato4m HeCaHKLiOHOBaHOMY JOCTYMY 330BHi.

Ao Bam NoTpibHO BMKOpUCTOBYBaTU rnobanebHy IP-agpecy, 060B'si3KOBO 3axMCTIiTh Liei anapar 3a
Jornomoroo 6paHgmayepa.
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1 HanawTyBaHHS dinbTpyBaHHA IP-agpec

QdinbTpyBaHHA IP-agpec — ue yHKLUifA, sKa 06MeXYE KinbKicTb Npunagis, WO MOXYTb OTpUMaTK AOCTYN A0
uboro anapara, 3a |IP-agpecoto. NMpasunbHe HanawTyBaHHS Liel PYHKLiT Aae 3Mory 0O6MeXnTn AoCTyn i3
HeCaHKLiOHOBaHNX Npunagis.

OyHKLUit0 dinbTpyBaHHSA IP-agpec Ha upboMy anapaTiB MOXKHA BCTAHOBUTM O4HMM i3 ABOX HaBedeHUX HKYe
MEeTOAIB.

1.1 dinbTpyBaHHs IP-agpec

3BapaTn Bpy4Hy gianasoH IP-agpec, Skum noTpibHO [03BoNUTH abo 3ab6OPOHUTM OOCTYM.

Micue 3HaxomkeHHs HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (AomiHicTpaTtop) - [Network]
(Mepexa) - [TCP/IP Setting] (HanawTtysaHHs TCP/IP) - [IP Address Filtering] (PinsTpyBaHHs IP-agpec)

Mopaaun
HanawTywnTte IP-agpecn, siki 6yae [o3BosieHo abo 3a60pPOHEHO BiAMOBIAHO OO BALIOro cepenoBumLa.

1.2 LLsnake dinbTpyBaHHs IP-agpec

[Liana3soH IP-agpec i3 fo3B0OMEeHNM JOCTYNOM BCTAHOBIIOETLCSH aBTOMaTUYHO Ha OCHOBI IP-agpecu Ta Mmacku
nigmepexi, BCTAaHOBAEHUX Y LbOMY anapari.

Micue 3HaxopxeHHst HanawTysaHHs: [Utility] (YTuniTa) - [Administrator] (Agminictpartop) - [Network]
(Mepexa) - [TCP/IP Setting] (HanawTtysaHHsa TCP/IP) - [Quick IP Filtering] (LLIBugke dinsTpyBaHHs IP)

PekomeHpoBaHi HanawTysaHHs: [Synchronize IP Address] (CuHxpoHizysatu IP-agpecy)/[Synchronize Subnet
Mask] (CuHxpoHizyBaTu Mmacky mepexi) *

* O6epiTb OAHE BiAMNOBIAHO [0 CEpenoBuLLaA.
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2

2.1

2.1.1

HanawTtyBaHHS 3aluMppoBaHOro 3B'A3Ky

PekomeHoyeEMO BUKOPUCTOBYBATU HACTYNHNI 3anpPOBaHNii 3B'A30K, LLOO YHUKHY TN NepPEeXonsieHHs
OaHnX, HE3aKOHHOI 3MiHM JaHKX Ta NePEXOrieHHs CeaHcy 3B'A3KY.

LndcdpyBaHHsa TLS

PekomeHAyEMO BUKOHATW HACTYMHI HANALWTYBaHHS, W06 3MEHLUNTY PU3UK BPa3MBOCTI.

Micue 3HaxomkeHHs HanawTysaHHs: [Utility] (YTunita) - [Administrator] (AgminicTpaTtop) - [Security]
(Besneka) - [PKI Settings] (HanawTyBaHHs iHbpacTpyKTypu Bigkputhx Kntodie) - [Enable SSL Version]
(YBimKHY TV Bepcito SSL)

HanawToByBaHui PekomeHpoBaHe HanawTyBaHHA

enemeHT

[Mode using SSL/TLS] [Admin. Mode and User Mode] (Pexxum agmiHicTpaTopa i pexxum
(Pexxnm BUKOPUCTaHHS KOpUWCTyBa4a)

SSL/TLS)

[SSL/TLS Version Setting] TLS1.2

(HanawTyBaHHs Bepcii TLS1.3 (IEEE802.1X HecymicHO)

SSL/TLS)

[Encryption Strength] AES-256

(CTinkicTb WwWndpyBaHHs)

Mo4aTKoBMI cepTudiKaT BCTAHOBNEHWI Ha 3aBOA|. SKLLO NOTPI6EH iHWNIA cepTudikaT, 3apeecTpyiiTe HOBUIA
3a HaCTYMHUM MiCLe3HaXOOKEHHSIM.

Micue 3HaxopxeHHst HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpaTop) - [Security]
(Beaneka) - [PKI Settings] (HanawTysaHHs iHbpacTpyKTypu Bigkputnx Kntodie) - [Device Certificate Setting]
(HanawTyBaHHs cepTudikata npunagy)

HanawTtoByBaHui PekomeHaoBaHe HanawTyBaHHS
enemeHTt
[Encryption Key Type] RSA-2048_SHA-256

(Twn knoya WwndpyBaHHS) ECDSA-256_SHA-256
ECDSA-384_SHA-384
ECDSA-521_SHA-384

LndpysaHHsa TLS nigTpumyeTbes Ans HACTYMHUX NPOTOKONIB Ta cnyx6. MNogpobuui npo micue
3HaXO>KEHHA HanawTyBaHHS NoKauil AMB. Y HACTYMHMX po3ginax.

HTTP (Web Connection, WebDAVServer, IPP, OpenAPI, RemotePanel)
DPWS

POP

SMTP (Start TLS, SMTP over SSL)

IEEE802.1X Auth (EAP-TLS, EAP-TTLS, PEAP)

LDAP

TCP Socket

HTTP (Web Connection)

Axwo yBiMKHYTK [Enable SSL Version] (YBiMKHYTW Bepcito SSL), pexxum 06MiHy faHuMn aBToMaTU4HO
nepemMmnkaeTbcsa Ha 0bMiH gaHumun, 3awmdpposaHumm TLS (HTTPS).
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2.1.2

2.1.3

21.4

2.1.5

2.1.6

WebDAVServer

Micue 3HaxomkeHHs HanawTyBanHs: [Utility] (YTunita) - [Administrator] (AomiHicTpaTtop) - [Network]
(Mepexa) - [WebDAV Settings] (HanawTysaHHs WebDAV) - [WebDAV Server Settings] (HanawTtyBaHHs
cepaepa WebDAV)

HanawTtoByBaHuin PekomeHaoBaHe HanawTyBaHHS
eNnemMmeHT

[SSL Settings] [SSL Only] (Tinbkn SSL)
(HanawTyBaHHsa SSL)

IPP

Micue 3HaxomxeHHs HanawTysaHHs: [Utility] (YTunita) - [Administrator] (AgminicTpaTtop) - [Network]
(Mepexa) - [HTTP Server Settings] (HanawTtysaHHs cepepa HTTP)

HaﬂaLUTOByBaHVIﬁ PekomeHaoBaHe HanawTyBaHHS
eJIeMeHT

[IPP-SSL Settings] [SSL Only] (Tinbkn SSL)
(HanawTtyBaHHs IPP-SSL)

OpenAPI

Micue 3HaxomkeHHs HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpaTtop) - [Network]
(Mepexa) - [OpenAPI Setting] (HanawTtysaHHsa OpenAPl) - [OpenAPI Setting] (HanawTysaHHs OpenAPl)

HanawTtoByBaHuin PekomeHaoBaHe HanawTyBaHHS
enemeHTt

[SSL/Port Settings] [SSL Only] (Tinbkn SSL)
(HanawTtyBaHHsa SSL/Port)

RemotePanel

Micue 3HaxomxeHHs HanawTysaHHs: [Utility] (YTunita) - [Administrator] (AgminicTpaTtop) - [Network]
(Mepexa) - [Remote Panel Settings] (HanawTyBaHHsa gucTtaHuinHoi naHeni) - [Remote Panel Server Settings]
(HanawTyBaHHA cepBepa gucTaHLinHoI naHeni)

HanawTtoByBaHui PekomeHaoBaHe HanawTyBaHHS
eJieMeHT

[Port No.(SSL)] ‘ [50443]
(MopT Ne (SSL))

Mopagun

Axwo yBiMkHyTM [Enable SSL Version] (YBiMkHYyTK Bepcito SSL), 06MiH faHMy aBTOMaTUYHO NepeMNKAETLCS
Ha 3awmcpoBaHuin pexxum TLS. YTouHiTb HoMep nopTy.

DPWS

Micue 3HaxopxeHHst HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (Agminictpatop) - [Network]
(Mepexa) - [DPWS Settings] (HanawTtysaHHs DPWS) - [DPWS Common Settings] (3aransHi HanawtyBaHHS
DPWS)

HanawTtoByBaHui PekomeHaoBaHe HanawTyBaHHS
eJieMeHT

[SSL Settings] YBIMKH
(HanawTyBaHHsa SSL)
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2.1.7

2.1.8

2.1.9

2.1.10

2.1.11

POP

Micue 3HaxomkeHHs HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpaTtop) - [Network]
(Mepexa) - [E-mail Setting] (HanawTtysaHHs en. nowTn) - [E-mail RX (POP)] (RX (POP) en. noLwuTn)

HanawTtoByBaHuin PekomeHaoBaHe HanawTyBaHHS
enemeHTt

[Enable SSL] YBIMKH
(YBimkHYTM SSL)

SMTP

Micue 3HaxomxeHHs HanawTysaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpaTtop) - [Network]
(Mepexa) - [E-mail Setting] (HanawTysaHHs en. nowTu) - [E-mail TX (SMTP)] (TX (SMTP) en. nowwTn)

HanawTtoByBaHui PekomeHaoBaHe HanawTyBaHHS
eNleMeHT

[SSL/TLS Settings] [SMTP over SSL] (SMTP yepes SSL)
(HanawTtysaHHsa SSL/TLS)

IEEE802.1X Auth

Micue 3HaxopxeHHst HanawTysaHHs: [Utility] (YTunita) - [Administrator] (Agminictpatop) - [Network]
(Mepexa) - [[EEE802.1X Authentication Setting] (HanawTyBaHHs aBTeHTUdiKauii IEEE802.1X) - [[IEEE802.1X
Authentication Setting] (HanawTyBaHHsa aBTeHTUdiKavji IEEE802.1X) - [Supplicant Setting] (HanawTtysaHHs
3anuTyBaya)

HanawTtoByBaHui PekomeHaoBaHe HanawTyBaHHS
eNnemMeHT
[EAP-Type] O6epitb [EAP-TLS], [EAP-TTLS] a6o [PEAP].
(Twn EAP)
LDAP

Micue 3HaxopxeHHst HanawTysaHHs: [Utility] (YTunita) - [Administrator] (Agminictpatop) - [Network]
(Mepexa) - [LDAP Setting] (HanawTtysaHHs LDAP) - [Setting Up LDAP] (HanawTtoByBaHHsa LDAP)

HanawTtoByBaHui PekomeHaoBaHe HanawTyBaHHS
eJieMeHT

[Enable SSL] YBIMKH
(YBiMKHYTM SSL)

TCP Socket

Micue 3HaxomkeHHs HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpartop) - [Network]
(Mepexa) - [TCP Socket Setting] (HanawTtysaHHss TCP-cokeTa)

HanawTtoByBaHui PekomeHaoBaHe HanawTyBaHHS
eNemMeHT

[Use SSL/TLS] YBIMKH
(BukopuctaHHsa SSL/TLS)
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2.2

2.2.1

IHWe wndpyBaHHSA

PekomeHoyEMO BUKOHATU HACTYMHI HanawTyBaHHS, Wo6 3MEHLNT pU3nK BpasnueocTi. [ogpobuli npo
HanawTyBaHHS KOXHOI YHKLT ANB. Yy HACTYNHUX po3finax.

DyHKLiNA PekomeHaoBaHe HanawTyBaHHS
SMBServer SMB wudpyeanHa, SMB nignvc
SMBClient MpoTokon Llepbep
SNMP SNMPv3
IPsec IKEv2
S/MIME YBIMKH

SMBServer

BukopucTaHHs wndpysaHHs SMB i nignncy SMB MoxXe 3MeHLINTU HacTyMnHi puankn 6e3nexu.

° MepexonneHHsi: 3f1I0BM1CHA TPETSA CTOPOHA MOXKE MEPEXONUTM NOBIOOMIIEHHS Ta BUKPACTN OCOBUCTY
a60 KoHdigeHUinHy iHopmaLlito.

. HesakoHHa 3MiHa gaHux: iCHye pU3KK, LLO 3MICT OOMiHY AaHUMK MOXKe B6yTr 3MIHEHWI ¥ XO4i aTaku
yepes nocepegHuka (MITM).

° Migpobka: sKLwo iHhopMauis aBTeHTudiIKauii BKpafgeHa, TPeTss CTOPOHa MOXXe NPeacTaBuUTUCH
3aKOHHVIM KOPUCTYBayeM, LWob OTpMMaTh HEYNMOBHOBaXKEHNI JOCTYM.

° BuTik iHdbopMmaLii: He3almndpoBaHnii 06MiH LaHNMN MOXXe Nerko 6yTh NepexonsieHnii, o.cobMBo B
rpomagceknx mepexxax Wi-Fi, wo 36inbLuye pnsmk BUTOKY NepcoHanbHoI iHdopmauii Ta indopmauii
KPeauTHOI KapTKMK.

LWundpyBaHHa SMB

MepenymoBsu

° CTBOpITb CMiNbHY CKPMHBKY KOPUCTyBaYa. TakoXX HanawTyTe aBToMaTu4Hy nepegady annis 3i
CNiflbHOT CKPUHBKM KOpUCTyBaYa i 36epexxeHHs ix y nanui SMB.

° BkaxiTb naposnb Ans CKpUHbKU KOpUCTyBaYa.

Micue sHaxopxeHHs HanawTysaHHs: [Utility] (YTunita) - [Administrator] (AgminicTpaTtop) - [Box] (CkpuHbka) -
[User Box List] (IMepenik cCKprHbKU KOpUCTYBa4a)

HaﬂaLUTOByBaHVIﬁ PekomeHaoBaHe HanawTyBaHHS
eJIeMeHT

[SMB Communication [Encrypt] (LWLndpyBaTn)
Encryption]
(LWwndppyBaHHs 06MiHY
naHumm SMB)

NMipnnc SMB

Micue 3HaxopxeHHst HanawTysaHHs: [Utility] (YTunita) - [Administrator] (Agminictpatop) - [Network]
(Mepexa) - [SMB Setting] (HanawTysaHHa SMB) - [SMB Server Settings] (HanawTysaHHsa cepsepa SMB)

HanawTtoByBaHuin PekomeHaoBaHe HanawTyBaHHS
enemeHT
[SMB security [Required] (O60B'A3k0BO)

Signature Setting]
(HanawTyBaHHs nignucy
6esnekn SMB)
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2.2.2

2.2.3

2.2.4

SMBClient

MpoTokon Liep6ep BUKOPMCTOBYE CTillKY TEXHOJIOT IO LUNPYBaHHS, 3HAYHO 3MEHLLYIOHM PU3KK BUKPALEHHS
061iKOBMX JaHux nig Yac npouecy aBTeHTudikauii. Lle Takoxx 3abesnedye LiniCHiCTb, 3anobirao4m
HEe3aKOHHI 3MiHi faHX MiXK BiNPaBHUKOM Ta OTPMMyBayeM, a TakoxX atakam petpaHcnsuii NTLM.

Micue 3HaxomxeHHs HanawTysaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpaTtop) - [Network]
(Mepexa) - [SMB Setting] (HanawTtysaHHa SMB) - [Client Setting] (HanawtysaHHs knieHTa)

HanawToByBaHui PekomeHzoBaHe HanawTyBaHHS
enemeHT

[SMB Authentication [Kerberos] (MpoTtokon Liep6ep)
Setting]

(HanawTyBaHHs

aBTeHTUdiKauii SMB)

SNMP

HanawTyinte wndppysaHHA 3a gonomoroto SNMPV3. AKLLo TakoXX o0aeTbCa HanalwTyBaHHA
aBTeHTUdIKawji, MoxeTe Le Ginblue NiaBuwmuT 6e3neKky. Puankn 6e3nekn NnpubnnsHo ogHakosi, Sk 3 SMB.

Micue 3HaxomkeHHs HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpaTtop) - [Network]
(Mepexa) - [SNMP Setting] (HanawTysaHHs SNMP)

HanawTtoByBaHui PekomeHaoBaHe HanawTyBaHHS
enemeHTt

[SNMP Setting] [SNMP v3(IP)]

(HanawTtyBaHHs SNMP)

[Encryption Algorithm] [AES-128]

(Anroputm WNpyBaHHS)

[Authentication Method]
(MeTopg asTeHTUdIKaLL)

IPsec

O6epiTb [SHA-256], [SHA-384] a60 [SHA-512].

Micue 3HaxopxeHHst HanawTysaHHs: [Utility] (YTunita) - [Administrator] (Agminictpatop) - [Network]
(Mepexa) - [TCP/IP Setting] (HanawTysaHHs TCP/IP) - [IPsec] (IPsec) - [IPsec Setting] (HanawTyBaHHs IPsec)

[IKEv2]
HanawTtoByBaHuin PekomeHaoBaHe HanawTyBaHHS
enemMeHT
[Encryption Algorithm] [AES-CBC] ([256]/[192 and 256] (192 i 256)/[All] (Bci))

(AnropuTm WwWindpyBaHHS)

[Authentication Algorithm]
(Anroputm aBTeHTUdiKaLii)

[SHA-2] ([256]/[384]/[512]/[256 and 384] (256 i 384)/[384 and 512]
(384 i 512) /[All] (Bci), [AES-XCBC]

[Diffie-Hellman Group]

[SA]

HanawTtoByBaHuii enemeHT

[Group 14] (Fpyna 14), [Group 19] (Mpyna 19)

PekomeHaoBaHe HanawTyBaHHS

[Encapsulation Mode]
(MeTop nakeTyBaHHs)

[Tunnel] (TyHenb), [Transport] (TpaHcnopT)

[Security Protocol] [ESP]
(MpoTokon 6e3nekun)
[Key Exchange Method] [IKEv2]

(OcHoBHWIA MeTOZ O6MIHY)

[Authentication Method]
(MeTop aBTeHTUdiKaUii)

[Digital Signature] (Lndposwuin nignmc)
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2.2.5

HanawToByBaHU enemeHT

PekomeHaoBaHe HanawTyBaHHS

[ESP Encryption Algorithm]
(Anroputm WncpyBaHHs
ESP)

[AES-GCM] (1256]/[192 and 256] (192 i 256)/[All] (Bci), [AES-GCM-64]
(1256)/[192 and 256] (192 i 256)/[All] (Bci)), [ENC_NULL_AES_GMAC]
(1256)/[192 and 256] (192 i 256)/[All] (Bci))

[Perfect Forward Secrecy]
(lzeanbHa npsima
CEKPETHICTb)

YBIMKH

[Diffie-Hellman
Group(IKEv2)] - [Priority1-4]
(MpioputeT 1-4)

S/MIME

[Group 14] (Tpyna 14), [Group 19] (Mpyna 19)

Akwo Bu BukopuctosyeTe gogatkosuin S/MIME npu HagcunaHHi eneKTPOHHOT NOLUTY, MOXXETe WndpyBaTu
BMICT €NeKTPOHHOIro NncTa, Wo6 3anobirtu NepexonneHHIo Ta nepesipnT ocoby BigNpaBHMKA 3 €NEKTPOH-
HUM nignucom. Lle ecdbekTrBHUIA cnoci6 3axuncTy Big Nigpo6oK Ta MiLLnHry.

Micue 3HaxomkeHHs HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpaTtop) - [Network]
(Mepexa) - [E-mail Setting] (HanawTysaHHs en. nowTn) - [S/MIME]

HanawTtoByBaHui
enemeHT

PekomeHaoBaHe HanawTyBaHHS

[Digital Signature]
(Uncpposuin nignuc)

[Always add signature] (3aB>xan gogasaTu Nignmc)

[Digital Signature Type] [SHA-256]
(Twn undposoro nignucy)
[E-Mail Text [AES-256]

Encrypt. Method]
(MeTog wndpyBaHHSA TEKCTY
€N1EKTPOHHOI 0 JINCTA)
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3

3.1

3.2

3.3

HanawTtyBaHHS nigTBepAXXeHHS cepTudikaTa

Mpy BUKOpUCTaHHI 06MiHY AaHuMK 3 WndgpyBaHHaM TLS, o6 3MEHLLNTN BNAUB atak Yepes NocepefHuKa,
peKoMeHOYEMO BUKOPUCTOBYBATU NiATBEPO)KEHHS cepTudikata. [Ana nigTeepoKyBaHX eneMeHTiB
peKoOMeHOYEMO K MiHIMYM YBIMKHYTY AaTy 3aBepLUeHHS il cepTudikara Ta naHLuo>KOoK.

AKLLO 3aiNCHI0ETBCS cnpoba NigKIIYEHHS [0 3acTapifioro cepefoBuLLa, ke He Mae OyHKLUIT NigTBepoKeH-
HS cepTudikara, 36iNbLYETLCA PU3MK aTak Yepes nocepepHrnka. PekomeHgyemMo BUKOPUCTOBYBaTH Y
cepenoBuLLi 6e3nedHol Mepexi.

MigTBepo>xeHHs cepTudikara Ha ctopoHi MFP pekomeHpoBaHe y HacTynHUX pyHKUisX knieHTa MFP.
Mopgpobuui Npo MicLe 3HaXOO)KEeHHsS HanalTyBaHHS NoKauil AMB. Y HACTYNHUX po3ginax.

POP, SMTP (Start TLS/SMTP over SSL), IEEE802.1X Auth (EAP-TYPE: EAP-TLS/EAP-TTLS/PEAP), IPSec,
WebDAV, LDAP, DPWS, RemotePanel

Mopaaun

MinTBEepo)KeHH cepTudikara Ha CTOPOHI KnieHTa, nigknodeHoro 4o MFP, pekoMeHaoBaHe y HacTynHUX
dyHKLUiax cepsepa MFP.
HTTP (Web Connection / WebDAV / IPP / DPWS / OpenAPI / RemotePanel), TCP Socket

POP

Micue 3HaxomkeHHs HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (AomiHicTpaTtop) - [Network]
(Mepexa) - [E-mail Setting] (HanawTtysaHHs en. nowTw) - [E-mail RX (POP)] (RX (POP) en. nowwTw)

HanawTtoByBaHuin PekomeHaoBaHe HanawTyBaHHS
enemeHT

[Certificate Verification Level | [Expiration Date] (daTta 3aBepLueHHs gii): YBIMKH
Settings] (HanawTyBaHHs [Chain] (JTaHutoxoK): YBIMKH

PiBHS NepeBipKu

cepTudikara)

SMTP

Micue 3HaxopxeHHst HanawTysaHHs: [Utility] (YTunita) - [Administrator] (Agminictpatop) - [Network]
(Mepexa) - [E-mail Setting] (HanawTysaHHs en. nowTwu) - [E-mail TX (SMTP)] (TX (SMTP) en. nowTn)

HanawTtoByBaHuin PekomeHaoBaHe HanawTyBaHHS

efieMeHT

[Certificate Verification [Expiration Date] (Qata 3aBeplieHHs gii): YBIMKH
Level Settings] [Chain] (JTaHutoxok): YBIMKH

(HanawTyBaHHSA piBHSA
nepeBipku cepTtudikara)

IEEE802.1X Auth

Micue 3HaxomxeHHs HanawTysaHHs: [Utility] (YTunita) - [Administrator] (AgminicTpaTtop) - [Network]
(Mepexa) - [[EEE802.1X Authentication Setting] (HanawTysaHHsa aBTeHTUdiKauii IEEE802.1X) - [IEEE802.1X
Authentication Setting] (HanawTtysaHHs aBTeHTUdikawii IEEE802.1X) - [Supplicant Setting] (HanawTtyBaHHs
3anuTyBaya)

HanawToByBaHui PekomeHpoBaHe HanawTyBaHHS

enemeHT

[Certificate Verification [Expiration Date] (OaTa 3aBepLueHHs gii): YBIMKH
Level Settings] [Chain] (JTaHutoxxok): YBIMKH

(HanawTyBaHHS piBHSA
nepesipkun cepTtudikara)
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3.4

3.5

3.6

3.7

IPsec

Micue 3HaxomxeHHs HanawTysaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpaTtop) - [Network]
(Mepexa) - [TCP/IP Setting] (HanawTysaHHs TCP/IP) - [IPsec] (IPsec) - [IPsec Setting] (HanawwTyBaHHs IPsec)

HanawTtoByBaHui PekomeHz0BaHe HanawTyBaHHS

enemeHT

[Certificate Verification [Expiration Date] (Oata 3aBepweHHs gii): [Confirm] (MigTBepouT)
Level Settings] [Chain] (laHutoxxoK): [Confirm] (MigTBepouTn)

(HanawTyBaHHSA piBHSA
nepesipkun cepTudikara)

Mopaaun

Y [IPsec Setting] (HanawTtysaHHs IPsec) 3apeecTtpyiite enemenTu [IKE], [SA], [Peer] (PiBHOnpaBHWiA) i
[Protocol Setting] (HanawTtyBaHHsi npoToKony) 3a3panerigb.

WebDAVClient

Micue 3HaxomxeHHs HanawTysaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpaTtop) - [Network]
(Mepexa) - [WebDAV Settings] (HanawTysaHHa WebDAV) - [WebDAYV Client Settings] (HanawTysaHHs
knieHTa WebDAV)

HanawTtoByBaHui PekomeHz0BaHe HanawTyBaHHS

enemeHT

[Certificate Verification [Expiration Date] (OaTa 3aBepLueHHs gii): YBIMKH
Level Settings] [Chain] (lTaHutoxxoK): YBIMKH

(HanawTyBaHHSA piBHSA
nepesipku cepTudikara)

LDAP

Micue 3HaxopxeHHst HanawTysaHHs: [Utility] (YTunita) - [Administrator] (Agminictpatop) - [Network]
(Mepexa) - [LDAP Setting] (HanawTysaHHs LDAP) - [Setting Up LDAP] (HanawToByBaHHs LDAP)

HanawToByBaHui PekomeHpoBaHe HanawTyBaHHSs

enemeHT

[Certificate Verification [Expiration Date] (0aTa 3aBepLueHHs giji): YBIMKH
Level Settings] [Chain] (TaHutoxxoK): YBIMKH

(HanawTyBaHHS piBHSA
nepesipkun cepTtudikara)

DPWS

Micue 3HaxomkeHHs HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (AgmiHicTpaTtop) - [Network]
(Mepexa) - [DPWS Settings] (HanawTtysaHHs DPWS) - [DPWS Common Settings] (3aranbHi HanawtyBaHHs
DPWS)

HanawTtoByBaHuin PekomeHaoBaHe HanawTyBaHHS

efieMeHT

[Certificate Verification [Expiration Date] (0aTa 3aBepLueHHs giji): YBIMKH
Level Settings] [Chain] (NMaHuroxok): YBIMKH

(HanawTyBaHHSA piBHSA
nepeBipkun cepTtudikara)
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3.8

3.9

OpenAPI

Micue 3HaxopmxeHHs HanawTysaHHs: [Utility] (YTunita) - [Administrator] (AgminicTpaTtop) - [Network]
(Mepexa) - [OpenAPI Setting] (HanawTtysaHHs OpenAPl) - [OpenAPI Setting] (HanawTysaHHs OpenAPl)

HanawTtoByBaHui PekomeHzi0OBaHe HanawTyBaHHS

enemeHT

[Certificate Verification [Expiration Date] (OaTa 3aBepLueHHs gii): YBIMKH
Level Settings] [Chain] (JTaHutoxxoK): YBIMKH

(HanawTyBaHHS piBHSA
nepesipku cepTudikara)

RemotePanel

Micue 3HaxopxeHHst HanawTyBaHHs: [Utility] (YTunita) - [Administrator] (Agminictpatop) - [Network]
(Mepexa) - [Remote Panel Settings] (HanawTyBaHHsa gucTtaHuinHoi naHeni) - [Remote Panel Server Settings]
(HanawTyBaHHsA cepBepa QUCTaHLINHOI naHeri)

HanawToByBaHui PekomeHpoBaHe HanawTyBaHHS

enemeHT

[Certificate Verification [Expiration Date] (OaTa 3aBepLueHHs gii): YBIMKH
Level Settings] [Chain] (JTaHutoxxoK): YBIMKH

(HanawTyBaHHSA piBHA
nepesipku cepTtudikara)
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SN
4 HopaTtkoBa iHpopmauis 6e3neku
4.1 PekomeHpauii Woao Hankpawmx metogiB po6otun

PekomeHayemo, o6 anropytmMu LWndpyBaHHSA BignoBifanu HanawTyBaHHAM Hakpalumx MeTogis,
pekoMeHaoBaHux B iHCTPYKUisx EUCC wono wudpyBaHHs Ta y3romkeHnx MexaHiamax windpyBaHHs

SOGIS.

Hw>xye nogaHo nepenik anroputmis WG PYBaHHS Ta AOBXUHN KIOYiB, PEKOMEHAOBAHNX B iHCTPYKLIAX
EUCC wopo wndpyBaHHA Ta y3rooxKeHnx MmexaHiamax wudgpysaHHa SOGIS.

EnemeHT

PekomeHaoBaHe HanawTyBaHHS

AnropytMn WndpyBaHHA

AES (PoswunpeHunin ctangapT WwindpyBaHHs)
RSA (Rivest-Shamir-Adleman)

SHA-2 (3axuLeHnii anroputm XeLlyBaHHs 2)
ECC (EninTudHa kKpunTorpadisi)

HMAC (Xew-kopg aBTeHTUIKaLii NoBigoOMNEeHb)

LoBxunHa kno4a
wndpyBaHHSA

Mopaau

RSA: 2048 6iT abo 6inbLue
ECC: 256 6iT abo 6inblLue
AES: 256 6iT

Moppobuui amB. B ocTaHHix IHCTpyKLUisix EUCC Ta y3rogxkeHux mexaHiamax wugpysaHHs SOGIS.
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4.2

3anobixHi 3axoau wWoao o6MiHy AaHUMM i3 3acTapinmmmn

cunctemamm

HacTynHi NpoToKoM Ta Bepcii BBaXXatoTbCA BUKOPUCTOBYBaHUMM NS OOMiHY AaHUMM i3 3acTapinumm

cucrteMamn.

BrkopurcTaHHsa 3acTapinvx HanawTyBaHb 36ibLUye pU3uKu 6e3neKu, TOMy NPOXaHHSA BUKOPVCTOBYBATH iX y

cepepnoBuLLi 6e3nedHol MepexXi.

EnemeHT 3acTapini HanawTyBaHHA

MpoTokon SLP
FTP
SMB (3.0 a6o patiwa Bepcis, NTLMv1/v2)
SNMPv1/v2

IEEE802.1X Auth (EAP-TYPE: Depend on Server/OFF)
DPWS
TCPSocket

Anroputmu WwindpyBaHHs

SHA-1 (BaxuweHnii anropuTm xewysBaHHs 1)
DES (CtangapT windpyBaHHA gaHUX)

3DES (MoTpitHnin cTaHaapT WudpyBaHHS OaHNX)
RC2-40 (D51Rivest Cipher)

RC2-64 (D51Rivest Cipher)

RC2-128 (D51Rivest Cipher)

J[oBxuHa kntoya
wndpyBaHHA

RSA: 1024 6iT abo MeHLue
ECC: 160 6iT abo meHLuLe
AES: 128 6iT abo MeHLle
DES: 56 6iT

3DES: 112 6iT

3acTapini HanawTtyBaHHSA IPsec

[IKEv1]
HanawTtoByBaHui 3acTapini HanawTyBaHHA
efieMeHT
[Encryption Algorithm] [DES-CBC]
(AnropuTm WM pyBaHHS) [BDES-CBC]

[AES-CBC] ([128]/[192)/[128 and 192] (128 i 192))

[Authentication Algorithm]
(Anroputm aBTeHTUIKaLi)

He BukopucToByETLCA

[Diffie-Hellman Group]

[Group 1] (Tpyna 1), [Group 2] (F'pyna 2), [Group 5] (Mpyna 5)

[IKEv2]
HanawTtoByBaHui 3acTapini HanawTyBaHHA
enemeHTt
[Encryption Algorithm] [DES-CBC]
(AnropuTm WM pPyBaHHs) [BDES-CBC]

[AES-CBC] ([128]/[192]/[128 and 192] (128 i 192))

[Authentication Algorithm]
(Anroputm aBTeHTUdiKaLii)

He Bun KOPUCTOBYETbCA

[Diffie-Hellman Group]

[SA]

HanawTtoByBaHui
enemeHT

[Group 1] (Tpyna 1), [Group 2] (Tpyna 2), [Group 5] (Tpyna 5)

3acTapini HanawTyBaHHA

[Key Exchange Method]
(OcHoBHWIA MeTOZ O6MIHY)

[IKEv1]

[Authentication Method]
(MeTop aBTeHTUdiKaUi)

[Digital Signature] (Lindposwnii nignuc)
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HanawToByBaHui
enemeHT

3acTapini HanawTyBaHHA

[ESP Encryption Algorithm]
(Anroputm WnpyBaHHA
ESP)

[3DES-CBC] ([128]/[192]/[128 and 192] (128 i 192))

[AES-CTR] ([128]/[192]/[128 and 192] (128 i 192))

[AES-GCM] ([128]/[192]/[128 and 192] (128 i 192))
[AES-GCM-64] ([128]/[192)/[128 and 192] (128 i 192))
[ENC_NULL_AES_GMAC] ([128)/[192)/[128 and 192] (128 i 192))

[Perfect Forward Secrecy]
(lazeanbHa npsima
CEKPETHICTb)

YBIMKH

[Diffie-Hellman
Group(IKEv1)]

[Group 1] (Tpyna 1), [Group 2] (Fpyna 2), [Group 5] (Mpyna 5)
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4

4.3 IHTepdhencu mepexi i cny>x6u, AOCTYMNHI NPU NocTa4yaHHI 3 3aBoay
Tun cnyx6un MpoTokon Homep nopty
DHCP UDP 68
Cepep HTTP TCP 80
NETBIOS Name Service UDP 137
NETBIOS Datagram Service UDP 138
SNMP UDP 161
HTTP Server over SSL / IPP over SSL TCP 443
Opyk LPD TCP 515
Knient DHCPv6 UDP 546
Opyk IPP TCP 631
MFPIF UDP 1900
WebService UDP 3702
LLMNR UDP 5355
HTTP (IWS-tool) TCP 8091
Opyk RAW TCP 9100
Opyk RAW TCP 9112
Opyk RAW TCP 9113
Opyk RAW TCP 9114
Opyk RAW TCP 9115
Opyk RAW TCP 9116
OpenAPI TCP 50001
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4.4 NMpo nepeBipKy AaHNX BBeAEHHSA

KinbKicTb cMMBONiB BBEAEHHS ONSA HANALWTYBaHb MEPEXi TOLLO AMB. MO KOXXHOMY €MeMEHTY HanalTyBaHHS
y lMocibHuKy KopucTtysaya.

3anexxHo Big W1 pyBaHHs MOBMW, MakCUMasibHO NPUNYCTMMUIA BBig (OaHi, 36epexxkeHi B MFP) ans enemeHTiB,
Lo NigTPUMYIOTb 6araTtobiTHI CUMBOMN, MOXXYTb BTPUYi MEPEBNLLYBaTH KiNbKIiCTb CUMBONIB.
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